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Device Manufacturers as Controllers: 
Expanding the Concept of ‘Controllership’ in the 
GDPR 

 

Alan Dahi and Marcelo Corrales Compagnucci 

 

Abstract 
The current understanding of ‘controllership’ in the GDPR typically excludes device 
manufacturers from this role where processing of personal data occurs locally only, ie on the 
device without any access to the data by the manufacturer. The ‘user’ of such a device is 
deemed to be the only possible controller, regardless of whether the processing falls under the 
household exemption or not. This is because the concept is understood more narrowly than its 
actual definition permits. However, in particular the development of ‘smart’ devices with 
‘local’ or ‘edge’ computing upends the assumption that device manufacturers automatically 
fall outside the scope of the GDPR. Device manufacturers may often have sufficient influence 
on the processing to be deemed ‘controllers’, even where personal data is processed on-device 
only without any direct processing by the manufacturer. This is because device manufacturers 
may in certain cases ‘determine the means and purposes of the processing’. This expanded 
understanding of the concept of controllership is supported by CJEU and Supervisory 
Authority case law and an interpretation of the GDPR which should be adopted by 
practitioners, authorities, and courts. Doing so would address the mischief that comes from 
categorically excluding device manufacturers from the scope of the GDPR. 

 
Keywords GDPR, controller, household exemption, data protection-by-design, AI, 
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1. Introduction 
 

In times past, the web of actors processing personal data was neat and simple. You had a ‘data 
subject,’ ie the ‘identified or identifiable natural person’ to whom the information in question 
relates (Article 4(1) GDPR1). You had a ‘controller,’ ie the entity who ‘defines the means and 
purposes of the processing (Article 4(7) GDPR). Potentially, you had a ‘processor’ who 
processed personal data on behalf of the controller if the controller did not process personal 
data directly themselves but outsourced the task (Article 4(8) GDPR).2 If services had a digital 
component, the component itself was isolated and dealt with by one or two actors. Clouds were 
weather phenomena and the Amazon was located in South America. 

Today, the web of actors involved in a typical processing activity is as dense as the Amazon 
rainforest.3 Apps and websites share your personal data with third-party advertising companies 
that create profiles of you to target their ads. A 2020 report by the Norwegian Consumer 
Council (NCC) observed that data was transferred to at least 135 different third parties involved 
in advertising and/or behavioural advertising by the 10 investigated Android apps.4 The ‘List 
of Third Parties (other than PayPal Customers) with Whom Personal Information May be 
Shared’ runs to 59 standard A4 pages when formatted in three columns of ‘Party Name,’ 
‘Purpose,’ and ‘Data Disclosed.’5 Even a small family run web shop will typically use a number 
of service providers to run their business—managed email, web hosting, payment processors, 
and a fulfilment service that warehouses goods and hands over ready-packed parcels to a 
logistics company for delivery to the customer. 

Similarly to data protection-relevant processing activities, the previous generation of 
devices that processed personal data was equally simple compared to the budding generation. 
A personal blood glucose meter for home use would at most record an individual’s blood sugar 
levels and the date and time of the recording. Future blood glucose monitors may rely on 
Artificial Intelligence (AI) and a non-invasive heartbeat scan instead of drawing blood, and 
they may even help determine the optimal dose of insulin needed.6 

 
1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data and on the free movement of such 
data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance), OJ L 
119 4.5.2016, 1. 

2 Kirkham T et al., Assuring Data Privacy in Cloud Transformations, Proceedings of the 11th IEEE 
International Conference on Trust, Security and Privacy in Computing and Communications (IEEE TrustCom-
12). IEEE, 2012, 1063. 

3 Corrales Compagnucci M., ‘Big Data, Databases and “Ownership” Rights in the Cloud’ (Springer, 2020), 
297. 

4 Norwegian Consumer Council (Forbrukarrådet), ‘Out of Control’ (14 January 2020) 
https://www.forbrukerradet.no/undersokelse/no-undersokelsekategori/report-out-of-control/, accessed May 15, 
2021, 5. 

5 See PayPal, ‘List of Third Parties (other than PayPal Customers) with Whom Personal Information May 
be Shared’ (effective as of 1 April 2020) https://www.paypal.com/uk/webapps/mpp/ua/third-parties-list, 
accessed 15 May 2021. 

6 Porumb, M., et al., ‘Precision Medicine and Artificial Intelligence: A Pilot Study on Deep Learning for 
Hypoglycemic Events Detection based on ECG’ Sci Rep 10, 170 (13 January 2020). Bird J, ‘Artificial 
intelligence paves the way for fully automated diabetes kit’ Financial Times (March 10 2020) 
https://www.ft.com/content/15f0123e-3b7d-11ea-b84f-a62c46f39bc2, accessed May 15 2021. 
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In other words, dumb devices are becoming smart.7 And with this increased intelligence is 
the promise of services that are tailored to an individual’s characteristics, preferences, and 
needs. Perhaps nowhere is this development as anticipated as in the field of ‘personalised 
medicine’, which will transform the generalised one-size fits all approach used today to tailored 
analyses, treatments, and medicine that take into account everything from a person’s genes to 
their lifestyle and their unique microbiota. It is this impending revolution that leads us to focus 
on health devices for the examples of this article, though the conclusions apply to devices in 
general, as will be shown. 

The promise of personalised medicine rests heavily on the insights of AI and powerful 
number crunching. These technologies help consumer-users make better-informed decisions 
about their own health and provide new options for facilitating prevention, early diagnosis of 
life-threatening diseases, and management of chronic conditions outside of traditional care 
settings.8 

AI used to be run almost exclusively in the cloud, where individual organisations could tap 
into specialised and powerful computer banks on demand. Increasingly, however, AI is run 
either on-device or on computers located very near the device, in so-called ‘fog’ or ‘edge’ 
computing.9 

Because fog computing uses computing resources closer to the source of the data being 
processed, it can be much denser and cover wider areas even without a broadband connection. 
For example, local sensors can collect the data of a patient living in the Australian Outback. 
Instead of sending all the data collected to the cloud for further processing, they can shift at 
least part of their load to local edge devices situated on the patient’s homestead to perform 
certain (or all) processing and analyses such as filtering, prediction, classification, etc. Indeed, 
basically any AI algorithm can be run locally, including machine learning (ML).10 

This contrasts with the more distant processing in the cloud that has until now been the 
standard. The shift from the cloud to local processing is made possible by the development of 
specialised AI chips powerful enough to perform on-device ‘inference’, ie, AI-driven 
prediction. The core of this article is an investigation into how this shift necessitates a 
reassessment of the average at-home use of such devices outside of a professional setting. To 
be able to assess this change, however, we first need a high-level understanding of how AI is 
developed and works. 

AI typically needs to be trained before it can be used—it ‘learns’ that, given certain 
parameters, a certain result is to be expected.11 With regard to training, an AI is like a lawyer 

 
7 This article refers to ‘smart’ devices as those that use AI for the processing, while ‘dumb’ devices do not 

use AI. 
8 Afinito, L., Empowering the Connected Physician in the E-Patient Era: How Physicians Empowerment On 

Digital Health Tools Can Improve Patient Empowerment and Boost Health(care) Outcomes (Routledge, 2019). 
9 Al-habob A. and Dobre O., Mobile Edge Computing and Artificial Intelligence: A Mutually-Beneficial 

Relationship, IEEE Communications Society, https://www.comsoc.org/publications/tcn/2019-nov/mobile-edge-
computing-and-artificial-intelligence-mutually-beneficial-relationship, accessed May 15 2021. 

10 Forti, S., Ferrari, G-L, Brogi, A., (January 2020). ‘Secure Cloud-Edge Deployments, with Trust’ Future 
Generation Computer Systems. 102: 775–788; Buyya, R., Sriram, S., (eds) ‘Fog and Edge Computing: 
Principles and Paradigms’, Wiley Series on Parallel and Distributed Computing (John Wiley & Sons, 2019). 

11 There are claims that some AI can learn tabula rasa, ie, as an autonomous agent from a clean slate. In 
these cases, learning is based from first principles on experience and perception and not on any inherited or 
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(or doctor) who must first pass through standardised and standardising education before being 
let loose upon an unsuspecting public. The public sees the final, polished product that 
commands respect and inspires awe (regardless of actual capabilities, as a newly minted lawyer 
or doctor may attest to).  

The manufacturer will often be responsible for this initial training of the AI. Following 
training, the AI is ready to do its job and is embedded in the device. It may still improve over 
time, tweaking its knowledge to the specifics of its implementation, the same way we see how 
text auto-complete on our phones improves with use. 

Once the AI is embedded, inference will ideally happen locally without any personal data 
being transferred back to its alma mater, the manufacturer. The benefits of such local-only 
processing are not only increased speed and, potentially, accuracy. Fewer involved parties are 
also better for security and privacy. Moreover, at least according to the European Data 
Protection Board (EDPB), a European body representing the national supervisory authorities 
for data protection,12 local processing may permit the processing of health data and other 
special categories of personal data that would otherwise enjoy extra protection under the 
GDPR, such as the need for explicit consent from the data subject (ie consumer-user) according 
to Article 9(2) GDPR. 

Besides the myriad Internet-of-Things (IoT) devices that are finding their way into our 
homes, offices and, with wearable devices even bodies, local processing is also becoming more 
common with smart phones, which are well on their way to turning into tricorders of Star Trek 
fame. Smart phones can be used to analyse urine, screen for melanomas, predict neurological 
degeneration, and monitor general fitness.13 A smart phone could even be hooked up to a 
hospital bedside monitoring system that transforms our constant companions into a 
personalised nurse keeping track of our individual medical histories.  
 

2. Status quo and definitions 
 

According to the Office of the Australian Information Commissioner (OAIC), the health 
industry is the industry most vulnerable to breaches, followed by the finance industry—
possibly because these industries deal with large amounts of data.14 Health data demands a high 
price on the black market and, if associated with other personal or financial data, can be used 

 

supplied knowledge about their environment. The first such claim was made by Google/DeepMind about their 
AlphaGo Zero program. See Silver D et al., ‘Mastering Chess and Shogi by Self-Play with a General 
Reinforcement Learning Algorithm’ arXiv:1712.01815 (5 December 2017). See however Marcus G, 
‘Innateness, AlphaZero, and Artificial Intelligence’ arXiv:1801.05667 (17 January 2018) for a critical 
assessment of whether tabula rasa claims are substantiated. 

12 See eg, European Data Protection Board, ‘Guidelines 1/2020 on processing personal data in the context 
of connected vehicles and mobility related applications’ (version 1.0 adopted on 28 January 2020), paras 70-71, 
and below, section 2.3 ‘The household exemption: local processing by a data subject’. 

13 Majumder S., Deen MJ., Smartphone Sensors for Health Monitoring and Diagnosis. Sensors. 2019; 
19(9):2164, https://doi.org/10.3390/s19092164.  

14 Office of the Australian Information Commissioner, 'Notifiable Data Breaches scheme 12-month insights 
report' (13 May 2019) https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-
statistics/notifiable-data-breaches-scheme-12month-insights-report/, accessed 15 May 2021. 
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to conduct medical fraud.15 A research investigation carried out by Vanderbilt University in 
2018 indicated that more than 2,100 patient deaths are attributed to hospital data breaches each 
year.16 The low security standards of medical equipment pose a significant risk. Security 
experts have demonstrated how easy it is to hack hospital devices, access patient data, fake 
results and tamper with life-saving medical equipment.17  

Bruce Schneier, a security technologist, argues that one of the main reasons for poor IT 
security is the lack of economic incentives: For example, ‘[h]ospitals’ medical-records systems 
provide comprehensive billing-management features for the administrators who specify them, 
but are not so good at protecting patients’ privacy [because] the economic considerations of 
security are more important than the technical considerations.’18 Similarly, Ross Anderson, a 
professor of security engineering in the UK, argues that the failure to ensure appropriate 
security standards happens because people who are responsible for ensuring security are not 
the ones who suffer from the security failure.19 This disconnect between the entity experiencing 
the security failure and those bearing the costs is what economists call a ‘negative externality’, 
ie an indirect cost borne by others than the primary economic actor—a common example is 
pollution being emitted by a factory but where the harm is borne by society or the neighbouring 
town.20 The main fix is to have the primary economic actor internalise, at least partially, the 
costs (ie harms) of their behaviour. There are many ways to achieve this, such as through taxes, 
incentives, or regulation with attendant fines.21 

Now, you may comment that the GDPR does impose fines of up to 2% of global annual 
turnover or 10 million Euro, whichever is greater, for a breach of data protection by design, 
and up to 4% or 20 million Euro where the Article 5(1)(f) GDPR principle of integrity and 
confidentiality is violated. However, these fines can only be levied against the implicated 
controller or processor (see Article 83 GDPR). And there’s the rub. 

The predominant opinion is that device manufacturers, because they do not have any access 
to the personal data on the device, are neither controllers nor processors; they are mere suppliers 
of devices to the controllers and processors and consumer-users that ultimately process 
personal data.22 

 
15 Taylor T, ‘Hackers, Breaches, and the Value of Healthcare Data’ (30 June 2021), available at: 

https://www.securelink.com/blog/healthcare-data-new-prize-hackers/, accessed 20 December 2021. 
16 Abel R., Vanderbilt University Researcher’s Claim Breaches Linked to Patient Deaths, 

 https://www.scmagazine.com/home/security-news/cybercrime/vanderbilt-university-researcher-claims-
breaches-linked-to-patient-deaths/, accessed May 15 2021. 

17 Corrales Compagnucci, M. et al., Homomorphic Encryption: The ‘Holy Grail’ for Big Data Analytics and 
Legal Compliance in the Pharmaceutical and Healthcare Sector? European Pharmaceutical Law Review 
3(4):144-155. https://doi.org/10.21552/eplr/2019/4/5 

18 Schneier B, ‘Economics and Information Security’ Schneier on Security (29 June 2006) 
https://www.schneier.com/blog/archives/2006/06/economics_and_i_1.html, accessed 15 May 2021. 

19 Anderson R, Moore T, ‘The Economics of Information Security’, 314 Sci 610 (2006). 
20 Coase R, ‘The Problem of Social Cost’ The Journal of Law and Economics, 1960, 16(1): 11-33; Kende, 

M., ‘How Secure Is Our Data, Really?’ The MIT Press Reader (16 May 2022) 
https://thereader.mitpress.mit.edu/how-secure-is-our-data-really/, accessed 26 July 2022. 

21 Pigou AC, The Economics of Welfare (Mc Millan and co. 1932, 4th ed); Kende, M., ‘How Secure Is Our 
Data, Really?’ The MIT Press Reader (16 May 2022) https://thereader.mitpress.mit.edu/how-secure-is-our-data-
really/, accessed 26 July 2022. 

22 See eg, Baumgartner U, ‘Art. 25 Datenschutz durch Technikgestaltung und durch datenschutzfreundliche 
Voreinstellungen’ in Eugen Ehmann, Martin Selmayr (eds), Datenschutz-Grundverordnung (C.H.Beck 2017), 
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As the 2019 ‘Report on Experience Gained in the Implementation of the GDPR’ by the 
German Data Protection Supervisory Authorities concludes: 

 
Controllers do not generally develop hardware and software themselves. 

They are largely reliant on available hardware and standard operating systems 
and application software. Monopolies and oligopolies often exist on the 
supplier side, as a result of which suppliers are able to dictate what products 
are used as well as the terms and conditions of that use. 

The GDPR’s data protection by design/by default principles are geared to 
producers but do not impose any obligations on them in that capacity. The call 
for data protection by design/by default thus often comes to nothing if it is 
directed only at controllers.23 

 
This quote also serves to illustrate the commonly accepted difference between ‘device 

manufacturers’ on the one hand and controllers (and processors) on the other. A device 
manufacturer will manufacture a device but not have any access to the data the device may 
process, typically because the processing is either on-device only or because the device is used 
by a controller (or processor) and only this entity will have access to the data being processed 
by the device. Consider a digital pedometer that registers the steps taken and that cannot be 
connected to the internet, or alternatively of a connected digital pedometer a physiotherapist 
may use for their patients and that sends to the physiotherapist, but not to the device 
manufacturer, the patient’s steps. 

A device manufacturer that manufactures a device and that has access to the data on the 
device will not be a ‘device manufacturer’ in the sense commonly used when discussing data 
protection. It will be a controller (or processor, depending on the exact scenario). To illustrate 
the difference, we can modify the example of the connected digital pedometer such that the 
pedometer is used by a consumer-user for their own personal purposes and where they can 
track their steps on the manufacturer’s website. 

Definition of ‘device manufacturer’, ‘Producer’, and ‘Provider’. In order to fruitfully 
discuss the proposal of this article, it is important to be able to differentiate the respective 
processing scenarios clearly. As such, in this article we refer to ‘device manufacturers’ that do 
not have access to the data processed by the device as ‘Producers’.  

In contrast, ‘device manufacturers’ that have access to the data processed by the device, 
such as the manufacturer of the digital pedometer that provides a website a consumer-user can 
visit to view their steps, are referred to as ‘Providers’.  

 

para 5; Bygrave L, ‘Article 25. Data protection by design and by default’ in Christopher Kuner, Lee A. Bygrave, 
Christopher Docksey (eds), The General Data Protection Regulation (GDPR) – A Commentary (Oxford 
University Press 2020) 578; Hartung J, ‘Art. 24 Verantwortung des für die Verarbeitung Verantwortlichen’ in 
Jürgen Kühling, Benedikt Buchner (eds), Datenschutz-Grundverordnung/BDSG – Kommentar (C.H.Beck 2018, 
2nd ed) para 12; Hartung J , ‘Art. 25 Datenschutz durch Technikgestaltung und durch datenschutzfreundliche 
Voreinstellungen’ in Jürgen Kühling, Benedikt Buchner (eds), Datenschutz-Grundverordnung/BDSG – 
Kommentar (C.H.Beck 2018, 2nd ed) para 13; Banasiński C., Rojszczak M., ‘Cybersecurity of consumer 
products against the background of the EU model of cyberspace protection’ Journal of Cybersecurity, 2021, 
Vol. 7, Issue 1, 1-15(5), https://doi.org/10.1093/cybsec/tyab011. 

23 Independent German Federal and State Data Protection Supervisory Authorities 
(Datenschutzkommission), ‘Report on Experience Gained in the Implementation of the GDPR’ (November 
2019) 15. 
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In all cases, though, a ‘device manufacturer’ is the company placing the device on the 
market—it is not the factory that assembles the device. 

Definition of ‘device’, ‘smart device’, and ‘dumb device’. The device itself must also be 
defined in more detail. For the purposes of this article, a device can be physical hardware with 
an integrated software element, such as the digital pedometer. It can also be an app that runs 
on some type of a computer 24  provided by the consumer-user. An example would be a 
smartphone app to screen for skin melanomas using the phone’s camera. The device can also 
be a combination of physical hardware and a dedicated app, such as with a Fitbit activity tracker 
that you access via an app on your smartphone. 

From a data protection perspective, it is irrelevant whether the device is made by the same 
company or whether the software element is made by one company and the hardware element 
by another. This can be clearly seen in the example of a smartphone app. The app will be 
produced by one company, the smartphone by another. Assuming the phone is simply a 
computer the app runs on, the company behind the app is the only relevant actor for the 
purposes of this article. The smartphone company only becomes relevant if it somehow 
‘determines the purposes and means of the [specific] processing’, ie, becomes a controller in 
its own right (Article 4(7) GDPR). For the purposes of this article, however, we are operating 
under the premise that any device an app is installed on will not be involved in the app’s 
processing. 

When we refer to a ‘smart’ device, we mean a device where the processing is AI-powered; 
in contrast, a ‘dumb’ device is any device that does not rely on AI for the processing. 

Definitions of ‘household’ vs ‘enterprise’ setting. Having looked at the technical elements 
of the device, we must now consider two scenarios in which the device can be used. A device 
can be used in either an ‘enterprise’ setting or in a ‘household’ setting. A household setting 
triggers the household exemption of Article 2(2)(c) GDPR, which excludes from the scope of 
the GDPR processing by a natural person for purely personal or household purposes (the 
consumer-user, who will also be a data subject—the two terms will be used interchangeably in 
this article). The digital pedometer being used at home for purely personal purposes is an 
example of such processing. 

Where the household setting pushes processing outside the scope of the GDPR because the 
processing occurs for personal or household purposes, the enterprise setting does the opposite: 
it represents processing by a legal or natural person for purposes that are not purely of a 
personal or household nature. Accordingly, ‘enterprise’ is used in this article as shorthand for 
a legal or natural person that processes outside the household exemption, albeit not necessarily 
in an economic activity.25 

 
24 The computer can be either a general-purpose computer or a specific-purpose computer. A general-

purpose computer is a computer that uses general-purpose microprocessors and which can run any program that 
can be compiled for it. In contrast, a specific-purpose computer uses specific-purpose microprocessors for 
specific tasks, such as Google’s Tensor Processing Unit that was built to train and use neural networks. See also 
Feldman, M. ‘The era of general-purpose computers is ending’ (5 February 2019) The Next Platform 
https://www.nextplatform.com/2019/02/05/the-era-of-general-purpose-computers-is-ending/, accessed 31 July 
2022.  

25 Note that the term ‘enterprise’ is defined in Article 4(18) GDPR as ‘a natural or legal person engaged in 
an economic activity’. 
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Research goal. This article will demonstrate that excluding Producers from the scope of 
the GDPR because they do not process personal data is too facile an approach to allocate data 
protection responsibility: we argue that in certain cases Producers can determine just as much 
as Providers the purposes and means of processing personal data and as such should be able to 
be recognised as controllers with all resulting obligations.  

Moreover, categorically excluding Producers from the role of controller rips a wide gap in 
the protection the GDPR is intended to grant. As will be detailed in section 4, consumer-users 
not only end up being disenfranchised of their data subject rights when processing is on-device 
only and for purely personal or household purposes—in other words for processing by a data 
subject under the household exemption of Article 2(2)(c) GDPR—they also need to deal with 
devices that are much less secure than they could be. 

In contrast and admittedly without any legal controversy, when a consumer-user uses a 
device that involves processing of personal data via the Provider (ie not on-device only), even 
if in a household setting, the consumer-user can exercise their data subject rights against the 
Provider and the Provider must comply with all obligations the GDPR places upon them as a 
controller.  

The reason we state this obvious scenario is to call attention to the stark discrepancy 
between how Producers and Providers are treated—something we refer to as the ‘Producer 
privilege’. We believe such scenarios highlight an underlying problem within the GDPR that 
AI is only exacerbating—that of a too-narrow understanding of ‘controllership’ leading to a 
deficient allocation of data protection responsibility. 

Following this introduction, section 2 compares different hypothetical scenarios to show 
how the current understanding of controllership leaves data subjects in a household setting with 
local, ie on-device processing, unjustifiably vulnerable. We argue that a close analysis of the 
law and of EU court decisions permits and encourages a broader understanding of the concept 
of controllership to include Producers in certain scenarios. Section 3 investigates in closer 
detail the mischief that can be prevented when Producers are not categorically excluded as 
controllers. Section 4 concludes. 

 

3. Data protection responsibility—assessing the concept of ‘controllership’ 
and the household exemption 
 

‘[T]he first and foremost role of the concept of controller is to determine who shall be 
responsible for compliance with data protection rules, and how data subjects can exercise the 
rights in practice. In other words: to allocate responsibility’.26 This section assesses two 
scenarios, both tied to the household exemption, against the goal of allocating responsibility 
for processing. The first scenario involves a Provider, ie remote processing, the second a 
Producer, ie local-only processing. 

 
26 Article 29 Data Protection Working Party, ‘Opinion 1/2010 on the concepts of “controller” and 

“processor”’ (16 February 2010) 4. See also Google Spain and Google, C-131/12, EU:C:2014:317, para 34, 
which speaks of ‘effective and complete protection of data subjects’; European Data Protection Board, 
‘Guidelines 07/2020 on the concepts of controller and processor in the GDPR’ (version 2.0. adopted on 7 July 
2021), paras 10, 12, 14. 
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3.1. The household exemption: an introduction 

 
To set the stage, imagine a semen analysis device used in a private at-home setting. The device 
attaches to your smartphone and tests for motility, concentration, and morphology in order to 
assess male fertility.27 A smartphone app lets the user manage the device and read the sample 
results. In one scenario, the semen sample is assessed locally, ie on-device only. The Producer 
does not have access to any data. In another scenario, the sample is assessed remotely in the 
Provider’s cloud. 

As controllership is currently understood,28 the Producer scenario is outside the scope of 
the GDPR, rendering the consumer-user impotent to exercise any data subject rights against 
the Producer. In contrast, the consumer-user can most certainly exercise his rights against the 
Provider in the Provider scenario: the remote processing elevates the Provider to the role of 
controller. 

One may argue that the difference is appropriate because local-only processing by the user 
themself implies that the user remains fully in control of their data; in contrast, processing 
remotely, ie via a Provider, necessitates a loss of control. 

However, as the example of the semen analysis device used in a household setting but with 
remote analysis at the Provider shows, the household exemption does not mean that all 
processing somehow connected to purely personal or household activities falls outside the 
scope of the GDPR.  Indeed, Recital 18 GDPR explains that the GDPR still ‘applies to 
controllers or processors which provide the means for processing personal data for such 
personal or household activities’. Unfortunately, what scenarios the phrase ‘provide the means 
for’ is supposed to all capture is surprisingly unclear. At the face of it, though, it can be argued 
that a Producer does provide the means for the processing by virtue of providing the device.  

While the EDPB guidelines on connected vehicles reference Recital 18 GDPR, they remain 
unhelpfully vague. As so often with EDPB guidelines, they merely rephrase the law without 
offering substantive interpretive guidance: 

 
[While] the GDPR does not apply to the processing of personal data by a 

natural person in the course of a purely personal or household activity, it does 
apply to controllers or processors, which provide the means for 
processing personal data for such personal or household activities (car 
manufacturers, service provider, etc.).29 

 

 
27 See eg YO Sperm Test https://yospermtest.com/, accessed 28 July 2022, which assesses sperm motility; 

Kanakasabapathy, MK et al. “An automated smartphone-based diagnostic assay for point-of-care semen 
analysis.” Science translational medicine vol. 9,382 (2017): eaai7863, 
https://doi.org/10.1126/scitranslmed.aai7863, accessed 28 July 2022. 

28 See eg Independent German Federal and State Data Protection Supervisory Authorities 
(Datenschutzkommission), ‘Report on Experience Gained in the Implementation of the GDPR’ (November 
2019) 16. 

29 European Data Protection Board, ‘Guidelines 1/2020 on processing personal data in the context of 
connected vehicles and mobility related applications’ (version 1.0 adopted on 28 January 2020), para 73. 
Emphasis added. 
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The examples of processing activities provided by the guidelines are of local, on-device 
processing only, such as the unlocking of a car using locally stored biometric data (eg a 
fingerprint). In its guidelines, the EDPB automatically classifies such local processing, ‘ie, 
without the transfer of personal data to a data controller or a data processor’, as falling under 
the household exemption. 30  At first glance, this makes sense. Because the fingerprint is 
processed on-device only, the car manufacturer should not be ‘accountable’ for the processing. 
After all, it is the car owner processing the fingerprint of their family members and other 
‘biometrically authorised’ drivers. 

However, the EDPB fails to ask in which scenarios a controller may actually ‘provide the 
means for processing personal data for such personal or household activities’ despite the 
processing being on-device and by a natural person for personal or household purposes. As 
such, the examples given by the EDPB fail to add anything of substance to the understanding 
of the household exemption except that it is supposed to be triggered by local processing by a 
natural personal for personal and household purposes. As will be detailed below in section 3.3, 
this understanding is too narrow.  

What is clear from the wording of Article 2(2)(c) GDPR is that only processing of a 
personal or household nature by a natural person is outside the scope of the law. The processing 
of a natural person’s personal data by an enterprise is of course within the scope of the GDPR. 
Indeed, this is one of the main areas where the GDPR applies: think of an online game provider 
and its legion of children and adults playing as a hobby.31 These gamers provide their personal 
data, such as account name and playing statistics, to the game provider, so they can play. The 
gamers enjoy the full protection of the GDPR and can exercise their rights against the online 
game provider. 

Because of the wording of the household exemption, only purely local processing by a 
natural person without any external transfer of, or access to, the personal data processed could 
in any way fall under the household exemption.32 An example is a gamer playing on an old-
school Sega Mega Drive game console lacking any form of network capability. While the 
gamer will ‘provide’ account data and playing statistics to the console, the console producer is 
typically seen as out of scope of any data protection obligations because processing occurs on-
device only. Without ‘access’ to the data, the console producer is automatically deemed to not 
be a controller. 

The only difference between the two gaming scenarios is where the data is processed—
locally or remotely. In order to understand whether the difference is a meaningful one against 
the backdrop of Recital 18 GDPR, the next sections will investigate the possible scenarios 
Recital 18 GDPR might theoretically capture and clarify which of these it is intended to capture.  

To reiterate, each scenario has as its premise that the user of the device is a natural person 
and that they are using it for personal and household purposes only.   

 
30 European Data Protection Board, ‘Guidelines 1/2020 on processing personal data in the context of 

connected vehicles and mobility related applications’ (version 1.0 adopted on 28 January 2020), paras 70-71. 
31 Though as shall be seen under section 3.2.2, even such a straightforward scenario as the private use of a 

social network is not without debate as the relevant data protection relationships. 
32 Though see also Chen J, Edwards L, Urquhart K, McAuley D, ‘Who is responsible for data processing in 

smart homes? Reconsidering joint controllership and the household exemption’, International Data Privacy 
Law, Volume 10, Issue 4, November 2020, Pages 279–293, https://doi.org/10.1093/idpl/ipaa011. 
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As we have seen, broadly speaking, there are two categories of possible scenarios: i) remote 
processing by an enterprise (section 3.2) and ii) local processing by the consumer-user without 
any transfer of personal data to the enterprise (section 3.3). 

 
3.2. The household exemption: remote processing by an enterprise 

 
In a standard processing scenario where a consumer-user uses the remote services of an 
enterprise for personal or household purposes, the possible data protection roles the enterprise 
may theoretically be classified with are i) the enterprise as a sole controller (section 3.2.1), ii) 
the enterprise as a joint controller with the consumer-user (section 3.2.3), or iii) the enterprise 
as a processor towards the consumer-user, who in turn would be a (fictitious) controller towards 
the enterprise (section 3.2.2). Each role has different implications for the rights and obligations 
of the parties. 

In order to help visualise this scenario, imagine a sleep monitoring device that is used for 
personal sleep tracking. It tracks your various sleep phases and sleep quality. It plots your sleep 
quality against your self-reported emotional state, the foods you ate, the amount of daylight 
you were exposed to during the day, and the amount of physical activity you enjoyed, all in 
order to recommend behavioural changes and make predictions about the future quality of your 
sleep. The data is processed remotely at the device producer and the results are then sent back 
to the device itself or to your phone or computer. 

 
3.2.1. The enterprise as sole controller 
 
Where the enterprise takes the role of sole controller, the GDPR’s standard protection regime 
applies. This means that the consumer-user in their role as data subject can exercise their rights 
of information (Articles 13 and 14 GDPR), access (Article 15 GDPR) and rectification 
(Article 16 GDPR), the relevant rights surrounding automated individual decision-making 
(Article 22), and others. The data subject also has explicit legal remedies against the controller 
under Chapter VIII GDPR, such as the right to lodge a complaint (Article 77 GDPR) or seek 
compensation (Article 82 GDPR). Finally, the data subject is also indirectly protected by virtue 
of the controller’s obligations listed in Chapter IV GDPR, including that of data protection by 
design and by default (Article 25 GDPR), and also through the GDPR’s general processing 
principles of data minimisation, purpose limitation, etc., as provided for under Article 5 GDPR. 
The protections apply because, under the clear wording of Article 2(2)(c) GDPR (‘by a natural 
person’), it is only the data subject’s own processing activity that falls outside the scope of the 
GDPR. 

 
3.2.2. The enterprise as processor 

 
In the scenario where the enterprise takes the role of processor, however, the situation is not as 
clear. For one, a data subject’s rights are only valid against the controller. For another, not all 

Electronic copy available at: https://ssrn.com/abstract=3643751



12 

 

GDPR obligations apply equally to controllers and processors. Data protection by design and 
by default, Article 25 GDPR, for example, mentions as the obliged party only controllers.33 

Further, and more significantly, the scenario of an enterprise taking the role of processor 
would in effect lead to a ‘controllerless’ processing situation: 

Looking at our example of the sleep monitoring device, you as the user will collect your 
own personal data. You will send it off to the Provider and the Provider will send you the 
results. In other words, the Provider will process the data on behalf of you, the data subject. 
You are the data subject because the data that is processed relates to you as an identifiable 
natural person (Article 4(1) GDPR). 

This ‘processing on behalf’ is the core of the Article 4(8) GDPR definition of a processor: 
‘a natural or legal person, public authority, agency or other body which processes personal data 
on behalf of the controller.’ The only still-required element in our scenario is that the consumer-
user of the sleep tracking device is not only a data subject but also the controller of the 
processing. 

Article 4(7) GDPR defines the controller as ‘the natural or legal person, public authority, 
agency or other body which, alone or jointly with others, determines the purposes and means 
of the processing of personal data’ (emphasis added).  

‘Determines’, according to the EDPB, is control or influence over the processing ‘by virtue 
of an exercise of decision-making power’.34  

The EDPB’s predecessor, the Article 29 Working Party, opined that control may result 
either from i) explicit legal competence (typically through a legal obligation to process, such 
as mandated by law), ii) implicit (legal) competence (namely being naturally attached to the 
functional role of the entity processing the data, such as an employer towards the employee), 
or iii) simply boots-on-the-ground factual influence.35  

The EDPB follows in principle the same approach as the Article 29 Working Party, though 
it simplifies the categories into two: i) control stemming from EU and national legal provisions 
because of a task or duty imposed on the entity in question, and ii) control stemming from 
factual influence.36 The Article 29 Working Party’s ‘implicit (legal) competence’ is now part 
of the ‘factual influence’ category.37 

The purpose of investigating where control rests is to appropriately allocate responsibility 
for the processing to where decisions about the processing are taken.38 This responsibility is 
also reflected in how other languages name the controller. Examples are ‘Verantwortlicher’ in 

 
33 Though certain obligations apply indirectly through the obligations imposed by the controller on the 

processor through Article 28(1) and (3) GDPR. See also European Data Protection Board, ‘Guidelines 4/2019 
on Article 25 Data Protection by Design and by Default’ (adopted 13 November 2019), paras 38 and 85. 

34 European Data Protection Board, ‘Guidelines 07/2020 on the concepts of controller and processor in the 
GDPR’ (version 2.0. adopted on 7 July 2021), para 20. 

35 Article 29 Data Protection Working Party, ‘Opinion 1/2010 on the concepts of “controller” and 
“processor”’ (16 February 2010) 8 et seqq. 

36 European Data Protection Board, ‘Guidelines 07/2020 on the concepts of controller and processor in the 
GDPR’ (version 2.0. adopted on 7 July 2021), paras 22 et seqq. 

37 Compare European Data Protection Board, ‘Guidelines 07/2020 on the concepts of controller and 
processor in the GDPR’ (version 2.0. adopted on 7 July 2021), para 27 and Article 29 Data Protection Working 
Party, ‘Opinion 1/2010 on the concepts of “controller” and “processor”’ (16 February 2010) 10 et seq. 

38 European Data Protection Board, ‘Guidelines 07/2020 on the concepts of controller and processor in the 
GDPR’ (version 2.0. adopted on 7 July 2021), paras 10, 12, 14. 
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German, ‘responsable du traitement’ in French, ‘responsabile del trattamento’ in Italian, 
‘responsable del tratamiento’ in Spanish, and ‘personuppgiftsansvarig’ in Swedish—each 
term reflects that the entity is ‘responsible’ for the processing. 

Considering the sleep tracking device, and indeed most ‘modern’ services one might use 
for personal or household purposes, only factual influence and its sub-category of implicit 
(legal) competence are plausible determiners to allocate responsibility for the processing.  

For ‘implicit (legal) competence’, to the contrary, it appears a stretch to argue that the 
consumer-user of a service has any ‘implicit (legal) competence’ with which they can (solely) 
determine the purposes of the processing and that, consequently, the service simply follows the 
consumer-user’s instructions. Rather, the enterprise presents the consumer-user with terms of 
service that need to be accepted. Of course, the consumer-user can ‘choose’ whether to accept 
the terms and become a customer.39 But the consumer-user cannot shape the service beyond 
the scope and features that the enterprise offers. The consumer-user’s ‘choice’ is restricted to 
a take-it-or-leave-it approach. European consumer rights legislation, notably the Unfair 
Contract Terms Directive (93/13/EEC) 40 , does not prohibit forcing standard terms and 
conditions upon the consumer. The consumer merely has to be made aware of the provisions 
and the provisions cannot be unfair. While privacy policies can be assessed under the Unfair 
Contract Terms Directive, this is independent of whether the GDPR applies or not. Moreover, 
the typical Producer will not have any privacy policy because they see themselves as outside 
the scope of the GDPR—the consumer-user, is, in their eyes, not a data subject. 

Consequently, ‘implicit (legal) competence’ not only tends to rest with the enterprise and 
not with the consumer-user, it must in fact be regarded as a type of ‘factual influence’ that 
solely belongs to the enterprise because of the enterprise’s inherent power to affect the 
processing and unilaterally dictate and change its terms of service. It follows from this 
overwhelming influence that the enterprise should be deemed to be responsible for the 
processing and not the consumer-user—and consequently that the enterprise cannot be a mere 
processor towards the consumer-user. 

Even if we were to extend the sleep tracking service to include a social sleep platform on 
which consumer-users can directly share, edit, tag, and delete personal data, the functionality 
itself is limited to what is made possible by the enterprise, which can add or remove such 

 
39 It must be noted that ‘choice’ in data protection law is mainly reflected in ‘consent’ as a legal basis for 

processing. Other legal bases do not grant the optionality of processing the same way consent does. Consent 
must be freely given (Article 4(11) GDPR) and can be revoked by the data subject at any time 
(Article 7(3) GDPR). In contrast to consent, the legal basis of contract (Article 6(1)(b) GDPR), and indeed all 
other legal bases, require that the processing is objectively ‘necessary’ for the respective legal basis. For 
example, contract as a legal basis can only be relied upon where the processing itself is necessary for the core 
nature of the processing activity that underlies the contractual service. By way of illustration, the provision of a 
social network does not objectively require personalised advertising. Consequently, the social network cannot 
‘make’ personalised advertising ‘necessary’ by including in its terms and conditions the ‘service’ of 
personalised advertising towards the data subject. A data protection consent cannot be equated to a contractual 
agreement – ‘consenting’ to terms and conditions is different legal beast to consenting to a specific processing. 
See for an in-depth discussion Buchner/Kühling, ‘Art. 7 Bedingungen für die Einwilligung’ in Jürgen Kühling, 
Benedikt Buchner (eds), Datenschutz-Grundverordnung/BDSG – Kommentar (C.H.Beck 2018, 2nd ed) para 49 
et seqq. 

40 Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts (OJ L 095 
21.4.1993, p. 29), as most recently amended.  
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features as it wishes. At the end of the day, any functionality users can make use of does not 
give enough control to the consumer-user to elevate them to the role of sole controller. 
Features—the enterprise giveth and the enterprise taketh. 

Moreover, the enterprise as processor scenario would give us a paradoxical ‘controllerless’ 
situation—paradoxical because a processor needs, by definition, a controller on whose behalf 
it processes personal data.  

Despite the paradox, this concept is being vigorously discussed,41 perhaps most notably 
before the Austrian courts in ongoing litigation between Meta (Facebook) and Max Schrems, 
the privacy lawyer who at the Court of Justice of the European Union (CJEU) toppled the initial 
EU-US Safe Harbor agreement on international data transfers between the EU and the US, as 
well as its successor agreement, Privacy Shield.42  

Concretely, Mr. Schrems argues he is both a data subject and a (fictitious) controller when 
it comes to the personal data uploaded to Facebook in the course of his use of Facebook. 

At first glance, the Facebook-user relationship does clearly parallel the example of a 
standardised cloud service provider being used by a company that similarly has no real 
bargaining power to affect the terms of the contract and little to no ability to customise the 
service.43 The EDPB states that such a company shall “be considered a controller, given its 
decision to make use of this particular cloud service provider in order to process personal data 
for its purposes.”44 It follows that if a ‘corporate’ user of a cloud service provider is to be 
considered a controller, why should a ‘natural person’ user of a cloud service provider not be 
considered a controller, albeit one that enjoys the household exemption? The extent to which 
both determine the means and purposes are effectively the same. 

Nevertheless, the first instance court (Landesgericht für Zivilrechtssachen Wien) and the 
second instance court in Vienna (Oberlandesgericht Wien) both dismissed the idea that the 
typical Facebook user will be a controller, the latter substantiating its decision in part by 
referring briefly to the CJEU’s statement in Wirtschaftsakademie that simply using a social 
network will not make the user a joint controller with the social network.45  

In the appeal to second instance, which is still at the Austrian Supreme Court (Oberster 
Gerichtshof) pending the outcome of a preliminary referral to the CJEU, the court in its partial 
judgment also declares moot the question of whether Mr. Schrems is a controller because the 

 
41 See eg Edwards L, Finck M, Veale M, Zingales N, ‘Data subjects as data controllers: a Fashion(able) 

concept?’, Internet Policy Review 2019; Chen J, Edwards L, Urquhart K, McAuley D, ‘Who is responsible for 
data processing in smart homes? Reconsidering joint controllership and the household exemption’, International 
Data Privacy Law, Volume 10, Issue 4, November 2020, Pages 279–293, https://doi.org/10.1093/idpl/ipaa011. 
It is also a claim put forward by WhatsApp / Meta in regard to messages stored on a user’s device in an ongoing 
complaint filed with the Irish Data Protection Commission (Dahi A, personal communication). 

42 See Landesgericht für Zivilrechtssachen Wien, Urteil vom 30.06.2020 - 3 Cg 52/14k-91; 
Oberlandesgericht Wien, Urteil vom 07.12.2020 - 11 R 153/20f, 11 R 154/20b; Oberster Gerichtshof Österreich, 
Beschluss vom 23.06.2021 - 6 Ob 56/21k; Oberster Gerichtshof Österreich, Vorlagebeschluss vom 23.06.2021 - 
6 Ob 56/21k. 

43 See European Data Protection Board, ‘Guidelines 07/2020 on the concepts of controller and processor in 
the GDPR’ (version 2.0. adopted on 7 July 2021), para 30. 

44 However, see Informacijski pooblaščenec, 0612-23/2019/19, available at GDPRhub, 
https://gdprhub.eu/index.php?title=IP_(Slovenia)_-_0612-23/2019/19 (accessed 3 August 2022). Discussed 
below, the Slovenian authority deemed a cloud service provider a joint controller with its customer. 

45 See Oberlandesgericht Wien, 11 R 153/20f, 154/20b, 22 et seq, referring to Wirtschaftsakademie 
Schleswig-Holstein, C‑210/16, EU:C:2018:388, paras 35, 36, 41. 
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household exemption applies to the processing in question. The household exemption applies 
because Mr. Schrems did not post to an unlimited group of recipients but to a closed circle, 
with his profile being set to ‘private’.46 However, in a surprising turnaround, in the very next 
paragraphs, the Court, as it explains, “merely for the sake of completeness”, dives into an 
examination of the data protection roles of the parties after all.47 

The court first confirms that Mr. Schrems is a data subject because his data is being 
processed, a claim that Mr. Schrems does not dispute. It then investigates Mr. Schrems’s two 
claims that i) in addition to being a data subject he is also a (fictitious) controller because he 
determines the purposes for any data about himself he uploads and ii) that, regarding data he 
uploads that also concerns another person, only he is the controller, with Facebook being a 
processor. The court notes that this idea has so far not been much discussed in academia and 
the courts but cites an Austrian commentary48 that considers that the definition of ‘controller’ 
does permit a natural person to be a controller in respect of their own data, even in a household 
exemption situation, towards a Provider, such as a hosting provider. Even so, as no interests of 
other parties are affected when only the natural person’s own data is processed, the natural 
person can rely on the household exemption and be free of any obligations they would 
otherwise have as a controller.49 

However, the court then cites the CJEU decisions in Wirtschaftsakademie50 and Fashion 
ID51 to clarify that a user can only be a joint controller with Facebook in scenarios where the 
user enables Facebook to collect a significant amount of personal data of other data subjects, 
especially data subjects who are not Facebook users themselves—in effect where there is a 
‘community of purpose’ (Zweckgemeinschaft) between the user and Facebook. Otherwise, 
every Facebook user would be a controller—something that is ‘obviously not in line with the 
intention of the GDPR’.52 

We agree with the court. While conceptually possible on an abstract level that a controller 
and the data subject may be the same person, such as when a sole proprietor (which is a natural 
person and not a legal person) processes personal data about themself, the entire conceptual 
structure of the GDPR with the allocation of rights and obligations breaks down when the two 
actors are one and the same. 

In contrast to the private law concept of contracting with oneself, such as found in 
Section 181 of the German Civil Code, which prohibits an agent from ‘enter[ing] into a legal 
transaction in the name of the principal with himself in his own name or as an agent of a third 
party,’53 in data protection there is and can be no agent/principal relationship for a data subject 
who is simultaneously a controller. This is because a data subject would not only be factually 
identical with the controller, but also legally. Consequently, the data subject and the controller 

 
46 See Oberster Gerichtshof, 6 Ob 56/21k, paras 113 et seqq., in particular para 126. 
47 See Oberster Gerichtshof, 6 Ob 56/21k, paras 113 et seqq., in particular para 128. 
48 Feiler/Forgó, EU-DSGVO (2016), Art 4 para 13. 
49 See Oberster Gerichtshof, 6 Ob 56/21k, paras 129 et seqq. 
50 Wirtschaftsakademie Schleswig-Holstein, C‑210/16, EU:C:2018:388. 
51 Fashion ID GmbH & Co. KG, C-40/17, EU:C:2019:629. 
52 See Oberster Gerichtshof, 6 Ob 56/21k, paras 127 et seqq., in particular paras 135-138. 
53 Civil Code in the version promulgated on 2 January 2002 (Federal Law Gazette [Bundesgesetzblatt] I 

page 42, 2909; 2003 I page 738), last amended by Article 4 para.а5 of the Act of 1 October 2013 (Federal Law 
Gazette I page 3719). 
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would be logically unable to enter into a data protection relationship with each other. Moreover, 
none of the (erga omnes) rights granted a data subject against a controller need to be exercised, 
let alone enforced, where the controller and the data subject are one and the same—indeed, by 
definition and reason, erga omnes rights such as a data subject’s rights cannot be exercised 
against the rightsholder itself. 

That being said, at least with services where the user can shape to a certain extent the 
processing within the boundaries of what the Provider offers, the user undeniably exercises a 
certain degree of control. Controllership is not an all-or-nothing issue. Article 4(7) GDPR 
permits a joint determination of the means and purposes of the processing, which leads us to 
investigate the theoretical possibility of joint controllership between the enterprise and the data 
subject.  

 
3.2.3. The enterprise and the data subject as joint controllers  

 
According to Article 26 GDPR, ‘[w]here two or more controllers jointly determine the 
purposes and means of processing, they shall be joint controllers’. On an abstract level, the user 
of a service and the enterprise may indeed, in certain situations, be regarded as joint controllers, 
as each can determine, albeit to a different extent, the means and especially the purposes of the 
processing. It does not matter that the user is in a weaker position because the level of influence 
between the two need not be equal. Both the EDPB and the CJEU have acknowledged that 
joint determination ‘may take different forms’ and that it does not need to be equally shared.54 
Advocate General Bobek of the CJEU even commented in his Opinion on Fashion ID that the 
broad understanding put forward by the CJEU in the cases Wirtschaftsakademie and Jehovan 
todistajat makes it  

 
difficult to see how normal users of an online (based) application, be it a 

social network or any other collaborative platform...would not also become 
joint controllers. A user will typically set up his account, providing parameters 
to the administrator as to how his account is to be structured, what information 
he wishes to receive, on what subjects and from whom. He will also invite his 
friends, colleagues and others to share information in the form of (often quite 
sensitive) personal data, via the application, thus not only providing data 
concerning those persons, but also inviting those persons to become involved 
themselves, in this way clearly contributing to the obtaining and processing of 
personal data of those persons.55 

 
This is not hyperbole. Even though in Wirtschaftsakademie the Court did comment that 

‘the mere fact of making use of a social network such as Facebook does not make a Facebook 
user a controller jointly responsible for the processing of personal data by that network,’56 a 
couple of paragraphs later, the Court gives a caveat by indicating that a user (specifically and 

 
54 European Data Protection Board, ‘Guidelines 07/2020 on the concepts of controller and processor in the 

GDPR’ (version 2.0. adopted on 7 July 2021), paras 31, 63 et seqq. See also Wirtschaftsakademie Schleswig-
Holstein, C-210/16, EU:C:2018:388, para 39. 

55 Opinion of Advocate General Bobek, Fashion ID, C-40/17, ECLI:EU:C:2018:1039, para 73. 
56 Wirtschaftsakademie Schleswig-Holstein, C‑210/16, EU:C:2018:388, para 35. 
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albeit a user who is a Facebook fan page administrator, which would break the household 
exemption because a Facebook fan page will by default not be for personal or household 
purposes) will be a (joint) controller where they take part in determining the purposes of the 
processing by defining parameters of the processing.57 Advocate General Bobek’s concern 
about expanding joint controllership to ‘normal users’ is justified.  

Applying the reasoning of Wirtschaftsakademie and Jehovan todistajat to our sleep 
tracking device case, the data subject may very well be elevated to a controller insofar as they 
determine to a certain extent the processing operation—or, as the Court put it in 
Wirtschaftsakademie, ‘ha[ve] an influence on the processing.’58 

This understanding is in line with the EDPB’s ‘converging decisions’ interpretation of 
CJEU case law: joint controllership is appropriate where decisions ‘complement each other 
and are necessary for the processing to take place in such manner that they have a 
tangible impact on the determination of the purposes and means of the processing’, which 
is to say where the processing by each party is ‘inseparable, i.e. inextricably linked’.59 

Consequently, by deciding when to use the device and by tailoring the processing to their 
needs, the user would be deemed to have an influence on the processing—at the very least 
whether it should take place or not. Using the EDPB’s terminology, it would appear that the 
processing is ‘inseparable’ and should give rise to joint controllership,60 regardless of whether 
only the user’s data is processed or that of other individuals, too.  

Such an approach would also be consistent with the Slovenian authority’s decision in 0612-
23/2019/19 on joint controllership between cloud service providers and their clients. The 
Slovenian authority held that a cloud service provider that receives information from its clients, 
transforms the information to query various data sources, and provides the answers to the 
clients for further processing, is not a processor towards but a joint controller with its clients.61 
The authority reasoned that because certain elements remained de facto outside the control of 
the client, such as the transformation and query rules used by the cloud service provider, and 
the concrete security measures adopted by the cloud service provider, it could not be said that 
the client fully determined the purposes and means of the processing. Moreover, the privacy 
and data protection risks resulting from the processing undertaken by the cloud service provider 
necessitated joint controllership in order to protect the rights of the affected data subjects and 
to appropriately distribute the GDPR’s obligations. Admittedly, the authority does not in any 

 
57 Wirtschaftsakademie Schleswig-Holstein, C‑210/16, EU:C:2018:388, para 39. 
58 Wirtschaftsakademie Schleswig-Holstein, C‑210/16, EU:C:2018:388, para 36. See also Google Spain and 

Google, C-131/12, EU:C:2014:317, para 40. 
59 European Data Protection Board, ‘Guidelines 07/2020 on the concepts of controller and processor in the 

GDPR’ (version 2.0. adopted on 7 July 2021), para 54 et seqq. Emphasis in the original. 
60 See for the same line of reasoning Chen J, Edwards L, Urquhart K, McAuley D, ‘Who is responsible for 

data processing in smart homes? Reconsidering joint controllership and the household exemption’, International 
Data Privacy Law, Volume 10, Issue 4, November 2020, Pages 279–293, https://doi.org/10.1093/idpl/ipaa011, 
in particular Sections 2.2 and 2.3: ‘From a technical point of view, there is little substantial difference between 
operating a smart home device that enables data collection and embedding a ‘Like’ button on a website that 
triggers data transmission’. 

61 Informacijski pooblaščenec, 0612-23/2019/19, available at GDPRhub, 
https://gdprhub.eu/index.php?title=IP_(Slovenia)_-_0612-23/2019/19 (accessed 3 August 2022). 
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way imply that a data subject can become a joint controller—but if the idea of the data subject 
as a controller is entertained, there is no reason to not apply the case’s reasoning. 

Nevertheless, we agree with Advocate General Bobek, who highlights the problem of the 
Court’s reasoning by following it to the extreme to include all parties that make a processing 
possible, including the Internet service provider.62 Intuitively, he says, we reject broadening 
the scope to such an extent.63 

Similarly, assigning joint controllership between a user of a service and the provider, 
simply because the service grants the user a certain degree of leeway in shaping the experience 
of the service, is wrong. Elevating the data subject to the role of (joint) controller hollows out 
the GDPR’s differentiation between roles: 

For one, joint controllership requires an agreement between the parties about the allocation 
of their obligations under the GDPR (Article 26(1) GDPR). Again, quoting Advocate General 
Bobek in his Opinion in Fashion ID: 

 
First, [the proposition of concluding contracts] is completely unrealistic, 

taking into account the dense web of formal, standard contracts that would 
have to be signed by any kind of party, including, most likely, a number of 
normal users. (…) Second, the application of valid legislation, and the 
allocation of responsibility it provides for would be made conditional upon 
private agreements, to which third parties seeking to enforce their rights might 
not have access.64 

 
For another, even if one were to argue that the data subject as controller would not be 

required to enter into any such contracts because of the household exemption, this would still 
require some sort of fictitious agreement between the data subject and the enterprise because 
the enterprise would still be subject to the obligation. This problem exists notwithstanding that 
the Court in Wirtschaftsakademie appears to argue that responsibility may be distributed 
unequally between the parties: 

 
[T]he existence of joint responsibility does not necessarily imply equal 

responsibility of the various operators involved in the processing of personal 
data. On the contrary, those operators may be involved at different stages of 
that processing of personal data and to different degrees, so that the level of 
responsibility of each of them must be assessed with regard to all the relevant 
circumstances of the particular case.65 

 
In conclusion, most ‘modern’ services give the user some degree of control over the 

processing. Such ‘control,’ which should rather be seen as a feature of the service and not as 
‘real’ control, is in our view insufficient to disrupt the assignment of roles between data 
subjects, controllers, and processors, and assign to the data subject responsibility for the 
processing—in particular when this responsibility would include requiring entering into 
(fictitious) joint controllership and data processing agreements. 

 
62 Opinion of Advocate General Bobek, Fashion ID, C-40/17, ECLI:EU:C:2018:1039, para 74. 
63 Opinion of Advocate General Bobek, Fashion ID, C-40/17, ECLI:EU:C:2018:1039, para 75. 
64 Opinion of Advocate General Bobek, Fashion ID, C-40/17, ECLI:EU:C:2018:1039, para 86. 
65 Wirtschaftsakademie Schleswig-Holstein, C‑210/16, EU:C:2018:388, para 43. 
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Rather, as will be shown in the next section, on-device processing by AI implicates a level 
of control that can shift responsibility to the device manufacturer by raising them to the role of 
controller. 

 
3.2.4. Interim conclusion 

 
For remote processing within the household exemption, the enterprise is the sole controller 
towards its consumer-users. Simply for the sake of completeness, we do not believe that the 
assessment would change where the consumer-user submits for processing personal data 
relating to other individuals. The entirety of the data processed would still be the consumer-
user’s personal data. From a holistic viewpoint, a selfie photo of the consumer-user with their 
partner is still the personal data of the consumer-user. 

Having clarified that remote processing will always elevate the enterprise to the role of 
controller, is there any way where the enterprise could also be a controller where processing is 
on-device only, ie the core premise of this article? 

 
3.3. The household exemption: local processing by a data subject 

 
3.3.1. The Producer as controller—a possible interpretation 

 
As already mentioned, it is a widespread assumption that the GDPR does not extend to 
Producers.66 This understanding rests to a very large extent on Recital 78 GDPR, which reads: 

 
When developing, designing, selecting and using applications, services 

and products that are based on the processing of personal data or process 
personal data to fulfil their task, producers of the products, services and 
applications should be encouraged to take into account the right to data 
protection when developing and designing such products, services and 
applications and, with due regard to the state of the art, to make sure that 
controllers and processors are able to fulfil their data protection obligations. 

 
The only apparent reason to distinguish between Providers as a controller and Producers as 

not-a-controller is that the typical Producer is (was historically?) so far removed from having 
any real influence on the processing of personal data that they cannot be a controller. However, 
this reasoning ignores that the definition of ‘controller’ does not require that a controller 
processes personal data itself. An entity only needs to determine the means and purposes of 
any processing in order to assume the role of ‘controller’.67 

 
66 See eg, Independent German Federal and State Data Protection Supervisory Authorities 

(Datenschutzkommission), ‘Report on Experience Gained in the Implementation of the GDPR’ (November 
2019) 16. Emphasis added. 

67 At least with regard to joint controllership, the CJEU has held that not each controller needs to have 
access to the personal data concerned: Wirtschaftsakademie Schleswig-Holstein, C‑210/16, EU:C:2018:388, 
para 38; see also European Data Protection Board, ‘Guidelines 07/2020 on the concepts of controller and 
processor in the GDPR’ (version 2.0. adopted on 7 July 2021), para 56. Even the Article 30 GDPR record of 
processor activities uses the phrasing of ‘processing activities under [the controller’s] responsibility’, 
underlining that a controller need not process itself. 
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Such a literal interpretation permits the inclusion of Producers within the definition—if the 
Producer’s downstream influence is so great that they still decide the ‘means and purposes’ of 
the processing. Processing must occur somewhere, but this processing will occur on device by 
the consumer-user. Importantly, the definition is broad enough to trigger controllership even if 
the consumer-user as the data subject falls under the household exemption and where data is 
processed locally-only, unlike erroneously stated by the EDPB guidelines on connected 
vehicles.68 

 
Interpretation consistent with CJEU case law. This understanding is supported by how 

the CJEU reasoned in Jehovan todistajat that a factual level of influence is sufficient to trigger 
(joint) controllership, and that it is not necessary for each of the controllers to have access to 
the personal data being processed.69 

The case concerns the Jehovah’s Witnesses Community and its members, who conduct 
door-to-door preaching. The preaching is organised, coordinated, and encouraged by the 
Community, but the Community does not require its members to collect any personal data as 
part of their preaching activities. Nevertheless, many members independently take informal, 
personal notes of their preaching and determine the means of doing so. The Community does 
not have any knowledge of the nature of the notes nor of the identity of the preachers who 
collected the data, and no access to the notes. 

The Court held that the Community is a joint controller with its members, noting that 
nothing in the law ‘supports a finding that the determination of the purpose and means of 
processing must be carried out by the use of written guidelines or instructions from the 
controller.’70 Specifically, the Court found that the Community participates in its members 
processing (not vice versa) simply by organising, coordinating, and encouraging their 
preaching (so not even processing!) activities.71 

Consequently, factually determining the purpose and means without actually conducting 
the processing appears sufficient to trigger controllership. While the Court saw the members 
and the Community as joint controllers, the reasoning can nevertheless be applied to our 
scenario of assigning sole controllership to a Producer. The members and the device user both 
process personal data, except that in our case the user would fall under the household 
exemption. In Jehovan todistajat, the processing by the members was deemed to not fall under 
the household exemption because the processing was not of a personal nature.72 And just as the 
Community can determine the means and purposes of the processing simply by organising, 
coordinating, and encouraging preaching, without processing any personal data itself, so can 
our Producer principally determine the means and purposes through a particular design of the 

 
68 European Data Protection Board, ‘Guidelines 1/2020 on processing personal data in the context of 

connected vehicles and mobility related applications’ (version 1.0 adopted on 28 January 2020), paras 70-71, 
and above, section 3.1. 

69 Jehovan todistajat, C-25/17, EU:C:2018:551, albeit with regard to the GDPR’s predecessor, the Directive 
95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals 
with regard to the processing of personal data and on the free movement of such data. The definition of 
‘controller’ did not change between the two laws. 

70 Jehovan todistajat, C-25/17, EU:C:2018:551, para 67. 
71 Jehovan todistajat, C-25/17, EU:C:2018:551, para 73. 
72 Jehovan todistajat, C-25/17, EU:C:2018:551, para 51. 

Electronic copy available at: https://ssrn.com/abstract=3643751



21 

 

device, provided the effect of the design is so extensive that it can be equated to organising, 
coordinating and perhaps even encouraging the processing being done by the user of the device. 

Moreover, in OT v Vyriausioji tarnybinės etikos komisija, the CJEU has shown that it is 
very willing to interpret provisions widely if necessary to ensure ‘the protection of the 
fundamental rights and freedoms of natural persons that [the provisions are] intended to ensure 
are not’ compromised.73 While the judgment was specifically about interpreting the definition 
of ‘special categories of personal data’, not about the concept of controllership, the Court 
argued that a ‘wide interpretation […] is confirmed by the objective of […] the GDPR[…], 
which is to ensure a high level of protection of the fundamental rights and freedoms of natural 
persons.74  There is no reason why this principle should not also apply to the concept of 
controllership. 

 
Interpretation consistent with systematic and teleological approach. Moreover, this 

understanding is not contradicted by a systematic approach and is supported by a teleological 
interpretation—the teleological approach being ‘the characteristic element in the [CJEU’s] 
interpretative method.’ 75  The teleological method looks to the purpose behind the norm, 
whereas the systematic method looks to how the norm itself fits within the overall structure of 
the law—and even the act itself within the overall legal system. Indeed, in OT v Vyriausioji 
tarnybinės etikos komisija the Court confirmed that, 

 
[a]ccording to settled case-law, for the purpose of interpreting a provision 

of EU law it is necessary to consider not only its wording but also its context 
and the objectives of the legislation of which it forms part (judgment of 
21 December 2021, Bank Melli Iran, C‑124/20, EU:C:2021:1035, 
paragraph 43 and the case-law cited).76 

 
Consequently, the definition of ‘controller’ needs to fit with the other provisions of the 

GDPR that use the term. The GDPR assigns different rights and obligations to the different 
data protection actors; these rights and obligations are sometimes limited by qualifying 
elements.  

For example, the rights to information (Articles 13 and 14 GDPR) assume that personal 
data will be ‘obtained,’ and the right to access (Article 15 GDPR) obliges the controller to 
‘provide’ a copy of the personal data being processing. Coming from a literal interpretation, 
the rights to information do not necessarily mean that the controller needs to directly obtain the 
data—simply that they are obtained by any party that processes them. On the other hand, the 
controller must ‘provide’ a copy of the personal data under the right to access. The term 
‘providing’ would seem to indicate a more active role by the controller and in particular that 
the controller has access to the personal data. However, a looser reading of the term would be 
satisfied where the controller somehow enables the data subject to have access to their personal 

 
73 OT v Vyriausioji tarnybinės etikos komisija, C-184/20, EU: C:2022:601, para 127. 
74 OT v Vyriausioji tarnybinės etikos komisija, C-184/20, EU: C:2022:601, para 125. 
75 Fennelly N, ‘Legal Interpretation at the European Court of Justice’ 20(3) Fordham International Law 

Journal [1996] 656, 664. 
76 OT v Vyriausioji tarnybinės etikos komisija, C-184/20, EU: C:2022:601, para 121. 

Electronic copy available at: https://ssrn.com/abstract=3643751



22 

 

data, be it via a third party or via a product—which is the approach the CJEU adopted in 
Wirtschaftsakademie with regard to joint controllership.77 

Systematically, it is difficult to come to a firm conclusion. However, when supplemented 
with the teleological approach, it becomes clear that pure device manufacturers can be caught 
by the scope of the GPDR. As confirmed by the CJEU, the purpose of differentiating between 
the different data protection actors is to clearly assign data protection rights and responsibilities 
for any processing activities undertaken in order ‘to ensure, through a broad definition of the 
concept of ‘controller’, effective and complete protection of the persons concerned’.78 Indeed, 
in the EU, the right to data protection is a fundamental right recognised in Article 8 of the EU 
Charter of Fundamental Rights (the Charter).79 Article 8 of the Charter comprises obligations 
imposed on controllers as well as rights granted to data subjects. The fundamental right to the 
protection of personal data is also one of the GDPR’s objective outlined in Article 1(2) GDPR.  
The more complex the web of actors involved in a processing activity, the more important it 
becomes to be able to pin responsibility on a specific actor and prevent the pointing of fingers, 
passing of blame, and failure of rights being upheld. Without a clear allocation of 
responsibilities, the effective protection of the fundamental right under Article 8 of the Charter 
cannot be guaranteed.   

Within the trifecta of controller, processor, and data subject, the GDPR recognizes the 
controller as the entity with the utmost responsibility (see also Article 24 GDPR). The 
controller can fully outsource its processing to a processor, but it still remains ultimately 
responsible for the processing—independently of the provisions within the GDPR that 
explicitly state this, such as Article 82(2) GDPR,80 but already from a teleological perspective. 
A controller could easily escape its obligations by outsourcing the processing to another entity 
were this not the case.  

The processor is also responsible, but only within those specific obligations the GDPR 
assigns to it,81 and in a relatively standard civil law relationship as the controller’s contractor.  

Finally, the data subject, too, is of course responsible—but only in regard to exercising 
common sense as ‘an average consumer who is reasonably well informed and reasonably 
observant and circumspect.’82 The data subject must be able to assume that market actors are 
generally compliant—our market economy and legal system is to a large extent trust based.83 
From a practical perspective, a data subject will not be able to conduct any thorough due 
diligence on the actors it engages with. This trust extends from buying an apple at a 
supermarket and trusting that it is fit to consume, to providing personal data to a hospital for 

 
77 Wirtschaftsakademie Schleswig-Holstein, C‑210/16, EU:C:2018:388, para 38. 
78 Google Spain and Google, C-131/12, EU:C:2014:317, para 34; repeated by Wirtschaftsakademie 

Schleswig-Holstein, C‑210/16, EU:C:2018:388, para 28; repeated by Jehovan todistajat, C-25/17, 
EU:C:2018:551, para 66. 

79 Charter of Fundamental Rights of the European Union, OJ C 326, 26.10.2012, 391–407. 
80 Article 82(2) GDPR: ‘Any controller involved in processing shall be liable for the damage caused by 

processing which infringes this Regulation. A processor shall be liable for the damage caused by processing 
only where it has not complied with obligations of this Regulation specifically directed to processors or where it 
has acted outside or contrary to lawful instructions of the controller.’ 

81 See Article 82(2) GDPR. 
82 Gut Springenheide and Tusky, C-210/96, EU:C:1998:369, para 31. 
83 See eg, Castaldo S, Trust in Market Relationships (Edward Elgar Publishing, 2017). 
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the purpose of being treated and trusting that the data will be handled in accordance with data 
protection and other laws and that it will not be sold for profit or carelessly disclosed to nosy 
neighbours. Such an assumption is also reflected in various obligations of data protection law 
that controllers are subject to, for example data protection by design and by default in 
Article 25 GDPR, but also in general sales law. By way of example, Section 434 of the German 
Civil Code declares that a ‘thing is freesr from material defects if it is suitable for the customary 
use and its quality is usual in things of the same kind and the buyer may expect this quality in 
view of the type of the thing.’ 

On a more abstract level, the GDPR follows two goals, as noted in Article 1(1) GDPR: ‘the 
protection of natural persons with regard to the processing of personal data’ on the one hand 
and facilitating ‘the free movement of personal data’ within the European Union on the other. 
Clearly determining responsibility and closing any gaps in the law supports the goal of 
protecting natural persons from harm, as examined below in section 4. Moreover, by building 
a data subject’s trust in a functioning data protection regime, closing any gaps in the law also 
encourages the free movement of personal data within the Union. Without knowing anything 
about data protection in Ireland, a German resident will not be concerned that the controller 
responsible for their personal data is established in Ireland and will be happy to engage with 
the controller.84 

Finally, the Recitals, too, support the teleological approach of expanding controllership to 
Producers in certain cases. Recital 4 GDPR reminds that the ‘processing of personal data shall 
be designed to serve mankind’, indicating how important the design stage is. Recital 7 GDPR 
declares that ‘natural persons should have control of their own personal data’, while Recital 15 
GDPR states that ‘to prevent creating a serious risk of circumvention, the protection of natural 
persons should be technologically neutral and should not depend on the techniques used’—in 
direct opposition, excluding Producers from the GDPR permits them to circumvent their 
obligations by choosing a local-only technique of processing. 

 
Interpretation consistent with the Belgian Supervisory Authority’s decision in IAB 

Europe.85 It appears that the Belgian Supervisory Authority is the first authority to implement 
in its decision against the Interactive Advertising Bureau Europe (IAB Europe) and its 
Transparency & Consent Framework (TCF) the proposed shift of acknowledging what we call 
‘control through technological determination’.86 

To give some background: the TCF is the legal and technical backbone for much of the 
Real-Time Bidding (RTB) systems used to deliver personalised advertising on websites 
sourced from a number of advertisers. In contrast to traditional advertising in print media or on 
TV, online advertising is highly dynamic and personalised, with every ‘eyeball’ potentially 
seeing a different ad based on the outcome of the RTB.  

 
84 At least in theory. See to the difficulty of litigating data protection in Ireland: Vinocur N, ‘One country 

blocks the world on data privacy’ Politico (25 April 2019) www.politico.eu/interactive/ireland-blocks-the-
world-on-data-privacy/, accessed 15 May 2021. 

85 NB: This subsection was added after the article’s first draft. 
86 Gegevensbeschermingsautoriteit, Litigation Chamber, IAB Europe, Case number DOS-2019-01377, 

Decision on the merits 21/2022 of 2 February 2022, Unofficial translation from Dutch, available at: 
https://www.gegevensbeschermingsautoriteit.be/publications/beslissing-ten-gronde-nr.-21-2022-english.pdf.  
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Real-time bidding refers to the use of an instantaneous automated online 

auction for the sale and purchase of online advertising space. Specifically, it 
means that when an individual accesses a website or application that contains 
an advertising space, behind the scenes through an automated online auction 
system and algorithms, technology companies representing thousands of 
advertisers can instantly (in real time) bid for that advertising space to display 
targeted advertising specifically tailored to that individual's profile. 

Real-time bidding works behind the scenes on most commercial websites 
and mobile apps. Thousands of companies are involved that receive 
information about the person visiting the website. In this way, billions of 
advertisements are auctioned every day.87 

 
IAB Europe is a federation representing the digital advertisement and 

marketing industry on the European level. It comprises corporate members as 
well as national associations, with their own corporate members.88 

 
[T]he TCF is cross-industry best practice standard that facilitates the 

digital advertising industry’s compliance with certain EU privacy and data 
protection rules and seeks to bring improved transparency and control to 
individuals over their personal data. Specifically, it is a ‘framework’ within 
which businesses operate independently.89 

 
Through the TCF, IAB Europe 
 

imposes binding rules on participating organisations. According to the 
Inspection Service, these binding rules relate in particular to the processing of 
personal data in the context of the collection and processing of consent, as 
well as the preferences of online users, regarding processing purposes and 
authorised adtech vendors.90 

 
Specifically, the TCF is based on three core components:91 

i. A user interface to collect user consent (typically, a ‘cookie banner’). 
ii. A list of all partners approved by IAB Europe. 
iii. A standardised mechanism to handle partners, consents, objections, and preferences. 

 
In sum, the TCF is a technical and legal framework put in place by IAB Europe but within 

which it neither processes any personal data nor within which can it even grant itself access to 
any of the personal data processed by its (paying) members.92  

 
87 IAB Europe, para 22 et seq. 
88 IAB Europe, para 36. 
89 IAB Europe, para 39. 
90 IAB Europe, para 44. 
91 See IAB Europe, para 313, for more details. 
92 See IAB Europe, para 328. 
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Indeed, the TCF, as simply a ‘set of [legally binding] policy documents and technical 
specifications’, does not constitute the processing of personal data,93 and any processing by 
IAB Europe members occurs merely ‘in the context of the TCF’.94 

Nevertheless, despite the TCF only being a technical legal framework, despite IAB Europe 
only developing the TCF, and despite IAB Europe not having any access to the personal data 
processed in its context, the Litigation Chamber of the Belgian Supervisory Authority noted, 
inter alia referring to the CJEU’s Google Spain decision, that the facts were sufficient to 
conclude that IAB Europe played a ‘decisive role’ in and had ‘influence’ on processing that 
could ‘substantially affect the fundamental rights to privacy and to the protection of personal 
data’—and as such to become a controller.95  

In other words, the Belgian authority held that merely by ‘designing’ the TCF, a simple set 
of binding technical specifications and policy documents, IAB Europe sufficiently decided the 
purposes and means of the processing to be qualified as a controller.96 

If IAB Europe can become a controller by virtue of setting up a technical and legal 
framework for processing by other entities, then there is no reason why a Producer should not 
be able to become a controller, either. The technical design of a Producer’s devices and the 
accompanying terms and conditions in effect mirror a ‘technical and legal framework’ through 
which the Producer can play a ‘decisive role’ in and have ‘influence’ on any occurring 
downstream processing. Moreover, as will be shown in section 4, the processing ‘may 
substantially affect the [user’s] fundamental rights to privacy and to the protection of personal 
data’. 

 
Interim conclusion. A careful reading of the GDPR by no means precludes ‘Producers’ from 
being subject to the GDPR. The difficult question that arises is how to draw the line between 
devices that reflect the Producer’s significant and sufficient influence on the purposes and 
means of the downstream processing, and those devices that do not. 

 
3.3.2. The enterprise as Producer—drawing the line 

 
The core proposal of this article is that a Producer should be subject to the GDPR if it uses a 
smart-enough device that processes personal data. Until the first AI is recognized as having 
legal capacity, it is clear that AI itself cannot be a controller (though the question of AI enjoying 
legal personality is beyond the scope of this article).97 Its creator, however, the Producer, can 
in such cases be claimed to determine the purposes and means of the processing—and crucially 
at a stage that does not lead to employing infinite regress. 

This reasoning can best be demonstrated when comparing local processing by a traditional 
dumb device, such as a sleep tracker that merely records your heart rate, breathing, and brain 

 
93 See IAB Europe, para 332, 341. 
94 See IAB Europe, para 333. 
95 IAB Europe, para 329 et seq. 
96 See IAB Europe, para 322 et seqq. 
97 See van den Hoven van Genderen R., ‘Do We Need New Legal Personhood in the Age of Robots and 

AI?’ in Corrales M., Fenwick M., Forgó N. (eds) Robotics, AI and the Future of Law. Perspectives in Law, 
Business and Innovation (Springer, Singapore, 2018), https://doi.org/10.1007/978-981-13-2874-9_2. 
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waves, with processing by our AI-powered sleep tracker (which, for the purposes of this sub-
section, processes data locally only). The smart sleep tracker does more than record—it 
analyses, assesses, learns, and infers. 

A dumb sleep tracking device does not have any level of autonomy. It processes personal 
data in a fully predictable input-output fashion subject to the user’s instructions. A smart sleep 
tracker, on the other hand, processes personal data without instructions in the typical sense of 
the word. It provides output independently of the user’s instructions. A clear example is that of 
a self-driving car. While the destination will be given to the car, just as to the taxi dispatch, the 
actual driving, adhering to traffic laws, and the route will be decided upon by the car. It may 
also suggest, based on advertising it receives on the way and the passengers’ preferences, to 
stop at certain venues. 

Moreover, the nature of AI is such that inferences may be unexpected and even 
unexplainable by the AI’s developers—an important differentiation to dumb devices, where 
the output can always be predicted and explained (if not by the end-user at least by experts). 
The axiom of ‘code is law’ no longer holds when ‘code’ cannot be predicted. 

One poetic example of such unpredictable ‘behaviour’ by an AI took place in the historic 
match between AlphaGo, a Go-playing AI developed by the London-based and Google owned 
firm DeepMind, and South Korea’s Lee Sedol, one of the world’s best Go players. For the first 
time, an AI beat the world’s best human at a game that is much more complex than chess and 
where computer domination was deemed to still be years away. In game 2 of the match, ‘the 
Google machine made a move that no human ever would. And it was beautiful… the move so 
perfectly demonstrated the enormously powerful and rather mysterious talents of modern 
artificial intelligence.’98 

The level of autonomy exhibited by a sufficiently developed AI means that by embedding 
the AI, the Producer effectively decides how and why personal data will be processed 
downstream, and to a large extent independently of the user. While a user may be able to exert 
some influence within the possibilities permitted by the device, this is analogous to how a user 
of an online service can freely choose from the features provided by the Provider (see above 
section 3.2.2).  

As explained above in section 3.2, under the current common understanding of the 
controller/processor framework, the GDPR’s protections do not exist in situations where the 
household exemption applies and processing is local-only. This is because the local-only 
processing of the personal data by a natural person for purely household or personal purposes 
means that there is no controller or processor that falls under the GDPR. Producers are by 
default excluded. Without an entity to exercise their rights against, the data subject will not be 
able to access the personal data processed by the device, they will not be able to correct any 
false information being processed (and which may lead to wrong inferences),99 and they will 
not have any rights surrounding automated individual decision-making, such as the right to 

 
98 Metz C, ‘In Two Moves, AlphaGo and Lee Sedol Redefined the Future’ Wired (16 March 2016) 

https://www.wired.com/2016/03/two-moves-alphago-lee-sedol-redefined-future/, accessed May 15, 2021. 
99 While standard product liability may offer some protection, liability for ‘software’ can often be excluded 

to a large extent. 
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obtain human intervention. They will also not have access to any of the legal recourse 
mechanisms provided for within the framework of the GDPR. 

Moreover, this gap in the law exists only where the device is used by an individual for their 
own personal or household purposes. Where an enterprise uses the device, all rights of the 
GDPR are triggered to the benefit of the natural person using it—the enterprise would step into 
the role of responsible entity. As explained in an example given by the German Data Protection 
Supervisory Authorities in their 2019 ‘Report on Experience Gained in the Implementation of 
the GDPR’: 

 
Locking systems are now available for front doors which do without a 

physical key. Users identify themselves using an app on their smartphone. 
Data are exchanged between the app and the producer (which is located in a 
third country with no adequate level of data protection). 

a) Where an enterprise uses such systems, the enterprise itself is the 
controller and thus responsible for data processing into which it has no insight. 
The producer is not a tangible presence in such contexts. 

b) Where natural persons use these systems in the course of a purely 
personal or household activity, there is no controller within the meaning of the 
GDPR. No-one is responsible under the GDPR, and the duties laid down in 
the Regulation come to nothing. 

Privacy and data protection would benefit greatly if the importer or trader, 
for instance, could be held accountable.100 

 
It is hard to justify why the protections afforded to data subjects should depend on factors 

such as the device being used in an enterprise setting, or whether the data is processed on-
device or remotely. The dangers for the data subject remain the same: being deprived of the 
GDPR’s protections. As such, while we agree German Data Protection Supervisory Authorities 
that it would greatly benefit privacy and data protection if importers or traders could be held 
accountable for data protection failures,101 we submit that the protections afforded by the 
GDPR can and should be extended to include Producers as controllers in certain cases.102 

The main challenge facing the approach of incorporating Producers under the definition of 
controllers is where to draw the line between a smart (enough) device and a dumb (enough) 

 
100 Independent German Federal and State Data Protection Supervisory Authorities 

(Datenschutzkommission), ‘Report on Experience Gained in the Implementation of the GDPR’ (November 
2019) 15. It appears that the report intended to include as a problem the issue of enforcing the GDPR in a third 
country such as China, arguably the country where most IoT devices today are produced. But the call to include 
either importers or traders is analogous to the call to include producers. For example, Section 4 of the German 
Act on Liability for Defective Products deals with the issue by defining a producer as also anyone who imports a 
product into the European Economic Area, and even the supplier of a product in those cases where the producer 
cannot be identified. German Act on Liability for Defective Products in the version promulgated on 12 
December 1989 (Federal Law Gazette [Bundesgesetzblatt] I page 2198), last amended 17 July 2017 (Federal 
Law Gazette I page 2421). 

101 Independent German Federal and State Data Protection Supervisory Authorities 
(Datenschutzkommission), ‘Report on Experience Gained in the Implementation of the GDPR’ (November 
2019) 15. 

102 Nevertheless, and as an aside to the thrust of this article, we agree that introducing further categories of 
entities that are responsible where there is no controller would be a major step towards strengthening data 
protection and privacy—especially where a breach of GDPR obligations could be litigated for damages. This 
would significantly incentivise manufacturers to be compliant compared to patchy regulatory enforcement. 
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device.103 One element that can help in drawing the line is the level of influence the device has 
on the rights and freedoms of the data subject. It is likely that not every AI, in the broad sense 
of the term, will be sufficiently developed to warrant a determination of the means and purposes 
of the processing by the Producer.  

Drawing this line beyond the abstract requirement of sufficiently determining the means 
and purposes of the processing as did the Jehovah’s Witnesses Community by organizing, 
coordinating, and encouraging the preaching of its members, however, is beyond the scope of 
this article, with which we wish to encourage discussion and research on the topic. Moreover, 
drawing such lines is what courts regularly do. 

Ultimately, however, against the backdrop of the IAB Europe decision, which held that a 
mere framework of technical specifications and policy guidelines can be enough to trigger 
controllership of the framework’s ‘Managing Organisation’104, we submit that the bar is low 
enough to even qualify certain Producers of sub-AI smart devices, such as simple smartphone 
apps, as falling under the GDPR’s concept of ‘controllership’.  

Indeed, security and privacy considerations are also at the forefront of on-device processing 
for a growing number of mundane smartphone apps. By way of example, the instant messaging 
app ‘Signal’105 promises end-to-end encryption with messages being stored on-device only 
instead of on the companies’s service once the messages have been delivered. This is unlike 
the cloud-based instant messenger app ‘Telegram’, which instantly syncs messages across 
multiple devices, 106  or the instant messenger app ‘WhatsApp’, which ultimately stores 
messages locally, like Signal, but for a period of 14 days after a message was sent can sync up 
to four devices via the cloud.107 

In an Article 77 GDPR complaint lodged 13 October 2018 with the Spanish data protection 
authority as Concerned Supervisory Authority against WhatsApp Ireland Limited, and received 
16 January 2019 by the Irish Data Protection Commission as the Lead Supervisory Authority, 
WhatsApp claims that the complainant, Jay Libove Alzina, a household user of WhatsApp,108 
is a controller when it comes to the messages stored locally on his device because WhatsApp 
does not have access to the messages.109 Mr. Libove, on the other hand, alleges, inter alia, a 
violation of Article 15(3) GDPR by WhatsApp because, as a result of technical design choices 
by WhatsApp, he is unable to export (ie access) all of his messages from the WhatsApp app on 

 
103 Unless the distinction between dumb and smart devices were to be dropped and all device manufacturers 

were classified as controllers to the extent that their products are directly offered to data subjects. While we 
would appreciate the inclusion of all device producers under the GDPR, at least when it comes to the obligations 
of data protection by design and by default, extending the scope of controllership to producers of any type of 
device against the indications of Recital 78 GDPR and the wording of Article 4(7) GDPR is likely not possible. 
In any case, it would require extensive research into the drafting of the GDPR, during which the topic of 
producers falling under the scope of the GDPR was discussed (source: private communication with a person 
involved in the drafting of the GDPR). This is beyond the scope of this article. 

104 IAB Europe, paras 336, 360 et seq. 
105 Signal and the General Data Protection Regulation (GDPR), https://support.signal.org/hc/en-

us/articles/360007059412-Signal-and-the-General-Data-Protection-Regulation-GDPR-, accessed 26 July 2022. 
106 Telegram FAQ, Q: How is Telegram different from WhatsApp?, https://telegram.org/faq#q-how-is-

telegram-different-from-whatsapp, accessed 26 July 2022. 
107 WhatsApp Security, https://www.whatsapp.com/security, accessed 26 July 2022; WhatsApp – About 

linked devices, https://faq.whatsapp.com/579413796526134/, accessed 19 August 2022. 
108 Albeit a user with three decades of IT/information security and data protection experience. 
109 Communication with Mr. Libove and a review of the documents submitted by both parties. 
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his Android smartphone. Mr. Libove argues that WhatsApp is a controller because WhatsApp 
exerts sufficient control over the processing even without having remote access to the personal 
data in question (the messages). This control manifests itself in a number of design choices by 
WhatsApp: (1) the limited export function that a user cannot overcome; (2) preventing a user 
from exporting the encryption keys used to encrypt the messages locally; (3) that deletion of 
one’s WhatsApp account renders the app and its locally stored messages no longer accessible 
to the account holder—the app automatically shuts down and (presumably) wipes the locally 
stored messages, which in itself is a clear act of processing. 

Moreover, this type of processing, the pre-determined erasure of potentially years and years 
of private communication from a personal device that you supposedly fully control because of 
local-only processing, is a severe breach of the fundamental rights to data protection and 
privacy, as guaranteed by Articles 8 and 7 of the EU Charter of Fundamental Rights. Going 
back to OT v Vyriausioji tarnybinės etikos komisija, we are remined that the Court argued that 
a ‘wide interpretation […] is confirmed by the objective of […] the GDPR […], which is to 
ensure a high level of protection of the fundamental rights and freedoms of natural persons.110 

As such, the next section will take a closer look than has so far been taken at the mischief 
recognising Producers as controllers can prevent. Doing so will not only substantiate why 
expanding the concept of controllership would be beneficial; looking at the intensity of the 
harm a Producer can cause to a consumer-user can help to establish a threshold of which 
Producers to classify as controllers and which not. 

 

4. The harm that bringing Producers into the scope of the GDPR would 
prevent 
 

A justification for excluding Producers from the scope of the GDPR is that there are no risks 
to the consumer-user: as long as the Producer does not have access to the personal data 
processed, the Producer is unable to infringe on the consumer-user’s rights. Admittedly, the 
ability to control who the data is disclosed to is a fundamental control that helps protect against 
privacy infringements. Nevertheless, there are in particular two further elements to consider 
beyond shutting out the Producer from getting their hands on the personal data being 
processing: that of consumer-users being able to exercise their data protection rights, in 
particular the right of access (Article 15(3) GDPR and as enshrined in Article 8(2) of the 
Charter), and that of increasing security for networked devices. 

 
4.1. Exercise of rights by data subjects 

 
The WhatsApp complaint illustrates that Producers can actively restrict data subject rights even 
without having access to the data but simply through a conscious design choice. Years and 
years of the complainant’s messages are left to the whims of WhatsApp design choices—a 
freedom WhatsApp can exercise if the company is deemed to not be subject to the GDPR when 
it comes to messaging history. It should be noted that this ‘freedom’ is not necessarily mirrored 

 
110 OT v Vyriausioji tarnybinės etikos komisija, C-184/20, EU: C:2022:601, para 125. 
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in the complainant’s ‘choice’ to use WhatsApp: network effects mean that for certain 
communication WhatsApp is the only viable messaging service.111 

While a number of rights may be infringed by Producers through design choices, in 
particular rights to information (Article 13 GDPR), to data portability (Article 20 GDPR), to 
rectification (Article 16 GDPR and Article 8(2) of the Charter), to erasure (Article 17 GDPR), 
and perhaps even regarding automated decision making (Article 22 GDPR), one right is 
applicable in almost any conceivable scenario where a device processes personal data, and 
which is moreover explicitly granted in Article 8 of the Charter: the right to access 
(Article 15(3) GDPR). 

By automatically erasing all locally stored messages upon account deletion or preventing 
its users from exporting their entire message history, WhatsApp as a Producer is 
disenfranchising the user by taking away the most fundamental aspect of control over their own 
data, in clear opposition to the GDPR’s goal to ‘strengthen the control’112 a user has over their 
own data. WhatsApp is also increasing vendor lock-in—after all, a user may wish to leave 
WhatsApp but keep their message history. WhatsApp’s conscious design choices prevent a 
user from doing so. 

While it may be argued that the right to access is the wrong right to combat vendor lock-
in—data portability being the appropriate one—the right to access does, by simple virtue of 
giving a user a copy of their data, as in the WhatsApp complaint, facilitate a user’s choice to 
walk away from the service. 

That being said, data portability itself could be invoked in the WhatsApp case. Its 
requirements are merely that the data subject ‘provided’ the personal data concerning them to 
the controller in the first place, that its processing is based on consent or contract, and that the 
processing is carried out by automated means. All four requirements can be met with regard to 
Producers and their devices and are actually met in the WhatsApp case, which we will analyse 
for illustrative purposes.  

The WhatsApp message history is personal data concerning the data subject. The messages 
were also ‘provided’ by the data subject: the EDPB endorsed the Article 29 Working Party’s 
definition of provided meaning to cover all data observed from the activities of the ‘data subject 
by virtue of their use of the service or device’.113 Finally, the data was processed on the basis 
of the service contract with the data subject (Article 6(1)(b) GDPR) by automated means. 

The only problematic issue, and so argues WhatsApp, is that the personal data is locally 
stored and that it was end-to-end encrypted when it passed through WhatsApp servers on route 
from the sender to the recipient. Consequently, WhatsApp could only observe the messages in 
encrypted form but not in cleartext on the user’s device. Differentiating between the ciphertext 

 
111 This contrasts eg with telephone networks, which are interoperable and which let users from different 

providers call each other. Hence, Article 7 of the European Union’s Digital Markets Act (European Parliament 
legislative resolution of 5 July 2022 on the proposal for a regulation of the European Parliament and of the 
Council on contestable and fair markets in the digital sector (Digital Markets Act) (COM(2020)0842 – C9-
0419/2020 – 2020/0374(COD))) will force dominant messaging services such as WhatsApp to be interoperable 
with other messaging services. 

112 Recital 68 GDPR. 
113 Article 29 Data Protection Working Party, ‘Guidelines on the right to data portability’, WP 242 rev.01 

(as last revised and adopted 5 April 2017) 10. 
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and the cleartext is misleading, however. The messages are encrypted and decrypted on-device 
by the algorithm provided by WhatsApp. The user provides the cleartext messages to 
WhatsApp—and this is where the expanded interpretation of controllership argued for in this 
article comes into play. The encryption, routing, delivery, and decryption of the messages are 
processing activities that are influenced by WhatsApp as the Producer-Controller as understood 
by this article. 

 
4.2. Security of networked devices 

 
In addition to enabling data subject rights, bringing Producers into the scope of the GDPR 
would likely increase both data and device security, the former being dependent on the latter. 

Devices are often enough able to connect to the internet. However, any networked device 
is inherently at risk of being hacked and causing a personal data breach, ie any breach of 
security that leads to an accidental or unlawful destruction, loss, alteration or the unauthorised 
disclosure of or access to the personal data processed (Article 4(12) GDPR).  

The obligations of data protection by design (Article 25(1) GDPR) and security of 
processing (Article 32 GDPR) as well as the principle of integrity and confidentiality 
(Article 5(1)(f) GDPR) are supposed to ensure appropriate security and prevent data breaches. 
As Recital 85 GDPR explains, a personal data breach may  

 
result in physical, material or non-material damage to natural persons such as 
loss of control over their personal data or limitation of their rights, 
discrimination, identity theft or fraud, financial loss, unauthorised reversal of 
pseudonymisation, damage to reputation, loss of confidentiality of personal 
data protected by professional secrecy or any other significant economic or 
social disadvantage to the natural person concerned. 

 
It is easy to imagine why hackers could be interested in accessing connected devices, be it 

a blood glucose monitor or a sleep tracker. Access to the former might be held for ransom and 
the latter used to determine when an individual is asleep for burglary purposes. 

While the focus of this article is health devices, the potential for harm exists even with 
simple networked consumer devices, regardless of whether they process personal data or not. 
For example, the 2016 Mirai malware targeted webcams and internet routers to create a botnet 
that shutdown a number of websites through distributed denial of service attacks.114 A number 
of the consumer devices had hard-coded login credentials—obvious failures of data protection 
by design and security obligations. Because the login credentials were hard-coded, they could 
not be changed. Users were left without any control over the device—the only alternative for 
many was to throw away the insecure device. Moreover, there was no viable recourse against 
the Producers, who might have had terms and conditions that excluded any liability. 
Admittedly, a pure hijacking of a device for botnet purposes may not necessarily be a personal 
data breach because such attacks are often automated without any designs or ability to access 

 
114 Mirai (malware), Wikipedia, https://en.wikipedia.org/wiki/Mirai_(malware), accessed 4 August 2022. 
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any personal data.115 Still, the Mirai example illustrates the potential for (data protection-
relevant) harm. 

Being subject to the GDPR would increase the incentives for ensuring adequate security in 
networked devices. Producers could be held accountable and liable (Article 82 GDPR) by the 
affected consumer-users under the GDPR insofar as any security incident would lead to a 
personal data breach. 

 

5. Conclusion 
 
A fundamental shift is occurring in how devices process personal data. Devices are increasingly 
processing personal data locally. However, the migration from the cloud to local processing 
brings along new types of challenges. In particular, and especially with AI involved in the 
processing, the shift highlights the already murky boundaries for assessing data protection 
responsibilities, which only fall on controllers and, to a lesser extent, on processors—but not 
on Producers. This understanding of the controller/processor/data subject framework, with its 
categorical exclusion of Producers, ie manufacturers of devices that process personal data 
locally only, is too narrow against its and the GDPR’s objective of assigning ‘effective and 
complete protection of the persons concerned’.116 

Our analysis of the various data processing scenarios depicted in this article leads to the 
conclusion that the household exemption does not exempt all ‘local’ processing from the 
GDPR’s scope; it only exempts local processing by the data subject. This also leads us to 
conclude that the prevailing distinction between local and remote processing is inadequate to 
distinguish whether processing is covered by the GDPR. The risks for the data subject remain 
the same whether data is processed locally on-device or on the Provider’s servers, namely being 
deprived of the GDPR’s protections. In addition, since end-users are not in the position to 
negotiate the terms of service or the functionality of devices and other services, the standard 
concepts of ‘joint’ and ‘sole’ controllers, as possibly applicable following the CJEU’s overly 
broad interpretation, may have reached their functional limits. 

The ‘fix’, we argue, is to re-examine the understanding of ‘controllership’ and recognise 
that it can be extended to certain Producers, provided they exercise sufficient influence to 
determine the purposes and means of the processing, such as the AI-powered sleep tracker and 
its personalised sleep recommendations, but also to more mundane on-device processing, as 
with the example of WhatsApp extending its long arm into the complainant’s messaging 
history. Such Producers can and should be elevated to the role of ‘controller’—as is already 
being indicated by the Belgian Supervisory Authority’s decision in IAB Europe.  

Making the most out of local-processing will require more than developing helpful smart 
devices. It will also require designing technology that will curb the level of influence the device 
has on the rights and freedoms of the data subject by respecting users’ autonomy, security, and 
privacy. 

 
115 Banasiński C., Rojszczak M., ‘Cybersecurity of consumer products against the background of the EU 

model of cyberspace protection’ Journal of Cybersecurity, 2021, Vol. 7, Issue 1, 1-15(5), 
https://doi.org/10.1093/cybsec/tyab011. 

116 Jehovan todistajat, C-25/17, EU:C:2018:551, para 66. See also Article 1(2) GDPR. 
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