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Abstract: In July 2020, the Court of Justice of the European Union (CJEU) in Data Protection 
Commissioner v Facebook Ireland Limited, Maximillian Schrems (“Schrems II”) invalidated the EU-US 
Privacy Shield adequacy decision but found that Standard Contracting Clauses (SCCs) are a 
valid mechanism to enable GDPR-compliant transfers of personal data from the EU to 
jurisdictions outside the EU/EEA, as long as various unspecified “supplementary measures” 
are in place to compensate for any gaps in data protection arising from the third country law 
or practises. The effect of this decision has been to place regulators, scholars, and data 
protection professionals under greater pressure to identify and explain these “supplementary 
measures” to facilitate cross-border transfers of personal data.  

This article critically examines the current framework for cross-border transfers after 
Schrems II, including the new SCCs adopted by the European Commission, as well as the 
current European Data Protection Board (EDPB) guidance on “supplementary measures.” 
We argue that the so-called “supplementary measures” are not “supplementary” and that the 
CJEU’s characterization of such measures as “supplementary” undermines the original clarity 
of GDPR with regards to the required standards for security of processing as well as the 
available mechanisms for cross-border transfers of personal data.  

We conclude that despite the legal uncertainty introduced by the CJEU several post-
Schrem II developments have been helpful to increase awareness and improve the overall 
safeguards associated with cross-border transfers of personal data. These include the new 
SCCs and an increased understanding of capabilities and limitations of the technical and 
organisational measures, including encryption, pseudonymisation, and multi-party processing. 
Technical solutions such as multiparty homomorphic encryption (HE) that combine these 
three technical measures while still allowing for the possibility to query and analyse encrypted 
data without decrypting it have significant potential to provide effective security measures that 
facilitate cross-borders transfers of personal data in high-risk settings. 
 
Keywords: International transfers, cross-border transfers of personal data, homomorphic 
encryption (HE), multiparty processing, new standard contractual clauses (SCCs), Schrems II, 
supplementary measures, appropriate safeguards 

 
* This is a draft version. The final version was submitted to the International Data Privacy Law journal 
(currently under peer review). 
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1 INTRODUCTION 
 
The European Court of Justice (CJEU) in its decision in Data Protection Commissioner v 
Facebook Ireland Ltd and Maximillian Schrems (Schrems II) 1  significantly affected the 
landscape for cross-border data transfers of personal data. Schrems II struck down the 
EU-US Privacy Shield, the “adequacy decision” that had facilitated data flows between 
Europe and the US under Article 45 of the GDPR. Although the Court upheld the 
validity of standard contractual clauses (SCCs), which had provided an alternative 
means for such cross-border transfers, it established conditions for their continued 
use, and thus introduced a new and additional layer of uncertainty into this important 
area of law, at precisely the moment when cross-border transfers of data between the 
EU and US are on the increase and, arguably, in the context of personal data, have 
never been more important.  
 
The Schrems II decision introduced uncertainty regarding the conditions for the 
continued use of SCCs, and how firms can meet them. The CJEU found that SCCs 
were valid and “appropriate safeguards” for personal data transfers from EU 
controllers to processors outside the European Economic Area (EEA) if 
“supplementary measures” were in place to compensate for the lack of protection in a 
non-EEA country. However, the Court did not identify or define these measures and 
the European Data Protection Board’s (EDPB) subsequent guidance suggests the 
options for companies looking to utilize SCCs are quite limited.2 
 
The privacy and data protection community – including data protection officers 
(DPOs), the EDPB, and Data Protection Supervisory Authorities, and scholars – are 
now under increasing pressure to identify these appropriate safeguards and 
supplementary measures to enable routine cross-border data transfers to continue. 
This pressure has only increased in the context of a global pandemic that often requires 
the large-scale transfer of personal data to manage outbreaks and to research and test 
clinical responses to the virus. 
 
As discussed in a previous article3 some commentators and regulatory agencies have 
interpreted the decision in Schrems II, and the requirement for safeguards, as halting 
the use of SCCs to transfer personal data outside of the EEA.4 In contrast with this 

 
1  Case C-311/18 Data Protection Commissioner v Facebook Ireland Limited and Maximillian Schrems [2020] ECLI: 
EU:C:2020:559. 
2 EDPB, Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the 
EU level of protection of personal data (10 November 2020) [“EDPB Guidelines”]. 
3 Laura Bradford, Mateo Aboy and Kathleen Liddell, ‘Standard Contractual Clauses for Cross-Border Transfers of 
Health Data After Schrems II’ (2021) 8(1) Journal of Law and the Bioscience 1. 
4 For example, the French data protection agency, CNIL, on October 9, 2020 recommended that post-Schrems II 
the hosting and the management of the public “Health Data Hub” should be “reserved for entities exclusively 
under the jurisdiction of the European Union,” because transfer of personal data to such entities would not risk 
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more restrictive approach, we argue that SCC still provide a useful instrument to 
support cross-border data transfers – notwithstanding the CJEU ruling in Schrems II – 
especially in the context of health data in regulated settings such as clinical trials.  
New SCCs were adopted on June 4, 2021, by the European Commission to modernize 
the clauses under the GDPR. The terms of the new SCCs can point to mechanisms 
that, when combined with third-party beneficiary contractual rights are designed to 
ensure “appropriate data protection safeguards”, and that such mechanisms are 
particularly useful in highly regulated contexts such as clinical trials and public health 
research.5 The new SCCs introduced a “modular approach” which includes additional 
possible arrangements of data transfers previously not possible. 6  It is, therefore, 
expected that the new SCCs will enable organisations to account for a variety of 
complex data transfer scenarios,7 which may need the implementation of additional 
safeguards. The new SCCs have also adopted inter alia a risk-based approach so-called 
“Transfer Impact Assessment” (TIA), which is based on the EDPB Recommendations 
01/2020 and the Schrems II ruling. As such, adopting and complying with the new SCCs 
may require considerable effort and transaction costs for companies, in particular any 
organisation handling health-related data.  
 
A previous article discussed the Schrems II decision,8 so in this follow-up article we 
focus on “supplementary measures” and the newly approved European Commission 
SCCs. Section 2 reviews cross-border data transfer tools enshrined in the GDPR using 
the ongoing COVID-19 pandemic to illustrate the complex character and risks of 
cross-border data transfers. Section 3 offers a critical view on the Schrems II decision. 
Section 4 post-Schrems II developments, including the new SCCs and the EDBP’s 
recommendations on measures to support transfer tools. Finally, section 5 argues that 
the so-called “supplementary measures” are not “supplementary” and that the CJEU’s 
characterization of such measures as “supplementary” undermines the original clarity 
of the GDPR with regards to the required standards for security of processing as well 

 
any exposure of personal data to any jurisdiction outside the EU. Following this intervention, the French health 
authority revised its emergency COVID-19 declaration to ban any transfer of personal data outside the EU, 
irrespective of whether an SCC was in place. See Commission Nationale Informatique & Libertés, National Council 
of Free Software vs. Ministry of Solidarities and Health Conseil d’Etat Section du Contentieux Ref. L. 521-2 CJA 
(9 October 2020); Arrêté du 9 octobre 2020 modifiant l’arrêté du 10 juillet 2020 prescrivant les mesures générales 
nécessaires pour faire face à l’épidémie de covid-19 [Announcement of 9th October modifying the declaration of 
10 July 2020 proscribing general measures necessary to address the epidemic of Covid-19] Journal Officiel De La 
République Française [JO] p. 143 (10 October 2020). 
5 Laura Bradford, Mateo Aboy and Kathleen Liddell, ‘Standard Contractual Clauses for Cross-Border Transfers of 
Health Data After Schrems II’ (2021) 8(1) Journal of Law and the Bioscience 1 
6 Processor-to-processor (Module 3) and processor-to-controller (Module 4). 
7 European Commission, ‘European Commission adopts new tools for safe exchange of personal data’ (4 June 
2021) <https://ec.europa.eu/commission/presscorner/detail/en/ip_21_2847> accessed 17 August 2021 
8 Marcelo Corrales Compagnucci, Timo Minssen, Claudia Seitz and Mateo Aboy, ‘Lost on the High Seas 
without a Safe Harbor or a Shield? Navigating Cross-Border Data Transfers in the Pharmaceutical Sector 
After Schrems II Invalidation of the EU-US Privacy Shield’ (2020) 4(3) European Pharmaceutical Law 
Review 153. 
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as the available mechanisms for cross-border transfers of personal data. Section 6 
concludes. 
 
 
2 CROSS-BORDER DATA TRANSFERS & THE GDPR 
 
2.1 The Benefits and Risks of Cross Border Data Transfers  
 
COVID-19 illustrates the transnational character of medical research and health care, 
both in the context of the vaccine and patient care. More generally, exchanges of 
patient and population health-data between regions becomes vital for effective 
treatments and public health interventions. Health issues ranging from genomic 
research to adverse drug reaction testing to epidemiology depend on the collection, 
aggregation, and analysis of multiple patient data points. All medical research, 
especially clinical trials, aspires to international applicability, with results from different 
countries compared to ensure a greater degree of statistical significance.9 Moreover, 
advances in personalised medicine and the use of algorithms in the diagnosis and 
treatment of disease depend on the collection and analysis of substantial amounts of 
data from individuals. Such data sets include information about, for example, risk 
factors, disease, lifestyle, genetics, environment, behaviour, and treatment responses.10 
The developers of new medical technologies or researchers often need to store patient 
data on cloud service providers that use servers located in several different countries.11 
Moreover, the collection and accumulation of health-related data also involves a 
process of continual sharing between different stakeholders, including commercial 
entities and government actors such as public health bodies, educational institutions, 
and research laboratories.  Such global sharing and pooling of research data and results 
often bring significant benefits for the advancement of science, including global public 
health. 
 
However, the cross-border transfer of data, particular sensitive data such as that 
concerning health, also creates several risks. The EU has identified privacy, the 

 
9 See, e.g., Timo Minssen et. al., ‘The EU-US Privacy Shield Regime for Cross-Border Transfers of Personal Data 
under the GDPR: What are the legal challenges and how might these affect cloud- based technologies, big data, 
and AI in the medical sector?’ (2020) 4 (1) European Pharmaceutical Law Review 34 (on how multi-site trials are 
necessary in many clinical trials); M. A. Martinez-Grau & M. Alvim-Gaston, ‘Powered by open innovation: 
Opportunities and challenges in the pharma sector’ (2019) 33 Pharmaceutical Medicine 193 (on Eli Lilly’s biological 
compound library program under which it makes its privileged compounds available to scientific institutions for 
testing and validation); M. Phillips et al., ‘Comment: Genomics: data sharing needs an international code of conduct’ 
(2020) 578 Nature 31  (on large-scale cancer genomics collaboration which combined data from 468 institutions in 
34 countries). 
10 See K. S. Cheung et al., ‘Big Data in astro-intestinal research’ (2019) 25 World Journal of Gastroenterology 2990 
; see also T. Minssen et al., ‘Clinical trial data transparency and GDPR compliance: Implications for data sharing 
and open innovation’ (March 2020) 1 Science & Public Policy.  
11 M. Phillips et al., ‘Comment: Genomics: data sharing needs an international code of conduct’ (2020) 578 Nature 
31 (on the use of cloud computing services in a large-scale cancer genomics study). 
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protection of personal communications, and control over personal data as 
fundamental rights within the framework of the Charter of Fundamental Rights.12 
However, other jurisdictions do not protect privacy or personal data to the same 
extent, and since 1995, the EU has, therefore, limited the cross-border transfer of 
personal data as a way of ensuring that fundamental rights guaranteed by the Charter 
are not undermined due to the transfer of such data to jurisdictions with a lower 
standard of protection.13 As such, the various legal protections established in EU law 
have not been limited to EU citizens but have been applied more widely. Most 
obviously, for example, the GDPR defines “data subjects” as any natural person whose 
data is processed as part of an activity that is regulated by EU law.14  
 
The risks posed by unregulated transfers of data are, therefore, both substantive and 
procedural. Socially important values of autonomy and security, which are protected 
by data protection laws are undermined if personal data is transferred for purposes 
that are illegal or against public policy, or if the overall standard of legal protection for 
the data subjects is diminished.15 In addition, governments and public authorities may 
function less effectively if the data that they process can be accessed and used by 
foreign entities.16 Businesses may also suffer if sensitive customer and competitive data 
is not secured. 17  And, from a procedural perspective, transfers to “less secure” 
jurisdictions may undermine the ability of individuals or governments to enforce 
adequately the relevant protected rights.  

 
 
2.2 GDPR Mechanisms to Mitigate Risks Associated with Cross-Border 
Transfers of Personal Data 
 
To protect against the above-identified risks, Article 44 GDPR prohibits the transfers 
of personal data outside the EEA, except under limited circumstances. 18  This 
limitation ensures that the protection of fundamental rights guaranteed by the GDPR 
is not undermined by the transfer of data to jurisdictions with a lower level of 
protection.19  
 
However, advances in technology have made the cross-border transfer of personal 
data a routine feature of everyday life. Obvious examples resulting in international 

 
12 Charter of Fundamental Rights of the European Union (2000/C 364/01) §§7, 8. 
13 Council Directive 95/46, Art. 25, 1995 O.J. (L 281) 31, 56-57 (EC) [“Directive 95/46”]. 
14 GDPR Art. 1, 2, 4 & Recital 14 (“The protection afforded by this Regulation should apply to natural persons, 
whatever their nationality or place of residence, in relation to the processing of their personal data”). 
15 Christopher Kuner, Transborder Data Flows and Data Privacy (Oxford University Press 2013) 103-04. 
16 ibid. 
17 ibid.  
18 GDPR Art 44. 
19 GDPR Rec. 101.  
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transfers of personal data include social media, cloud email, wellness trackers, and 
online shopping. In professional settings, examples include the use of cloud storage, 
cloud computing, and SAAS (software-as-a-service) solutions such as AWS, Microsoft 
Azure, Google Cloud, IBM Cloud, and Oracle.    Further complicating the situation, 
it is also possible to argue that a “transfer” under the GDPR can occur if the data is 
accessed by different organisations outside the EEA even if the data itself remains 
“on” servers within the area.20 Moreover, Recital 6 of the GDPR, highlights how 
“rapid technological developments and globalisation have brought new challenges for 
the protection of personal data.” That said, Article 44 restrictions on transfer are not 
the only, or even the primary mechanism, through which a high level of protection is 
guaranteed beyond European borders. Article 2 (material scope), 3 (territorial scope) 
and 5 (core principles) GDPR have extensive extraterritorial effect. Most notably, 
through the principle of “accountability,” articulated in Article 5 GDPR, the GDPR 
obliges data controllers (the entities who direct the purpose and means of data 
collection) to ensure adherence to core privacy principles, no matter where the 
geographical location of the processing occurs.5, 21 Controllers may retain “processors” 
to carry out specific tasks or operations in relation to data, but processors can only 
perform such activities according to the documented instructions of the controller and 
must guarantee via contract to observe and maintain the requirements of the GDPR. 
5, 22  
 
The GDPR is designed so that data protection law cannot be undermined by “data 
havens” or outsourced in the same way that territorial environmental, labour or tax 
regulations can. 5, 23 GDPR obligations attach to the entity controlling a particular use 
of personal data and follow that activity, regardless of locale or identity. GDPR Articles 
2 and 3 further elaborate the considerable extra-territorial reach of the GDPR. Articles 
2 and 3 set out the material and territorial scope of the regulation. These provisions 
establish that the GDPR extends to all the activities of EU entities, and the processing 
of EU data subjects wherever such processing occurs. Article 2 defines “processing” 
of personal data in broad terms to encompass automated and routine processing of 

 
20  Information Commissioner’s Office (UK), ‘International Transfers, Guide to the General Data Protection 
Regulation’ <https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/international-transfers/> (“Putting personal data on to a website will often result in a 
restricted transfer. The restricted transfer takes place when someone outside the EEA accesses that personal data 
via the website.”); Lexis Nexis, ‘Practice Note: International Transfers of Data Under the GDPR 5’ accessed 17 
March 2020; but see Criminal Proceedings against Bodil Lindqvist (C-101/01) (European Court of Justice, 
November 6, 2003). Some wonder if Lindqvist’s distinction between a transfer and “mere accessibility” is workable 
given the risks to data subjects from making data accessible, see Colin Mitchell, Johan Ordish, Emma Johnson, 
Tanya Brigden and Alison Hall, ‘The GDPR and genomic data: The impact of the GDPR and DPA 2018 on 
genomic healthcare and research’ (2020) 106 PHG Foundation.   
21 GDPR Art. 5(2); Christopher Kuner, Transborder Data Flows and Data Privacy (Oxford University Press 2013) 72. 
22 GDPR Art. 28(1), (3) & Rec. 81; EDPB, ‘Guidelines 07/2020 on the concepts of controller and processor in the 
GDPR 3-4’ (2 September 2020) 
<https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202007_controllerprocessor_en.pdf> 
23 GDPR Art. 5(2); Christopher Kuner, Transborder Data Flows and Data Privacy (Oxford University Press 2013) 72. 
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data, excluding only processing undertaken for household purposes or for certain 
limited national security or law enforcement situations. 5, 24  Article 3(1) states that 
GDPR rules apply to the processing of personal data “in the context of the activities 
of an establishment of a controller or a processor in the Union, regardless of whether 
the processing takes place in the Union or not.”5,25  
 
As such, any processing of personal data, other than the limited categories of 
exemption mentioned in Article 2, undertaken (i) by an entity with continuous 
activities in the EU and (ii) that is inextricably linked with those activities must fully 
comply with the GDPR. 26 Crucially, this is the case regardless of the location of where 
the processing occurs or whether the relevant personal data relates to EU subjects or 
not.27 Significantly, Article 3(2) extends to the activities of controllers and processors 
not established in the EU if they (a) offer goods and services to EU data subjects or if 
they (b) monitor the behaviour of EU data subjects.28  
 
Given the broad scope of Articles 2, 3, and 5 GDPR, the practical risks of misuse of 
personal data collected by an EU controller do not increase materially for transfers 
outside the borders of the EEA.5 An EU controller, operating anywhere, will face 
severe penalties if it shares the data to an unstable or dubious partner, or fails to employ 
appropriate technical and organisational safeguards.29 Article 25 further requires that 
entities processing data must anticipate any risks and incorporate appropriate measures 
by default and design and Article 32 GDPR requires security of processing to ensure 
that controllers and processors implement appropriate technical and organizational 
measures to ensure a level of security appropriate to the risk.30  
 
The effect of this framework is that the largest technology firms such as Amazon, 
Google or Microsoft must follow the same technical protocols whenever they engage 
in processing activities regulated by the GDPR even though their headquarters are 
domiciled in the US. More generally, types of business – retailers, financial service 
providers, internet service providers – have been obliged to adapt to the GDPR, and 
those that fail to comply risk significant sanctions. 
 
 
 

 
24 GDPR Art. 2. 
25 GDPR Art. 3(1). 
26  EDPB, Guidelines 3/2018 on the territorial scope of the GDPR (Article 3) 6-11 (12 November 2019) 
<https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_3_2018_territorial_scope_after_public_c
onsultation_en_1.pdf> 
27 GDPR Art. 3(1) & Recital 14 (“The protection afforded by this Regulation should apply to natural persons, 
whatever their nationality or place of residence, in relation to the processing of their personal data.”). 
28 GDPR Art. 3(2). 
29 E.g., GDPR Art. 24, 25, 28, 32. 
30 ibid; Recital 78. 
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2.3 Available Options for Cross Border Transfers of Personal Data 
 

Chapter V of the GDPR offers three options for the legal cross-border transfer of 
data:  
 

• Transfers based on an “adequacy decision” by the European Commission 
(EC);31  

• Transfers subject to “appropriate safeguards” by the controller/processor on 
condition that enforceable data subject rights and effective legal remedies for 
data subjects are available;32 and  

• Derogations for specific situations.33  
 

These mechanisms are intended to ensure that an appropriate level of data protection 
is provided for the data subject either on the basis of 1) a decision of the EC that the 
country where the data is being transferred has an adequate regulatory framework; or 
2) if the country is not adequate the data controller handling the data has adopted 
“appropriate safeguards” backed by SCCs, binding corporate rules (BCRs) or codes of 
conducts or certifications. If neither of these options are available, then the only 
alternative to transfer data lawfully is via an explicit derogation under Article 49 
(provided the transfer is not repetitive and concerns limited number of data subjects) 
or to ensure that the data is fully anonymous (a very high standard) so that the rules of 
the GDPR no longer apply.34  
 
The different opportunities for legal transfer provided in Chapter V are designed to 
ensure “the continuity of that high level of protection” where personal data is 
transferred to a third country, irrespective of how or where it is transferred.” 35 
However, the different mechanisms for transfer rely on distinct legal grounds and 
ensure the continuity of protection via different legal mechanisms. Article 45 adequacy 
determinations, for example, allow transfers to jurisdictions where a government has 
received formal acknowledgment under the GDPR that their country has “essentially 
equivalent” legal protections for data subjects under the GDPR. This is known as 
geographically based “adequacy” protection.36  
 
Article 46 safeguards, such as SCCs, in contrast, are an organisation-specific approach 
that relies on the accountability of the data controller.5, 37 An “accountability” approach 

 
31 GDPR Art. 45. 
32 GDPR Art. 46. 
33 GDPR Art. 49. 
34 GDPR recital 26.  
35 Schrems II at 93. 
36 Christopher Kuner, Transborder Data Flows and Data Privacy (Oxford University Press 2013) 64. 
37 ibid 66. 
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of this kind requires that an entity regulated under host country law compensates, 
through some other legal, technical, and organisational means, for deficiencies in that 
third country’s law. In addition to SCCs, several other accountability-based 
mechanisms are listed in Article 46, namely BCRs for transfers within related 
companies, and compliance to pre-approved Codes of Conduct or Certification 
mechanisms.  
 
The precise meaning of the term “accountability” in such use cases is not entirely 
settled. Data controllers may see it as a way of providing them with more control over 
how they structure their compliance responsibilities. 5, 38  On this reading, it is for 
controllers to decide what safeguards are “appropriate” in a specific context to ensure 
the protection of the rights of data subjects. On the other hand, however, regulators 
may view “accountability” as a mechanism for ensuring that the original data controller 
remains responsible for the processing activities after the transfer of data.39 Article 5(2) 
GDPR offers support for this latter view by requiring that the controller is responsible 
for ensuring processing in compliance with the GDPR’s principles. Article 24 sets out 
in detail the scope of the controller’s responsibility in this regard. The controller must 
“consider the nature, scope, context and purposes of processing as well as the risks of 
varying likelihood and severity for the rights and freedoms of natural persons,” and 
“implement appropriate technical and organisational measures” to ensure compliance 
with the GDPR.40 
 
The Article 49 derogations allow for transfers in limited situations where it is in the 
public interest, notwithstanding a lack of adequate protection in the third country. The 
EDPB has made it clear that Article 49 derogations should be interpreted narrowly.41 
And unlike the Article 45 adequacy and Article 46 safeguards, Article 49 derogations 
fail to ensure any protection of the personal data once it has been transferred outside 
the EEA.42 That is, an importer of data could process that data in any way allowed 
under domestic law or export it on to other countries without complying with the 
GDPR’s transfer restrictions.  
 
SCCs are the most used of the Article 46 “appropriate safeguards” and are arguably 
the primary mechanism for commercial cross-border data transfers. SCCs facilitate the 
cross-border transfer of personal data outside of the EU to any entity that agrees to 
the terms of the standard clauses approved by the EC.43 Three sets of clauses have 

 
38 ibid 74. 
39 ibid. 
40 GDPR Art. 24. 
41  Commission Staff Working Document on the implementation of the Commission decisions on standard 
contractual clauses for the transfer of personal data to third countries (2001/497/EC and 2002/16/EC) SEC (2006) 
95 p. 2. 
42 Ibid. 
43 GDPR Art. 46(2)(d). 
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been approved in the past: two concerned transfers between an EU controller and a 
controller in a third country, and one between an EU controller and a non-EU 
processor.44 Each of these clauses required the data importer’s agreement to the data 
protection law of the exporter in processing the data, to name data subjects as third-
party beneficiaries under the contract, and to agree to answer for breaches in a court 
of a member state.  
 
On June 4, 2021, the EC released updated versions of the SCCs which reflected the 
new GDPR data protection requirements (as the previous SCCs had been approved 
under the European Data Protection Directive), as well as the legal analysis in the 
Schrems II decision. The EC adopted two sets of SCCs, one for use between controllers 
and processors in the EU/EEA45 and one for the transfer of personal data to third 
countries. 46  It is expected that these modernized SCCs will enable businesses to 
account for a variety of complex data transfers and at the same time offering a safe 
exchange of personal data, adding uniformity and legal predictability to business 
transactions.47 Similarly to the previous set of SCCs, the new SCCs must be used 
precisely in the approved format unless any amendment is granted prior approval by a 
national data protection authority.  
 
The SCCs were widely used because, prior to Schrems II, they were seen as an effective 
and convenient solution that could be used between individual entities.48 Other such 
options exist in theory, for example, compliance to a pre-approved Code of Conduct 
or Certification mechanism. However, the EC has not yet approved any such Code or 
mechanism, leaving SCCs as the only available option for transfers among non-related 
entities.  
 
 
3 A CRITICAL APPRAISAL OF SCHREMS II 
 
The critical view of Schrems II would be that it failed to clarify how to safely transfer 
data based on “accountability” when there is a conflict between EU and local law, and 
instead, has merely introduced a new instability into the two principal mechanisms 

 
44 Commission Decision 2010/87/EU 2010 O.J. (L39) 5 [“2010 Clauses”]; Commission Decision 2001/497/EC 
2002 OJ (L6) 52 modified by Commission Decision 2004/915/EC 2004 O.J. (L385) 74. 
45 European Commission, Standard Contractual Clauses for controllers and processors in the EU (4 June 2021) < 
https://ec.europa.eu/info/law/law-topic/data-protection/publications/standard-contractual-clauses-controllers-
and-processors> accessed 17 August 2021. 
46  European Commission, Standard Contractual Clauses for international transfers (4 June 2021) 
<https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-
contractual-clauses-scc/standard-contractual-clauses-international-transfers_en> accessed 17 August 2021. 
47 European Commission, European Commission adopts new tools for safe exchange of personal data (4 June 
2021)<https://ec.europa.eu/commission/presscorner/detail/en/ip_21_2847> accessed 17 August 2021. 
48 See Lexis Nexis, GDPR Art 44. at 17 (the SCC model clauses are characterised as a “straight forward tick box 
solution” that is “simple and quick to execute”).   
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used for data transfers to the US.5 The result was, in effect, to reduce the mechanisms 
for transferring personal data from the EU to third countries. The ruling limited the 
meaning of “adequacy” under Article 45, and it seems to define accountability under 
Article 46 so broadly as to include responsibility for ensuring the adequacy of the law 
of third countries.5   
 
Schrems II is the latest instalment of a long-running case concerning objections by an 
Austrian national, Maximilian Schrems, to the transfer of his personal data from 
Facebook Ireland to its US parent Facebook Inc. for processing. Schrems claimed that 
US law requires Facebook Inc. to make any personal data transferred to it available to 
the US authorities, including the National Security Agency (NSA) and the Federal 
Bureau of Investigation (FBI) for national security monitoring.49 Schrems argued that 
these blanket monitoring programs violated Articles 7, 8 and 47 of the EU Charter, 
and made it impossible for Facebook Inc. to comply with both US and EU law. 
Schrems, therefore, asked the Commissioner to prohibit or suspend the transfer of his 
personal data. Moreover, he argued that the SCCs in effect between Facebook Ireland 
and Facebook Inc. did not constrain the US authorities and could not, therefore, be 
used to justify the transfer of the data under Article 46.50 Finally, he sought a ruling 
from the Irish data protection authority that the Article 45 adequacy finding for the 
US, the so-called “EU-US Privacy Shield,” was in error.  
 
The CJEU agreed with Schrems and struck down the EU-US Privacy Shield adequacy 
decision.51 The court ruled that SCCs could be used to transfer data to jurisdictions 
without an adequacy ruling if “essentially equivalent” protections for EU personal data 
could be assured. 52  Unsurprisingly, given the scope of the judgement, Schrems II 
introduced a new and significant degree of uncertainty into this field of law and the 
question of what is now necessary to legally continue cross-border data transfers of 
data. 
 
There are several curious features of Schrems II, and two in particularly are worth 
noting. First, with respect to Article 45 adequacy, the CJEU had many legitimate 
reasons to conclude that the Privacy Shield was inadequate, but national security was 
probably the weakest.  
 

 
49 Schrems II at 55. 
50 Schrems II 151–153. 
51 Schrems II 201. 
52 Schrems II 203(b) (“Article 46(1) and Article 46(2)(c) of Regulation 2016/679 must be interpreted as meaning 
that the appropriate safeguards, enforceable rights and effective legal remedies required by those provisions must 
ensure that data subjects whose personal data are transferred to a third country pursuant to standard data protection 
clauses are afforded a level of protection essentially equivalent to that guaranteed within the European Union by 
that regulation, read in the light of the Charter of Fundamental Rights of the European Union.”).  
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Second, the decision undermined the use of Article 46 “appropriate safeguards” as a 
justification for data transfers. Instead of regarding the issue of organisational 
safeguards as a distinct legal question, the CJEU appears to have collapsed the 
adequacy pathway of Article 45 and the appropriate safeguards test of Article 46 into 
a single question. That effect of this move has been to reduce all the Chapter V 
mechanisms into a single adequacy test that is unworkable in practice. 5  
It seems clear that the Privacy Shield – a general agreement concluded between the 
EC and the US – is problematic under both EU and US law.53 Most obviously, as a 
voluntary program, the Privacy Shield lacked the force of law. The framework allowed 
data transfers to any entity that self-certified compliance to GDPR-like standards. This 
seems to conflict with the essence of an Article 45 adequacy inquiry, which should 
examine whether a third country’s legal framework is sufficiently protective of data 
subject rights.54 In addition, the Privacy Shield failed to meet the Article 46 standard 
for voluntary mechanisms like codes of conduct or certifications, which – in form, at 
least – it resembles. 55  The US Department of Commerce and the Federal Trade 
Commission promised to enforce the Privacy Shield, but the Commission found that 
US agencies often failed to audit participating entities and check whether they were in 
compliance. 56  Many organisations, including Facebook, claimed to comply but 
continued to use personal data for purposes contrary to the principles of the GDPR. 
At the same time, the Privacy Shield as understood by the EC was incompatible with 
US law because, it required federal agencies to conduct protective audits for the sole 
benefit of EU citizens, activities, something which was arguably beyond the scope of 
their lawful powers.57  
 
Instead of focusing on these other grounds, however, Schrems II focused on the 
question of US government access to personal data for national security purposes, and 
whether EU citizens enjoyed an equivalent right of judicial review and redress available 
to them as in EU law.58 Under EU law, access to personal data for national security 
purposes that infringes upon privacy rights must be “necessary and proportionate.”59 

 
53 Laura Bradford, Mateo Aboy, Kathleen Liddell, ‘International transfers of health data between the EU and USA: 
a sector-specific approach for the USA to ensure an ‘adequate’ level of protection’ (2020) 7 (1) Journal of Law and 
the Biosciences 12. 
54 See, e.g., Court of Justice of the European Union Press Release No 165/19, Advocate General’s Opinion in Case 
C-311/18 Data Protection Commissioner v Facebook Ireland Limited, Maximillian Schrems (Luxembourg, 19 
December 2019). 
55 Laura Bradford, Mateo Aboy, Kathleen Liddell, ‘International transfers of health data between the EU and USA: 
a sector-specific approach for the USA to ensure an ‘adequate’ level of protection’ (2020) 7 (1) Journal of Law and 
the Biosciences 14. 
56 Commission Staff Working Document Accompanying the document, Report from the Commission to the 
European Parliament and The Council on the third annual review of the functioning of the EU-US Privacy Shield 
25-27 COM (2019) 495 final (23.10.2019). 
57 Laura Bradford, Mateo Aboy, Kathleen Liddell, ‘International transfers of health data between the EU and USA: 
a sector-specific approach for the USA to ensure an ‘adequate’ level of protection’ (2020) 7 (1) Journal of Law and 
the Biosciences 53. 
58 Schrems II 178-200.  
59 Charter Art. 52(1); GDPR Art. 23. 



Supplementary Measures & Appropriate Safeguards 

 13 

At the same time, however, national security policy remains the sole responsibility of 
the Member States. In effect, each EU Member State is afforded discretion to balance 
national security needs with data privacy rights.60 And yet, although the CJEU ruled in 
Schrems II that third countries, such as the US, were not entitled to the same degree of 
discretion.61 The court then went on to find that the US approach to national security 
monitoring was not “necessary and proportionate.”62  
 
Schrems II threatens the viability of the Article 45 legal adequacy test. Under the GDPR, 
the EC determines whether a country outside the EU offers an adequate level of data 
protection. For the level of protection in a third country to be considered adequate, it 
must offer guarantees to the data subject “essentially equivalent” to those offered in 
the EU.63 The means of protection, however, may differ from that in the EU, so long 
as they are as effective in practice.64 When assessing whether a third country’s law and 
practice are adequate under the GDPR, the EC has also taken into account a number 
of other considerations, including the significance of a trading partner, both 
commercially and in terms of cultural ties to the EU, and strategic objectives in 
continuing data flows and encouraging legal reform.65 In other words, the EC has to 
weigh the benefits of continued data flows, as well as risks, in deciding on adequacy.66 
To date, the EC has recognised 14 countries that do provide adequate protection under 
this test, namely Andorra, Argentina, Canada (for commercial organisations), Faroe 
Islands, Guernsey, Israel, Isle of Man, Japan, Jersey, New Zealand, Republic of Korea, 
Switzerland, the United Kingdom (under the GDPR and the Law Enforcement 
Directive (LED)), and Uruguay.67 
 

 
60 Joshua P. Meltzer, ‘The Court of Justice of the European Union in Schrems II: The Impact of the GDPR on 
data flows and national security, Brookings Report’ (5 August 2020) <https://www.brookings.edu/research/the-
court-of-justice-of-the-european-union-in-schrems-ii-the-impact-of-gdpr-on-data-flows-and-national-security/> 
61 Schrems II 81. 
62 ibid 178-200. 
63 GDPR rec. 104; Case C-362/14, Schrems v. Data Prot. Comm’r, 2015 E.C.R. 650,191 73 (6 October 2015) 
(“while the term ‘adequate' cannot require a third country to ensure a level of protection identical to that guaranteed 
in the EU legal order, ... [it still] must be understood as requiring the third country in fact to ensure, by reason of 
its domestic law or its international commitments, a level of protection of fundamental rights and freedoms that is 
essentially equivalent to that guaranteed within the European Union by virtue of Directive 95/46 read in the light 
of the Charter.”). 
64 Schrems I at 74; Article 29 Data Protection Working Party, Adequacy Referential (updated), WP 254 at 2 (6 
February 2018) <https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=614108> 
65 European Commission Memo/17/15, ‘Digital Single Market – Communication on exchanging and protecting 
personal data in a globalized world’ (10 January 2017) <http://europa.eu/rapid/press-release_MEMO-17-
15_en.htm> 
66 Paul Roth, ‘Adequate level of data protection' in third countries post-Schrems and under the General Data 
Protection Regulation’ (2017) 25 (1) J.L. INF. & SCI. 49 60; Jennifer Stoddart, Benny Chan, Yann Joly, ‘The 
European Union’s adequacy approach to privacy and international data sharing in health research’ (2016) 44 (1) 
Journal of Law and Medical Ethics, 143, 147-49. 
67 With the exception of the United Kingdom, these adequacy decisions do not cover data exchanges in the law 
enforcement sector which are governed by the Law Enforcement Directive (Article 36 of Directive (EU) 2016/680. 
See European Commission, Adequacy Decisions <https://ec.europa.eu/info/law/law-topic/data-
protection/international-dimension-data-protection/adequacy-decisions_en> 
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The CJEU, in contrast to this more nuanced approach, only asked whether the third 
country provides privacy protections consistent with the Charter of Fundamental 
Rights.  In Schrems II, for example, the Court engaged in a detailed review of the 
provisions of US national security law and concluded that these laws were deficient.68 
This approach transforms the character of an “adequacy inquiry” from one of general 
effectiveness, to a fine-grained search for equivalency. An important effect of this 
change is to undermine other existing Article 45 adequacy rulings (potentially transfers, 
even to adequacy countries requiring so-called “supplementary measures”). It seems 
highly unlikely that Israel, for example, or Argentina or Japan would meet Schrems II’s 
new threshold for law enforcement surveillance. 69  The focus in Schrems II on 
compatibility with the EU Charter for Article 45 adequacy seems to exclude different 
approaches to privacy in other countries and restricts the scope for Article 45 adequacy 
findings more generally. 70  Thus, in practice Schrems II collapses the Article 45 
(adequacy) & 46 (appropriate safeguards) into a single transfer option.    
 
Moreover, Schrems II undermined the use of Article 46 “appropriate safeguards” as 
well. In the absence of an adequacy decision, Article 46(1) of the GDPR allows 
appropriate safeguards to be taken by the controller or processor that “compensate 
for the lack of data protection in a third country.”71  
 
One might, for example, interpret the word “compensate” in Recital 108 to mean 
alternative technical means, or via legal remedies available in the host country. 
However, the CJEU constructed it more narrowly to mean capable of ensuring “a level 
of protection essentially equivalent to that which is guaranteed within the EU,” i.e., 
specific legal adequacy as under Article 45. 72  The basis of this obligation is not 
completely clear.  At times, the Court suggested that the EU Charter itself requires this 
standard.73 At other points, the Court cited specific clauses of the SCCs requiring the 
Parties to warrant full compliance with the GDPR as the source of this equivalency 
obligation.74 
 
The CJEU ruled that SCCs remain an option where the controller offers 
“supplementary measures” to rectify legal problems that undermine equivalency.75 
Crucially, the Court failed to provide any meaningful guidance about what kinds of 
measures might be required in this regard. The issue with SCCs (as well as BCRs and 

 
68 Schrems II 180, 184. 
69 Joshua P. Meltzer, ‘The Court of Justice of the European Union in Schrems II: The Impact of the GDPR on 
data flows and national security, Brookings Report’ (5 August 2020) <https://www.brookings.edu/research/the-
court-of-justice-of-the-european-union-in-schrems-ii-the-impact-of-gdpr-on-data-flows-and-national-security/> 
70 ibid. 
71 GDPR recital 108. 
72 Schrems II 96. 
73 Schrems II 99-101. 
74 Schrems II 140-142 (citing 2010 SCCs 4(a), 5(a)&(b)). 
75 Schrems II 103, 134. 
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Certification mechanisms etc.) is that they are contractual mechanisms between 
individual private parties, and they do not bind other governments. If third country 
law or practice is incompatible with the GDPR, then SCCs cannot address that issue. 
Moreover, the Court stated that data controllers, and Data Protection Authorities, 
must suspend transfers to any country if it concludes that “an obligation [allowing 
processing of personal data] prescribed by the law of the third country of destination 
. . . goes beyond what is necessary” and conflicts with the GDPR.”76 As such, Schrems 
II could be read as a prohibition on any transfer, whether under Article 45, 46 or 
another provision of Chapter V, unless the legal rights of EU citizens in third countries 
are equivalent on every point to those available under EU law. The effect of this 
approach is to collapse all of Chapter V into a narrowly constructed legal adequacy 
determination, rather than treat them as a series of different options. But unlike Article 
45 adequacy, which must be determined by the EC and the EDPB after an 
investigation, Article 46 legal adequacy would need to be done ex ante by individual 
controllers.77 This is a complex task as the question of whether the regulations of a 
third country allow processing “beyond what is necessary” when compared to the EU 
is not a simple question. And a mistaken decision would leave controllers and 
processors liable to the full extent of Article 83(5)’s penalties, including fines of up to 
€20 million or 4 percent of worldwide annual turnover.78 Furthermore, all pre-Schrems 
II adequacy decisions are now suspect (i.e., since they could be invalidated on the same 
grounds as the EU-US Privacy Shield adequacy). As such, the so-called 
“supplementary measures” by the CJEU may now be necessary for all cross-border 
transfers of personal data. The Court did, however, retain the possibility of transfers 
in the specific circumstances justified on the basis of an Article 49 derogation, but this 
is only available for non-repetitive transfers of limited data and it is unclear on what 
basis the Court considers that EU fundamental rights are justifiably compromised in 
these circumstances.79 
 
 
 
 
 

 
76 Schrems II 41-42. 
77 Schrems II 134, 142 (“It is therefore, above all, for that controller or processor to verify, on a case-by-case basis 
and, where appropriate, in collaboration with the recipient of the data, whether the law of the third country of 
destination ensures adequate protection, under EU law, of personal data transferred pursuant to standard data 
protection clauses, by providing, where necessary, additional safeguards to those offered by those clauses…It 
follows that a controller established in the EU and the recipient of personal data are required to verify, prior to any 
transfer, whether the level of protection required by EU law is respected in the third country concerned. The 
recipient is, where appropriate, under an obligation, under Clause 5(b), to inform the controller of any inability to 
comply with those clauses, the latter then being, in turn, obliged to suspend the transfer of data and/or to terminate 
the contract.”). 
78 GDPR 83(5). 
79 Schrems II 202. 



Supplementary Measures & Appropriate Safeguards 

 16 

4 POST-SCHREMS II DEVELOPMENTS 
 
Given how narrowly the Court defined adequacy, arguably no transfers to jurisdictions 
with active national security data collection, such as the US, could ever occur, raising 
concerns over many other countries with whom data transfers are currently permitted.  
 
4.1 National Regulatory Responses 
 
Some EU regulators reached exactly this conclusion. For example, on October 10, 
2020, the French Ministry for Health and Solidarity made an emergency change to its 
COVID-19 law and prohibited the sharing of any French public health data beyond 
the European Union. The change was in response to an action brought by the French 
National Commission for Informatics and Freedoms (CNIL), the French data 
protection authority, requesting that data from the French national public health 
registry no longer be entrusted to servers run by the Microsoft Corp., or any of its 
subsidiaries, because these companies were subject to US national security laws.80 
CNIL dismissed the use of Article 46 SCCs and supplementary measures as a 
corrective because such measures could never prevent direct access by US 
intelligence.81  
 
The Conseil d’Etat, the highest French administrative court, agreed that after Schrems 
II, no personal data transfer to the US would be possible under either Article 45 or 
46.82 However, the Court was willing to permit Microsoft’s Irish subsidiary to continue 
hosting and processing data in the EU on one condition. The Court required Microsoft 
to insert contract clauses to the effect that they would only follow the law of the EU, 
and not the US, in granting access to public authorities to any data.  
 
Other Data Protection Authorities (DPA) have not gone quite so far, but have, 
nevertheless, greatly narrowed the range for permissible transfers. The DPA for the 
German State of Baden-Württemberg is, so far, the only member state DPA to provide 
official guidance on transfers in the wake of Schrems II. 83  The guidance requires 
controllers first to determine whether a cross-border transfer is necessary, or whether 
another solution, such as processing the data within the EU, is available. 84  The 
guidance allows the use of Article 46 mechanisms, such as SCCs and BCRs, alongside 
“supplementary measures” to protect the data if transfer to the third country cannot 

 
80 Commission Nationale Informatique & Libertés, National Council of Free Software vs. Ministry of Solidarities 
and Health Conseil d’Etat Section du Contentieux Ref. L. 521-2 CJA (9 October 2020) 
81 ibid 5. 
82 Arrêté du 9 octobre, supra note 4. 
83 Omer Malik & Maria Khan, ‘Understanding Baden Wurttemberg’s updated guidance on international  
 data transfers’, (IAPP.org, 24 September 2020) <https://iapp.org/news/a/post-schrems-ii-understanding-baden-
wurttembergs-updated-guidance-on-international-data-transfers/> 
84 ibid. 
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be avoided, and the controller determines that the legal protections in the third country 
are sufficiently adequate.  
 
Post-Schrems II, it is difficult to see how any data controller could reasonably conclude 
that legal protections in the US are adequate (especially in the US importer is subject 
to FISA 702). The European Data Protection Supervisor, the regulator responsible for 
ensuring the compliance of EU agencies with the GDPR, “strongly encourage[d]” its 
agencies to avoid any processing activities that involve transfers of personal data to 
the US.85 
 
 
4.2 The EDPB Guidelines  
 
On November 10, 2020, the EDPB issued Guidelines on measures that supplement 
transfer tools to ensure compliance with the EU level of protection of personal data 
(EDPB Guidelines). These guidelines gave effect to the CJEU’s decision of adequacy, 
appropriate safeguards and “supplementary measures” but provided a more pragmatic 
risk-based approach to help guide organizations through the challenges associated with 
cross-border transfers. The EDPB Guidelines require those who rely on Article 46 
appropriate safeguards to guarantee an equivalent level of protection in the third 
country, if necessary through the use of “supplementary measures.”86 The EDPB also 
does not distinguish whether this equivalency is required to protect fundamental rights 
under the CFR, or merely to ensure that importers do not breach their obligations 
under the wording of the existing SCCs.87 The Guidelines state that “in principle, 
supplementary measures may have a contractual, technical or organisational nature” 
but that generally “only technical measures” such as secure encryption will be effective 
to impede access by foreign authorities.88 This Guidance is less restrictive than the 
French approach but would still seem to preclude sharing data with any entity requiring 
unencrypted access to the raw data even if for the purpose of health research or drug 
discovery.89 

The EDPB Guidelines propose a six-step-approach that is designed to assist 
in implementing the requirements as established by the CJEU in Schrems II.90  
 

 
85 European Data Protection Supervisor, Strategy for Union institutions, offices, bodies and agencies to comply 
with the Schrems II Ruling, (29 October 2020) <https://edps.europa.eu/sites/edp/files/publication/2020-10-
29_edps_strategy_schremsii_en_0.pdf> 
86 EDPB, Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the 
EU level of protection of personal data (10 November 2020) [“EDPB Guidelines”] 28-29. 
87 ibid 29-30, 34. 
88 ibid 45, 48. 
89 ibid Annex 2 Use Cases 6 and 7. 
90 Marcelo Corrales Compagnucci , Mateo Aboy and Timo Minssen, ‘Cross-Border Transfers of Personal Data 
After Schrems II: Supplementary Measures and New Standard Contractual Clauses (SCCs)’ (2021) 4(2) Nordic 
Journal of European Law 41. 
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§ Step 1 – Know Your Data Transfers. The EDPB recommends that data exporters 
make themselves fully aware of all aspects of data transfers of personal data 
outside the EU. While logging all data transfers can be complicated, especially 
in a world of cloud computing federations, this is necessary to establish an 
equivalent level of protection for data subjects. Data exporters are, therefore, 
expected to record all processing activities, keep data subjects informed and 
comply with the principle of minimisation. All such requirements also apply to 
onward transfer situations.91 

§ Step 2 – Identify the Transfers Tools. Data handlers are expected to clearly identify 
all transfer tools, as laid out the GDPR, Chapter V. This includes adequacy 
decisions; 92   transfers tools containing “appropriate safeguards” of a 
contractual nature in the absence of adequacy decisions (for example, SCCs, 
BCRs, codes of conducts, certification mechanisms and ad hoc contractual 
clauses); 93  and, derogations. 94  It worth noting that derogations have an 
exceptional character and are subject to strict conditions. If a data transfer does 
not fall under either a) an “adequacy decision” or c) “derogations”, then data 
handlers must proceed to Step 3.95 

§ Step 3 – Examine if Article 46 is Effective Considering All Circumstances. Utilising a 
transfer tool under Article 46 may not be sufficient if the transfer tool is not 
“effective” in practice. “Effective,” in this context means that the level of 
protection is equivalent to that afforded inside the EEA. 96  To make this 
determination, data exporters should carry out a transfer impact assessment 
(TIA) to assess – in collaboration with the importer – if the law and practice 
of the third country where the data is being transferred impact on the 
effectiveness of the appropriate safeguards of the Article 46 in the context of 
the specific transfer. The legal context refers to several issues and will depend 
on the specific circumstances, in particular: the actors involved,97 the purpose 

 
91 EDPB Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the 
EU level of protection of personal data (hereinafter ‘EDPB Recommendations 01/2020’) (adopted on 10 
November 2020), 8-9. 
92 See Art. 45 of the GDPR. Adequacy decisions may cover a country as a whole or be limited to a part of it. If you 
transfer data to any of these countries there is no need to take any further steps described in this section. The EU 
Commission has so far recognised only twelve countries which can offer adequate level of protection. These 
countries are: Andorra, Argentina, Canada (commercial organisations), Faroe Islands, Guernsey, Israel, Isle of Man, 
Japan, Jersey, New Zealand, Switzerland and Uruguay. As of March 2021, adequacy talks were concluded with 
South Korea. See European Commission, Adequacy decisions, How the EU determines if a non-EU country has 
an adequate level of data protection, <https://ec.europa.eu/info/law/law-topic/data-protection/international-
dimension-data-protection/adequacy-decisions_en> 
93 Art. 46 of the GDPR. The transfer tools may require additional ‘supplementary measures’ to ensure essentially 
equivalent level of protection. See C-311/18 (Schrems II), paragraphs 130 and 133. 
94 Art. 49 of the GDPR. 
95 EDPB Recommendations 01/2020, 9-11. 
96 See C-311/18 (Schrems II), paragraphs 105 and second finding.  
97 For example, in a cloud federation scenario the actors participating: controllers, processors and sub-processors. 
The more actors involved, the more complex the TIA will be. 
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of the transfer,98 the types of entities involved,99 sector in which the transfer 
takes place,100 categories of data,101 format of the data,102 possibility of onward 
transfers and whether the data will be stored in the third country or whether 
there is only remote access to data stored withing the EU/EEA. 103  In 
implementing this assessment, various considerations regarding the third 
country’s legal system need to be examined, in particular whether any state 
authorities can access personal data and, more generally, whether those 
elements enumerated in Article 45(2) of the GDPR104 are present, i.e., respect 
for the rule of law and human rights in the relevant jurisdiction or 
jurisdictions.105 

§ Step 4 – Supplementary Measures. If the TIA revealed that an Article 46 tool is not 
effective, data exporters – in conjunction with importers – need to consider 
whether any “supplementary measures” are necessary. Any supplementary 
measures are “supplementary” to the safeguards, i.e., if the additional measures 
ensure a situation where the data transferred is afforded an adequate level of 
protection in the third country which is essentially equivalent to the European 
standard. Such an exercise needs to be conducted on a case-by-case basis and 
considering which specific supplementary measures would be most effective 
based on the previous analysis conducted within the context of Steps 1, 2 and 
3. In principle, supplementary measures may have a complex and multi-layered 
character, i.e., they are mixture of contractual, technical, or organisational. 
Combining them in a way that they support each other may improve the level 
approach and thus help to ensure the adequate level is the objective. 
Contractual and organisational measures in isolation will generally not be 
enough to block access to personal data by public authorities, most obviously 
in cases of surveillance. Therefore, technical measures (such as encryption and 
anonymization) may be necessary to aid raise the level of protection to a 
satisfactory level.106  

§ Step 5 – Formal Procedural Steps. This step ensures that any supplementary 
measures are implemented in a procedurally correct manner, and this may be 
different depending on the transfer tool that has been adopted. For example, 
if data exporters intend to put in place supplementary measures, there is no 
need to request an approval any regulatory authority insofar as the 
supplementary measures do not contradict, directly or indirectly, the SCCs and 

 
98 For instance, for marketing purposes or for storage, back-up, clinical trials, etc. 
99 Such as public or private entities; controllers or processors. 
100 Such as telecommunications, financial, medical, etc. 
101 For example, sensitive data relating to children which may fall under a specific legislation in the third country. 
102 In plain text, pseudonymised or encrypted. 
103 EDPB Recommendations 01/2020, 12. 
104 C-311/18 (Schrems II), paragraph 104. 
105 EDPB Recommendations 01/2020, 12. 
106 EDPB Recommendations 01/2020, 15-17. 
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are enough to ensure that the level of protection guaranteed by the GDPR is 
not undermined.107 

§ Step 6 – Re-Evaluation at Appropriate Intervals. The final step proposed by the 
EDPB is to review continually, if there are developments in the third country 
where the data was transferred that affect the initial judgment of the situation 
and any measures taken in response to that judgment. This conforms with the 
principle of accountability which is an on-going obligation as specified in 
Article 5(2) of the GDPR. Data exporters, in collaboration with the importers, 
should put in place sufficiently robust mechanisms to ensure that the transfer 
that any transfer relying on the SCCs are suspended or prohibited if the 
supplementary measures are not effective in the third country or where those 
clauses are breached or become impossible to implement.108  
 

 
4.3 The New Standard Contractual Clauses 
 
The new SCCs adopted on June 4, 2021, involves a combination of law, technology, 
and organisational tools, comprising impact assessments, default contractual promises 
and Article 32 technical security safeguards. The purpose of such an approach is to 
safeguard data subject rights even in the absence of full protection under the law of 
any third country where data is transferred.  

In contrast to Schrems II, this article defends the central and on-going 
importance of such an approach, particularly in a regulated health context such as 
clinical trials under the Clinical Trial Regulation (CRT).  

The main innovations of the new SCCs can be summarised as follows:109 
 

• A Modular Approach. In contrast, to the first-generation SCCs which provided 
very limited possibilities of data transfers and a separate set of clauses, the new 
SCCs offer more flexibility in complex data chains by adopting a “modular 
approach.” This means that data exporters and data importers can identify the 
most appropriate module for their needs.110 In addition to already existing 
options for data transfers from “controller to controller” and “controller to 

 
107 EDPB Recommendations 01/2020, 17-18. 
108 EDPB Recommendations 01/2020, 18-19. 
109 Marcelo Corrales Compagnucci , Mateo Aboy and Timo Minssen, ‘Cross-Border Transfers of Personal Data 
After Schrems II: Supplementary Measures and New Standard Contractual Clauses (SCCs)’ (2021) 4(2) Nordic 
Journal of European Law 43. 
110 Module 1: controllers to controllers, Module 2: controllers to processors, Module 3: processors to processors 
and Module 4: processors to controllers. 
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processor,” an additional two modules have been added relating to data 
transfers from “processor to processor”111 and “processor to controller.”112  

• Geographic Scope of Application. The new SCCs have a wider scope of application 
compared to the earlier clauses. The earlier clauses only allowed the data 
exporter to be a party if they were legally established within the EEA. This led 
to difficulties in cases where a data exporter was established outside of the EU 
but subject to the GDPR because of the GDPR’s extraterritorial scope in 
Article 3(2). This was changed in the new SCCs, and the data exporter can now 
be a non-EEA entity. This provision, along with the modular approach, allows 
parties to deal with any kind of data transfer situation between parties, 
irrespective of the character of the transfer or legal place of establishment.113 

• Multipartite Clauses and Docking Clauses. The new SCCs also permit multiple data 
exporting parties to contract. An obvious example would be within a corporate 
group, for instance. Moreover, new parties can be easily added via the newly 
included “docking clause” (Clause 7).114 This clause is optional and allows 
additional third parties that are not part of the agreement to be added to the 
existing agreement of the other parties without having to add separate 
contracts. Third parties can join by completing an Appendix – with additional 
details of the transfer, technical and organisational measures implemented and 
a list of sub-processors where relevant. 115  This mechanism offers a more 
dynamic solution for existing data processing practices, in cases involving 
corporate acquisitions, additional corporate entities, and sub-processors.116 

• Data Transfer Impact Assessment (TIA). As a result of Schrems II, firms are now 
required to conduct a mandatory TIA which must be made available to the 
relevant supervisory authority upon request. The TIA should assess and 
warrant in particular the following: whether the laws of the third country which 
the data is imported is compliant with the SCCs and the GDPR, and whether 
additional safeguards are necessary to bolster data protection. A relevant 
example here would be whether the data importer is subject to the US Foreign 

 
111 This is, for example, when there is a processor such as a cloud service provider located in the EEA and transfers 
data to another processor such as an infrastructure provider in the US.  
112 In this case, the data is transferred back to the controller (back to ‘its origin’). This is also sometimes referred as 
‘reverse transfer’. 
113  Phillip Lee, ‘The Updated Standard Contractual Clauses: A New Hope?’ (7 June 2021) 
<https://iapp.org/news/a/the-updated-standard-contractual-clauses-a-new-hope/> accessed 17 August 2021. 
114 ibid. 
115 Alexander Milner-Smith, ‘New Standard Contractual Clauses – what do you need to know?’ (14 June 2021) 
<https://www.lewissilkin.com/en/insights/new-standard-contractual-clauses-what-do-you-need-to-know> 
accessed 17 August 2021. 
116  Martin Braun et al., ‘European Commission adopts and publishes new Standard Contractual Clauses for 
international transfers of personal data’ (7 June 2021) 
<https://www.wilmerhale.com/en/insights/blogs/wilmerhale-privacy-and-cybersecurity-law/20210607-
european-commission-adopts-and-publishes-new-standard-contractual-clauses-for-international-transfers-of-
personal-data> accessed 17 August 2021.  
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Intelligence Surveillance Act Section 702 (FISA 702).117 Moreover, any TIA 
should be monitored continuously and updated if there are any changes in the 
laws of the third country. 

• Security Measures. Annex II of the new SSCs offer a list of examples of the 
technical and organisational measures necessary to help ensure an adequate 
level of protection, especially measures to ensure data security. While the list is 
non-exhaustive, it enumerates multiple options which set out the instructions 
from the controllers and the measures to aid the controllers. According to 
Annex II, the technical and organisational measures must be described in 
“specific (and not generic) terms.” This covers any pertinent “certifications” 
to ensure an appropriate level of security, taking into consideration “the nature, 
scope, context and purpose of the processing, and the risks for the rights and 
freedoms of natural persons.” Most significantly, measures aimed at 
pseudonymisation, and encryption are at the top of the list, followed by other 
measures such as: ensuring confidentiality, integrity, availability, resilience of 
processing systems and services; measures for ensuring user identification and 
authorisation, physical security of locations at which personal data are 
processed, events logging, internal IT and IT security governance and 
management, data minimisation, etc.118 

 
As such, there are several practical features in the new SCCs toolbox which provide 
for more flexibility and generate greater legal certainty for all parties. This seems 
particularly important when the SCCs cover complex, multiple international data 
transfers involving servers in several countries. However, the new SCCs impose more 
requirements than was previously the case, particularly in cases involving data 
importers acting as controllers. For example, the obligation to give notice to data 
subjects and to notify data breaches to the relevant EU authorities. 
 
 
5 A CRITICAL ANALYSIS OF SUPPLEMENTARY MEASURES 
 
We would argue that the so-called “Supplementary Measures” are not 
“supplementary.” Unfortunately, the CJEU’s characterization of such measures as 
“supplementary” undermines the original clarity of the GDPR with regards to the 
required standards for security of processing, as well as the available mechanisms for 
cross-border transfers of personal data.    
 

 
117  Caitlin Fennessy, ‘Data transfers: questions and answers abound, yet solutions elude’ (12 February 2021) 
<https://iapp.org/news/a/data-transfers-questions-and-answers-abound-yet-solutions-elude/> accessed 18 
August 2021. 
118 Annex II Standard Contractual Clauses. 



Supplementary Measures & Appropriate Safeguards 

 23 

The introduction of the concept of “Supplementary Measures” by the CJEU in its 
Schrems II judgement is unhelpful and unfortunate. It introduced  unnecessary legal 
uncertainty because, inter alia, the CJEU 1) did not define or provided examples of 
effective “supplementary measures”;  2) erroneously considered these undefined 
measures to be “supplementary” when such measures were already core requirements 
necessary to comply with the GDPR (e.g., measures to ensure security of processing 
under Article 32);  3) significantly blurred the lines between the different transfer 
mechanisms (Article 45 adequacy versus Article 46 appropriate safeguards); and 4) 
introduced a new alien concept (i.e., “supplementary measure”) not defined by the 
GDPR and that it undermines native GDPR concept of “appropriate safeguards” 
(since now “appropriate safeguards” under Article 46 are no longer “appropriate” 
unless they have “supplementary measures”).  
 
In all situations, Article 32 GDPR (security of processing) already requires all 
controllers and processors to 1) conduct a risk assessment and 2) implement the 
necessary technical and organisational measures to ensure a level of security 
appropriate to the risk. Furthermore, the original SCCs always required specifying the 
measures as part of its SCC Annex ensure “appropriate safeguards.” Accordingly, 
controllers and processors were already required to evaluate the various risks and 
implement the necessary technical and organizational safeguards to comply with the 
GDPR. The necessity of a thorough risk assessment, the implementation of technical 
and organisational measures, and the documentation of such measures as part of the 
SCC have always been a “core baseline measure” as opposed to a “supplementary measure.”  
 
A more legally sound approach might have been for the CJEU to refer to these core 
requirements (e.g., Article 32 security of processing, Article 25 data protection by 
design and default, Article 35 data protection impact assessments, Article 46 
“appropriate safeguards” and the SCC documentation requirements as part of the 
SCC’s Annexes) and rule that they needed to be complied with in order to satisfy 
obligations under the GDPR. In particular, the CJEU could have held that the specific 
SCC measures implemented by Facebook (and the level of documentation provided 
in the particular SCC’s Annex) were not sufficient to satisfy the Article 32 (security of 
processing) and Article 46 (appropriate safeguards) requirements, particularly in the 
case of US data importers that fall under 50 USC 1881a (FISA 702).  
 
Given the significant risks posed by FISA 702, the CJEU might, instead, have 
emphasised that “security of processing” requirements of Article 32(a) 
“pseudonymisation and encryption of personal data”, Article 32(b) “the ability to ensure the 
ongoing confidentiality, integrity, availability and resilience of processing systems and 
services”, and Article 32(d) “a process for regularly testing, assessing and evaluating the 
effectiveness of technical and organisational measures for ensuring the security of the 
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processing” were foundational to ensure the effectiveness of the Article 46 
“appropriate safeguards” in these cases.  Instead, the CJEU introduced this 
unnecessary and alien concept of “supplementary measures” (instead of relying on the 
established Article 46 GDPR “appropriate safeguard” standard and Article 32 security 
measures) and left it to the EDPB to define and provide guidance for such 
supplementary measures.  
 
Perhaps not surprisingly, the much anticipated measures included as part of the 
EDBP’s “recommendations on measures that supplement data transfer tools of 
protection of personal data” 119  were simply the ordinary measures and baseline 
practices employed by controllers and processors to ensure compliance with Article 
32 GDPR, and the measures expected to be implemented and documented as part of 
the Article 46 requirement to satisfy the “appropriate safeguards” standard with SCCs. 

Pre-Schrems II, the cross-border transfer framework was relatively clear and settled and 
might be represented as follows: 
 

Legal Cross-Border Transfer (T) = Country Laws (A) + Appropriate 
Safeguards (S) 

 
Appropriate Safeguards (S) = GDPR Legal Obligations + Technical/Org. 

Measures  
 
Thus, Article 46 GDPR “appropriate safeguards” (S) were designed to ensure that a 
GDPR level of data protection applied to the personal data by requiring controllers 
and processors to comply with all GDPR obligations regardless of the jurisdiction (A). 
The spectrum varied from jurisdictions (A) where the EC had recognised an adequate 
level of protection (Article 45 GDP adequacy) for which no additional safeguard was 
needed (S=0) to jurisdictions where the national data protection laws need to be 
supplemented with the SCCs in order to ensure an equivalent level of protection.  
 
Notably, the SCCs included the legal obligations, as well as the technical and 
organisational measures specified in the Annex (security measures). Thus, the 
appropriate safeguards already included the measures that post-Schrems II are now 
referred to as “supplementary.” This made sense since for the transfer to take place, 
under Article 46, the safeguards needed to be “appropriate.” However, post-Schrems II, 
we have a new and much more complicated configuration: 
 
Legal Cross-Border Transfer (T) = Country Laws (A) + Appropriate Safeguards (S) 

+ Supplementary Measures (SM) 

 
119 EDBP Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the 
EU Level of protection of personal data (Version 2.0, 18 June 2021) 
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Supplementary Measures (SM) = Technical/Og. Measures previously documented in 

SCC Annex 
 
Our view is that the pre-Schrems II understanding is legally superior since the legal basis 
for such transfers is Article 46 GDPR and consequently the safeguards must be 
“appropriate” (i.e., they must implement all the necessary measures considering the 
risk to fill any data protection gaps). Our argument that the new so-called 
supplementary measures are simply the old baseline requirements to satisfy core 
GDPR obligations (e.g., Articles 25, 32, 46 GDPR) is consistent with the EDBPs 
recent acknowledgement that: “[C]ontrollers may have to apply some or all of the 
measures described here irrespective of the level of protection provided for by the laws 
applicable to the data importer because they are needed to comply with Articles 25 and 
32 GDPR in the concrete circumstances of the transfer […] exporters may be required 
to implement the measures described in this paper even if their data importers are 
covered by an adequacy decision, just as controllers and processors may be required 
to implement them when data is processed within the EEA.”120   
 
Unsurprisingly, the “supplementary measures” proposed by the EDPB mirror the 
baseline core measures already contemplated in Article 32 GDPR, that is, pseudonymisation 
and encryption of personal data. The guidance includes seven use cases to illustrate what 
it considers to be effective supplementary measures. Predictably, the only effective 
supplementary measures are those 1) where the data transferred is fully encrypted and 
the keys are retained solely under the control of the data exporter or an entity trusted 
by the exporter in the EEA; 2) the data transferred is effectively pseudonymised; or 3) 
relying on split or multi-party processing (e.g., secure multi-party computation).  The 
EDPB stated that in situations where the third-country importer has access to the 
encryption keys (i.e., access to the unencrypted data in cleartext) and the public 
authorities may have the power to access the transferred data, the “EDBP is incapable 
of envisioning an effective technical measure.” 121 
 
Given that the only effective supplementary measures are full encryption, 
pseudonymisation or multi-party processing, we anticipate that multiparty 
homomorphic encryption (HE) will emerge as a dominant solution that combines 
secure multiparty computation and homomorphic encryption to overcome their 
respective limitations and provide scalable and effective data protection measures in 
distributed cross-border data sharing settings (e.g., health research, clinical trials).  
 

 
120 ibid Paragraph 83. 
121 ibid Paragraph 80, 94-95 (Use Case 6), 96-97 (Use Case 7) 
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As noted by the EDBP, personal data needs to be encrypted both at “rest” (i.e., when 
data is stored) and while “in transit” (i.e., when transferred from one place to another). 
While modern encryption algorithms are secured, they make it difficult to process and 
analyse the data without first decrypting it – and this process of decryption exposes 
the data to the risk of data protection, cyber-attacks, or unauthorised third-party 
interception.122 
 
HE solutions have significant potential because they allow the possibility to query and 
analyse encrypted data without decrypting and compromising it. Therefore, HE might 
solve many of the vulnerabilities inherent in other approaches to data protection and 
data security. This could also allow the processing of health data for other secondary 
use and research, for example.  
HE has been labelled the “Holy Grail” of cryptography.123 Although HE is not a new 
technology, it is still in the early stages of development. In a previous article,124 we 
introduced a new automated tool for searching and analysing encrypted data using HE 
techniques, which is being developed within the scope of the Energy Shield project.125 
 
These features of HE could have important applications in facilitating healthcare 
providers, research centres or pharmaceutical sponsors to analyse their data securely 
and in an encrypted domain. For example, HE could be used in a private cloud medical 
record storage system (e.g., Patient Controlled Encryption), in which all data for a 
patient’s medical record is encrypted by healthcare providers before being uploaded to 
the patient’s record in the cloud storage system.126 
 
 
 
 

 
122 Marcelo Corrales Compagnucci, Janos Meszaros, Timo Minssen, Arasaratnam Arasilango, Talal Ous & 
Muttukrishnan Rajarajan, 'Homomorphic Encryption: The ‘Holy Grail’ for Big Data Analytics & Legal 
Compliance in the Pharmaceutical and Healthcare Sector?' (2019) 3(4) European Pharmaceutical Law 
Review 144. 
123  Dalia Tourky, Mohamed ElKawkagy, Arabi Keshk ‘Homomorphic encryption the “Holy Grail” of 
cryptography’ (2016) 2nd IEEE International Conference on Computer and Communications (ICCC) 196. 
124 Marcelo Corrales Compagnucci, Janos Meszaros, Timo Minssen, Arasaratnam Arasilango, Talal Ous & 
Muttukrishnan Rajarajan, 'Homomorphic Encryption: The ‘Holy Grail’ for Big Data Analytics & Legal 
Compliance in the Pharmaceutical and Healthcare Sector?' (2019) 3(4) European Pharmaceutical Law 
Review 144. 
125 This project has received funding from the European Union’s H2020 research and innovation programme under 
the Grant Agreement No. 832907 <https://energy-shield.eu/> See also,  <https://medco.epfl.ch> a startup that 
now commercialises a multi-party homomorphic encryption solution: <https://tuneinsight.com> 
126 See eg James Scheibner, Jean Louis Raisaro, Juan Ramón Troncoso-Pastoriza, Marcello Ienca, Jacques 
Fellay, Effy Vayena, Jean-Pierre Hubaux. ‘Revolutionizing Medical Data Sharing Using Advanced Privacy-
Enhancing Technologies: Technical, Legal, and Ethical Synthesis.’ (2021) 23(2) e25120 J Med Internet Res.; PMID: 
33629963; PMCID: PMC7952236; David Froelicher, Juan R. Troncoso-Pastoriza, Jean Louis Raisaro et al. ‘Truly 
privacy-preserving federated analytics for precision medicine with multiparty homomorphic encryption.’ (2021) 12 
Nat Commun. 
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6 CONCLUSION 
 
In this article, we explored the current framework for cross-border transfers post-
Schrems II, specifically the new SCCs adopted by the EC to provide “appropriate 
safeguards” for cross-border transfers, as well as the EDBP guidance on 
“supplementary measures.” We argued that the so-called “supplementary measures” 
are not, in fact, “supplementary” in any meaningful sense, and that the CJEU’s 
characterization of such measures as “supplementary” undermines the original clarity 
of GDPR with regards to the required standards for security of processing, as well as 
the available mechanisms for cross-border transfers of personal data. That said, our 
view is that despite the legal uncertainty introduced by the CJEU several post-Schrem 
II developments have been helpful in improving the safeguards associated with cross-
border data transfers data. These include the new SCCs and the EDBP guidance on 
measures for transfer tools and their view on their effectiveness.   
  
The SCCs provide a practical toolbox to comply with the Schrems II requirements and 
contain a more pragmatic approach with examples of possible security measures that 
companies can implement in high-risk situations. Encryption, pseudonymisation and 
multi-party processing are at the top of the list. HE can be considered a combination 
of these three security measures. HE could emerge as a dominant solution that 
combines secure multiparty computation and homomorphic encryption to overcome 
their respective limitations and provide scalable and effective data protection measures 
in distributed data sharing settings (eg, health research, clinical trials). HE solutions 
have significant potential because they allow the possibility to query and analyse 
encrypted data without decrypting and compromising it. Thus, HE enables 
organisations to provide the same level of protection without compromising the 
usability of the data and the multi-party HE approaches – with an independent trusted 
third-party that holds the key in the EU/EEA – provide a whole new layer of 
protection for cross-border transfers of personal data. 
 
We finally note that it is important to monitor what effect further technological 
developments may have on the significance of cross-border data transfer and 
ultimately Schrems II. These developments range from new technologies providing 
momentum to decentralised innovation models, such as swarm intelligence 
technologies, blockchain, and decentralised data-centric AI, to new quantum 
encryption and decryption algorithms. 
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