
u n i ve r s i t y  o f  co pe n h ag e n  

Datafied Mobile Markets

Measuring control over apps, data accesses, and third-party services

Flensburg, Sofie; Lai, Signe Sophus

Published in:
Mobile Media & Communication

DOI:
10.1177/20501579211039066

Publication date:
2022

Document version
Publisher's PDF, also known as Version of record

Document license:
CC BY-NC

Citation for published version (APA):
Flensburg, S., & Lai, S. S. (2022). Datafied Mobile Markets: Measuring control over apps, data accesses, and
third-party services. Mobile Media & Communication, 10(1), 136-155.
https://doi.org/10.1177/20501579211039066

Download date: 23. maj. 2023

https://doi.org/10.1177/20501579211039066
https://curis.ku.dk/portal/da/persons/sofie-flensburg(c7ed6fc2-c0d8-42ae-a532-57c3adf7182c).html
https://curis.ku.dk/portal/da/persons/signe-sophus-lai(948c3dab-67ef-40f3-a8f5-fcdb30a75e40).html
https://curis.ku.dk/portal/da/publications/datafied-mobile-markets(1f1e4bab-5430-4897-9207-6b1e6fdd4ca9).html
https://curis.ku.dk/portal/da/publications/datafied-mobile-markets(1f1e4bab-5430-4897-9207-6b1e6fdd4ca9).html
https://doi.org/10.1177/20501579211039066
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services
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Abstract
The increasing use of mobile applications (apps) has turned data harvesting, mining, and

distribution into commercial as well as functional backbones of mobile communication.

Acknowledging that contemporary markets for mobile communication are increasingly

datafied, this article maps and discusses how infrastructures for mobile datafication are

controlled. It combines perspectives from critical data studies, political economy of com-

munication, and app studies in an empirical analysis of the 500 most downloaded apps in

the Google Play store (November 2020). Focusing on control over and ownership in the

three interdependent markets for apps, data accesses, and third-party services, the ana-

lysis documents, confirms, and explains established power structures and sheds light on

the mobile datafication processes that frame the use of apps and commodification of

users. As such, it provides an empirical baseline for future monitoring, and ultimately

regulation, of mobile app ecosystems.
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Introduction

Epitomized by Apple’s iconic catchphrase, “There’s an app for that” (2009), mobile applica-
tions (from hereon: apps) have radically transformed the mobile communication environment
and the data economy. Apps can, one the one hand, be seen as merely an extension of already
existing forms of mobile communication – for instance, from traditional telecommunication
services like SMS and phone calls to instant messaging and voice and video calls. Yet, on the
other hand, the emergence of apps entails a significant change in both the underlying infra-
structures and the business models supporting mobile communication. That is, from relying
on cellular networks to utilizing internet infrastructures, and from subscriptions and
pay-per-use models to services that are free of monetary charge and instead financed
through collecting and reselling of user data, targeted advertisement, and so forth (Binns
et al., 2018a). In other words, data harvesting, mining, and distribution are becoming com-
mercial as well as functional backbones of contemporary mobile communication.

Apps have also, importantly, enabled a radicalization of existing processes of datafi-
cation, understood as the ways big data render aspects of everyday life that were never
quantified before into vast measures of commodifiable and monetizable data and meta-
data (Mayer-Schönberger & Cukier, 2013; Mejias & Couldry, 2019). As such, mobile
datafication facilitates the combination of data harvested from web searches, GPS coor-
dinates, instant messages, contacts, emails, and so forth, fuelling a mobile data economy
where companies are capable of enriching already granular user information with data on
users’ real-time activities, locations, and communications. In datafied mobile markets, the
business models hinge on the provision and use of mobile communication services
(apps), the generation and harvesting of mobile user data (data accesses), and the offering
of functional and commercial in-app tools (third-party services).

The article brings together two research fields, namely mobile communication
research and critical data studies, in order to approach and understand the implications
of mobile datafication. While mobile communication research has covered the social
and cultural implications of mobile technologies (e.g. Boase, 2013; Ling & Lai, 2016;
Schrock, 2015), critical data studies have challenged the hype and seduction surrounding
big data (Boyd & Crawford, 2011), and pushed an agenda for scrutinizing the societal
consequences of otherwise invisible and opaque data processes and power structures
(Dalton et al., 2016; Kitchin & Lauriault, 2014). The rise of mobile apps evokes new
research questions for both fields including how the use of apps alters the structural con-
ditions for mobile communication, how to scrutinize the control mechanisms of dominant
market actors, and, ultimately, how to monitor and regulate the mobile data economy.
Contributing to this emergent research agenda (Gerlitz et al., 2019), the article builds
on and develops existing research on mobile communication infrastructures and
markets. That is, we interrogate how mobile communication services are controlled,
how data are collected and distributed across and between large and small corporations,
and how dominant market actors obtain, maintain, exercise, and amplify their power
through ownership of infrastructures for mobile datafication.

The first part of the article provides a brief overview of existing research on apps, estab-
lishes political economy as a valuable conceptual lens, and identifies three key infrastructural
resources that constitute valuable assets in the mobile data economy – namely apps, data
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accesses, and third-party services. The second part translates the three resources and assets
into empirical indicators for analyzing mobile datafication and presents two variables for
measuring market power – market actor prevalence and prominence. The third part
applies the indicators and variables in an empirical analysis of ownership structures as
they relate to the 500 most downloaded apps in the Google Play store. The final section dis-
cusses the conclusions of the analysis in relation to existing research and outlines critical
research questions for future studies of mobile datafication.

State of the art and theoretical foundations

In approaching datafied mobile markets, we stand on the shoulders of existing research exam-
ining the political economy of media (Hardy, 2014) and communication (Mosco, 2009) and,
more specifically, of apps (Nieborg, 2016) and mobile ecosystems (Binns et al., 2018a).
Political economy is broadly concerned with the distribution of resources and wealth in
society and often applies a critical perspective on naturalized institutional structures and soci-
etal arrangements (Mansell, 2004). Within media and communication research, political
economist studies have traditionally been concerned with corporate and political power struc-
tures around the distribution of information and communication resources and with scrutiniz-
ing the ownership structures in legacy media sectors (Winseck, 2008). Since the
breakthrough of the internet, a growing number of scholars have called for studies that
look into the political economy of new media (Mansell, 2004), the internet (Mazepa &
Mosco, 2016), and big data (Brevini & Pasquale, 2020). For instance, Brevini and
Pasquale argue that “a renewal of modern political economy could unravel wicked problems
neither states nor markets alone can address” thereby pushing research to “pursue viable alter-
natives to marketization and datafication via surveillance capitalism” (2020, p. 4).

Political economist perspectives have also been applied to studies of apps and mobile
infrastructures aimed at exploring emergent business models and scrutinizing power
structures and modes of governance. Focusing on particular apps and genres of apps,
case studies have mapped the data infrastructures and business models of Facebook
Messenger (Nieborg & Helmond, 2018) and other social media apps (Wilken, 2018).
Others have tracked in and out bound data flow in dating apps (Weltevrede & Jansen,
2019) and charted the market for mobile dating (Albury et al., 2017; Wilken et al.,
2019). Others again have approached the business strategy of commodified game apps
(Nieborg, 2015, 2017). Taken together, these studies have identified key infrastructural
resources and assets, developed methods for empirical analyses of dynamic and particular
data flows, and provided valuable insights into otherwise opaque business models.
However, by focusing on one or a few apps, they do not offer coherent analyses of the
mobile data economy, its power structures, or control mechanisms.

In contrast to the case studies that provide in-depth knowledge on the different infra-
structural components that ground app-based communication, large-scale analyses have
overviewed the ownership and control of particular parts of the mobile data economy.
For instance, Zhong and Michahelles (2013) have outlined the apps installed on more
than 200,000 smartphone users’ devices in order to explore the ownership structures of
the “superstar” market for mobile app provision; Atkinson et al. (2015) have mapped
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out the data accesses and permissions requested by one million Android apps and thereby
offered insights into the types of data and metadata available to apps; and others have
charted power structures in the market for third-party services (Blanke & Pybus, 2020)
and thereby provided valuable knowledge on tracking across the mobile ecosystem
(Binns et al., 2018a; Vallina-Rodriguez et al., 2016). Importantly, these studies have iden-
tified the dominant market actors and assessed their positions in the mobile data economy,
but unlike the small-scale studies, they have not combined the various types of infrastruc-
tural resources and assets that make up the mobile app ecosystem (Lai & Flensburg, 2021).

Building on and extending the preceding studies, this article offers a middle way
between in-depth case studies and high-level ownership mappings. Similar to the case
studies, we cut across the infrastructural tenets that support app-based communication
and, thereby, (big) data harvesting, mining, and distribution, by focusing on three key
resources that constitute valuable assets in the mobile data economy – namely, apps,
data accesses, and third-party services (Gerlitz et al., 2019). In order to study power struc-
tures that traverse different apps, genres of apps, and types of market actors, we analyze
the top 500 most downloaded apps in the Google Play store and map how some corpora-
tions control assets across the value chain through providing apps, controlling data
accesses, and supplying third-party services. As such, we target both horizontal and ver-
tical ownership structures and investigate the organization and inherent power relations of
datafied mobile markets. The aim being to nuance and enrich discussions on market dom-
inance and monopolization and discuss the societal implications of current configurations
of power in the mobile data economy.

Methods and empirical source materials

In order to approach the political economy of mobile datafication, we translate the three
resources identified previously – apps, data accesses, and third-party services – into empir-
ical indicators for analyzing power structures and control mechanisms in the mobile data
economy. Apps, data accesses, and third-party services are particularly suitable for empir-
ical investigations as publicly available sources allow for data extractions, which can, in
turn, serve as a basis for mapping and calculating ownership and market structures.

Data collection

We use the Google Play store for collecting data on apps. Google Play is the default app
store for research interventions since it allows for automated scraping of app information.
With more 2.8 million apps, it is also the largest app store in the world, and its apps have
the highest numbers of downloads worldwide. This follows from the fact that Google
Play comes preinstalled in mobile devices using Google’s Android system, which is,
with a market share of 71% (StatCounter Global Stats, n.d.), the most prominent
mobile operating system in the world. For the purpose of this study, we focus on the
top 500 most downloaded apps in Google Play as of November 2020 (List of Android
Most Popular Google Play Apps, n.d.). This sample is far from exhaustive, yet it does
cover a significant part of what previous studies have called a “superstar market”
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(Zhong & Michahelles, 2013), where the top apps account for the vast majority of down-
loads and uses. Indeed, in our sample alone, the top 10 apps account for 25% (76 billion)
of the accumulated number of downloads across the top 500 most downloaded apps (303
billion). However, the focus on Android apps in Google Play also comes with limitations,
the most important one being that the sample is not representative of the entire app eco-
system and thereby potentially underestimates the power of actors like Apple and Huawei
that too provide mobile operating systems, app stores, and dedicated apps.

Google Play contains significant amounts of data on the Android apps it hosts, includ-
ing app developers, app categories (e.g. ‘Communication’, ‘Travel & Navigation’),
downloads, app descriptions, and prices. It also relays information on the kinds of
overall data accesses (e.g. ‘camera’, ‘phone’, ‘calendar’) and specific permissions (e.g.
‘take pictures and videos’, ‘read call log’, ‘read calendar events and confidential informa-
tion’) that the app requests. It is important to highlight that the identified data accesses do
not necessarily reflect apps’ actual data harvesting, as users have options to refuse (some)
requested permissions. Particular permissions are categorized as ‘dangerous’ in Google’s
Android Developers guide (<Permission>, n.d.) and must be explicitly approved by the
user upon download – for instance in a pop-up the first time the app is launched. Also,
some permissions can be turned off in the device settings after installment or they can
be limited to only apply whenever the app is in use. The permissions are, however, by
default set to apply all the time, and such countering mechanisms depend upon active
choices made by the user to challenge the default options. In addition, the different
data accesses serve various purposes and, thus, generate value for the companies in dif-
ferent ways that cannot be covered within the scope of this article (see Lai & Flensburg,
2020). Despite these reservations, the number of requested permissions is the best indi-
cator for measuring and comparing companies’ assets in terms of control over data
accesses. For the purpose of this study, we therefore scraped the Google Play store for
all data accesses and permissions requested by the 500 most downloaded apps. Google
Play does not, however, contain information on the third-party services that apps
connect to, and so other methods and data sources are needed to assess third-party track-
ing via apps.

Information on third-party services in apps can be collected using either dynamic or
static methods (Dieter et al., 2019, p. 12). The former entails, for instance, using so-called
man-in-the-middle proxies for inspecting particular data flows to and from specific apps
and third-party services (see e.g. Van Kleek et al., 2017; Weltevrede & Jansen, 2019).
The latter, in turn, relies on unpacking the apps’ Android Package Kits (APKs) in
order to detect third-party pieces of software, so-called Software Development Kits
(SDKs), and provides a more general account of the third-party services embedded in
the apps in question (see e.g. Binns et al., 2018a, 2018b). For the purpose of this
study, we relied on a database, Exodus Privacy (n.d.), which uses static methods to
extract third-party SDKs from the source codes of apps. Specifically, we harvested all
information on third-party services connected to each of the 500 apps in our sample,
including the type of service being offered (e.g. ‘advertisement’, ‘analytics’) and the
service provider. Importantly, like other databases registering online tracking, Exodus
identifies the SDKs in the app source codes by holding them up against its library of
319 known third-party services (Exodus, n.d.). As a result, Exodus, if anything,
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potentially underestimates the presence of third-party services, since it might not recog-
nize all of them. Exodus can, however, run new reports from any requested app, meaning
that the database is not limited to apps that are known to Exodus prior to the research
intervention.

The preceding steps resulted in a total of three foundational data frames for measuring,
respectively, ownership of apps and third-party services, and control over data accesses.
The data were further enriched by adding parent companies to app developers, and
thereby implicitly the data accesses obtained by a certain app, and to third-party
service providers. The coding of apps and data accesses relied on loading the developer’s
name, harvested from Google Play, into a browser to follow forwards to a parent
company as well as consultation of the ‘about’ pages on the company sites. For third-
party services, the coding followed the same principle, however relying on information
about third-party service providers harvested from Exodus Privacy. CrunchBase and
other business information platforms were consulted to establish whether the companies
were subsidiaries of larger companies, in which case we would code the top-level corpor-
ation (see e.g. Binns et al., 2018a; Libert, 2015 for similar approaches to coding of own-
ership). For instance, as Verizon has acquired the AOL company (as well as Yahoo),
which in turn has acquired the advertising company Millennial Media, then the parent
company of the Millennial Media third-party service was coded as ‘Verizon’ (see
Figure 1). Furthermore, the app data frame was enriched with information on the
number of data accesses and permissions requested by each app as well as the number
of associated third-party services.

Introduction to the dataset(s)

Table 1 exemplifies the data used for the ownership analysis of apps by overviewing 20 of
the most downloaded apps in the dataset, their categories, parent companies, total down-
loads, the number of permissions they request to access data, and the number of third-
party services they connect to.

Figure 1. Acquisitions by the Verizon parent company.

Flensburg and Lai 141



Dependent on the services that they offer, the 500 apps in the dataset fall into a total of
39 categories (as defined by the Google Play store), some of which can be found in
Table 1. The 500 apps are owned by 271 different companies and are downloaded any-
where between 10 billion (Google Play Services) and 57 million times (Farmville 2).
There are four apps in the entire dataset that do not request any permissions, and there
is a total of 42 apps that do not employ any third-party services (that are known to
Exodus). However, a large part of the 500 apps request either a great deal of permissions
(like Google Search) or connect to a multitude of third-party services (like Subway
Surfers), or they do both (like TikTok).

Table 2 exemplifies data used for the ownership analysis of data accesses by overview-
ing some of the most prevalent permissions requested by the apps in the dataset as well as
the access categories that they belong to. There are a total of 208 unique permissions in
the dataset distributed across 16 overall types of access. For instance, the permission to
“record audio” allows the app to access the phone’s “microphone.” The table also
explains in more detail what the specific permissions entail.

The most common permission, present on 494 out of the 500 apps, is “full network
access.” This permission is required by any app using the internet, and, considering
the underlying business model of free apps, any app that serves ads. Permissions that

Table 1. Examples of Heavily Downloaded Apps in Top 500 of the Most Downloaded Android

Apps (Worldwide).

App Category

Parent

company

Downloads, bill.

(November 2020) Permission TPS∗

Google Play services Tools Alphabet 10.6 97 3

YouTube Video players Alphabet 8.4 33 2

(Google) Maps Travel and

navigation

Alphabet 7.9 43 1

Google (search) Tools Alphabet 7.8 75 3

Google Chrome Communication Alphabet 7.5 34 0

Gmail Communication Alphabet 7.4 40 0

Facebook Social Facebook 6.1 45 7

WhatsApp Messenger Communication Facebook 5.7 42 1

Messenger Communication Facebook 4.7 46 4

Hangouts Communication Alphabet 4.7 37 0

Instagram Social Facebook 3.2 33 1

Skype Communication Microsoft 1.7 40 5

Subway Surfers Game SYBO ApS 1.6 11 13

Samsung Email Productivity Samsung 1.4 64 0

Snapchat Social Snap Inc. 1.4 26 3

TikTok Social ByteDance 1.3 26 7

Netflix Entertainment Netflix 1.1 18 2

Candy Crush Saga Game Activision

Blizzard

1.2 6 6

Twitter News and

magazines

Twitter 1.0 31 3

Dropbox Productivity Dropbox 1.0 19 3
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are present on four in every five apps include “read the contents of your USB storage” and
“modify or delete the contents of your USB storage” both of which access the device’s
“storage” and “photos/media/files” stored on the SD card. Finally, approximately 40%
of all apps in the dataset request permission to, for instance, “take pictures and videos”
by accessing the “camera,” “read phone status and identity” by accessing “device ID
and call information,” and find “precise location (GPS and network-based)” by accessing
device “location.”

Table 2. Commonly Asked Permissions by the 500 Apps.

Permission Access Allows the app to… Occur-rences

% of

apps

Full network access Other Send requests and get responses

through the network (Wi-Fi or

mobile data connection) – for apps
using the internet and for apps that

serve ads

494 98%

Prevent device from

sleeping

Other Prevent the device from going into

sleep mode

470 94%

Receive data from

Internet

Other Receive push messages from the

internet

419 84%

Read the contents of

your USB storage∗
Storage;

Photos/

Media/Files

Access contents stored on the SD

card

409 82%

View Wi-Fi

connections

Wi-Fi

connection

information

View information onWi-Fi networks

(name, status)

401 80%

Modify or delete the

contents of your

USB storage∗

Storage;

Photos/

Media/Files

Change or erase contents stored on

the SD card

398 80%

Run at start-up Other Start itself once the device is turned

on

303 61%

Take pictures and

videos∗
Camera Access the camera at any time and

shoot pictures and videos

216 43%

Find accounts on the

device∗
Identity;

contacts

Retrieve the list of accounts (e.g.

social media) known to the device.

Including accounts created by

other apps.

203 41%

Precise location (GPS

and

network-based)∗

Location Retrieve your precise location using

the global positioning system

(GPS) or cell towers and Wi-Fi

202 40%

Record audio∗ Microphone Access the microphone at any time

and record audio

199 40%

Read phone status

and identity∗
Device ID and

call

information

Access the phone features and

determine the phone number and

device IDs, whether a call is active,

and the number connected to

199 40%

Permission marked with a ∗ are listed as ‘dangerous’ in Google’s android developers guide.

Source: Google Developers (n.d.).
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Table 3 exemplifies data used for the ownership analysis of in-app third-party services
by overviewing the most occurring third-party services in the dataset as well as their cat-
egories and ownership. We find a total of 149 unique third-party services distributed
across six overall types of services that connect to at least one of the 500 most down-
loaded apps. For instance, the third-party service MAX and SparkLabs, which offers
“analytics,” “advertisement,” “profiling,” and “identification” services, is owned by
AppLovin, and occurs 122 times, equivalent to being present in 24% of the 500 apps.

The table shows that the largest services are all owned by either Alphabet, Google’s
parent company, or Facebook. As such, with 375 occurrences across the dataset, Google
Firebase Analytics is present on 75% of the top 500 apps, closely followed by Google
AdMob, which is present on 65%. Facebook’s services, including Facebook Ads and
Facebook Login, are present on about half of all apps in the dataset. Other highly occur-
ring third-party services count Moat owned by Oracle and Unity3 Ads owned by Unity.
The vast majority of third-party services in the dataset provide either analytics or adver-
tisement services, and large actors like Google and Facebook offer dedicated services for
both purposes. However, smaller actors often offer several services in one third-party
SDK (e.g. advertisement, profiling, identification, location).

Data processing and calculations

In order to address market power and control, we combine classic approaches from, for
instance, studies of media ownership with methods used by previous research on third-
party service markets. Focusing on data as an important currency in the mobile
economy, we pivot the focus away from traditional economic measures of revenues
and monetary transactions and toward ownership of infrastructural resources. More spe-
cifically, inspired by Binns and colleagues’ (2018b) measurements of tracker power
across web and mobile, we calculate market shares using two measures: respectively,

Table 3. Common Third-Party Services Connected to the 500 Apps.

Third-party service Category

Parent

company Occurrences

% of

apps

Google Firebase

Analytics

Analytics Alphabet 375 75%

Google AdMob Advertisement Alphabet 324 65%

Facebook Login Social plug-in Facebook 248 50%

Facebook Share Social plug-in Facebook 237 47%

Facebook Ads Advertisement Facebook 232 46%

Facebook Analytics Analytics Facebook 229 46%

Google CrashLytics Crash reporting Alphabet 221 44%

Moat Analytics, Advertisement Oracle 173 35%

Unity3d Ads Advertisement Unity 171 34%

Google Analytics Analytics Alphabet 159 32%

AppsFlyer Analytics, Advertisement AppsFlyer 141 28%

MAX and

SparkLabs

Analytics, Advertisement,

Profiling, Identification

AppLovin 122 24%
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prevalence and prominence. First, market actor prevalence is measured according to the
number of apps in the top 500 that a company owns, the number of data accesses and
permissions it requests and controls, and the number of times its third-party services
are used by apps in top 500. Market actor prominence is measured according to the popu-
larity of a company’s apps (i.e. the number of times its apps are downloaded). Thereby,
the prominence measure accounts for the accumulated number of times a given com-
pany’s apps request permission to access user data, as well as the number of times a com-
pany’s third-party services are installed on individual mobile devices via the download of
a particular app. The prevalence measure is most commonly applied to assess, for
instance, the position of certain third-party services across websites and apps, and it is
useful for ranking companies’ popularity among developers as well as their centrality
as service providers in the data market. However, the prevalence measure does not neces-
sarily provide insights into the companies’ actual market power, since it disregards the
popularity of, for instance, a given app. As such, the prominence measure provides a
more precise indication of the position of a particular company, since apps, and
thereby associated data accesses and in-app third-party services, differ in terms of their
numbers of downloads and thus the amounts of actual user data that a company can
potentially access and profit from.

Ownership analysis

The following ownership analysis is divided into four parts that all center on contempor-
ary market and competition structures in the mobile data economy: the first focuses on
apps, the second on data accesses, the third on third-party services, and finally the last
part combines the three indicators in order to scrutinize companies that control assets
across the mobile value chain and to discuss the implications of market concentration.

Apps

Of the 271 parent companies that own apps in the top 500, some (e.g. Twitter) own just
one app and some (e.g. Samsung) own a suite of multipurpose apps. The most prevalent
company, owning 50 apps in the top 500, is Alphabet, followed by Samsung (19 apps),
Zhejiang Jinke Entertainment Culture (15 apps), Facebook (13 apps), and Microsoft (11
apps). Alphabet is also by far the most prominent app owner. Of the total downloads in
the top 500, Alphabet’s apps account for 45% (136 billion of 303 billion downloads in
total). The next runner ups are Samsung and Facebook, each with 8% of all downloads
amounting to 24 billion downloads each, while number four and five, Zhejiang Jinke
Entertainment Culture and Microsoft, account for respectively 3.5% and 1.5% of the
downloads. That is, the remaining 266 app providers in the dataset each account for
less than 1% of the total downloads. These power structures are visualized in Figure 2
that links the most prevalent parent companies to the most prominent apps they own,
ranked according to the individual app downloads.

If we look specifically at the 25 most downloaded apps in the dataset, all but one
(Samsung Push Services) are owned by either Alphabet or Facebook. In fact, we have
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to move below the top 10 most downloaded apps before we find an app that is not owned
by Alphabet, namely the Facebook app. These numbers illustrate that the app market is
highly concentrated, especially when we take the popularity of the apps provided by the
most dominant companies into consideration – for instance, Alphabet’s share of the top
500 is 10% measured according to prevalence, while it is 45% when measured according
to prominence. The findings confirm earlier studies’ conclusions that “[a]lthough it
matches the criteria of being a long-tail market, the mobile market is found to be a super-
star market” (Zhong & Michahelles, 2013).

Figure 2. The largest app owners and their apps. The left side of the figure represents the most

prevalent app parent companies, while the right side represents their most prominent apps ranked

according to the number of individual downloads [visualization: Density Design’s RAW Graphs].
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Data accesses

The ownership of apps is, as mentioned, inevitably tied to the control over data accesses.
However, the largest app owners are not necessarily the ones obtaining the most data
accesses on mobile devices, since some apps ask for few permissions, while others
request extensive access to harvest user data. The apps in the dataset requesting the
most permissions to access user data are Dual Space (102 permissions) and Parallel
Space (98), both of which allow users to stay logged into several social media accounts
at once, as well as Google Play Services (97). These apps leave the owners of them,
respectively Ludashi Holdings, LBE Technology, and Alphabet, with substantial
access to user data. However, if we look at the accumulated number of permissions
requested by parent companies through all of their apps in the top 500, we see that the
power balance somewhat tilts. As companies such as Ludashi Holdings and LBE
Technology only own one app each, they have significantly fewer data accesses in
total than the companies owning large suites of apps in the top 500. In contrast, four
out of the five most prevalent app owners (Figure 2), also request the largest accumulated
number of permissions to access data, namely, Alphabet (with 1,287 accumulated per-
missions), Samsung (647), Facebook (405), and Microsoft (286). Figure 3 illustrates
this power balance by linking the parent companies with the different data accesses
they control through their apps (each of the data accesses contains a multitude of different
permissions that cannot be captured within the visualization, for instance the “other”
access category contains a total of 164 out of the 208 unique permissions).

Apart from being the most dominant app provider in the top 500, Alphabet is also the
leading company in terms of data access, since its 50 apps all ask for a multitude of per-
missions (Figure 3): compared with the remaining 450 apps in the dataset that on average
ask for 19 different permissions, Alphabet’s apps request an average of 24 different per-
missions each. Similar to the conditions in the app market, the power concentration is
even more significant when we measure according to prominence and take the number
of times the apps are downloaded into consideration. That is, when multiplying the
total number of downloads with the accumulated number of data accesses, Alphabet
requests an unfathomable number of permissions to access data from individual users
(in the hundreds of trillions), and more than seven times that of Samsung. Alphabet’s
power in the market for data harvesting is, in other words, incontestable given both the
massive popularity of the company’s apps and its data practices.

Third-party services

While the market for data accesses is closely tied to the market for apps, the market for
in-app third-party services is not directly related to the companies that own apps. Across
the 500 apps in the dataset, we identify a total of 149 unique third-party services that are
owned by 110 different companies. Some of these companies own just a single third-
party service (e.g. Adjust), while others own suites of products serving different purposes
(e.g. Facebook). Reflecting the power structures in both the app and the data access
market, the most prevalent third-party companies in the dataset are Alphabet followed
by Facebook, as visualized in Figure 4 that links the most prevalent third-party parent
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companies to the services they distribute, which are, in turn, ranked according to the
number of apps they connect to.

Alphabet’s five third-party services appear 1,196 times in the dataset, and the company
accounts for 25% of all instances where a third-party service appears across all 500 apps.
Facebook’s nine third-party services, in turn, appear 1,062 times, and the company
thereby accounts for 22% of all instances of third-party services in the dataset. This
means that all apps on average employ at least two Alphabet-owned third-party services
and two services owned by Facebook. At a surface glance, Alphabet and Facebook,
thereby, seem to be somewhat equals in the market for mobile third-party services, yet
this is less the case if we look at the particular apps that use the third-party services
offered by the two companies. Although Facebook’s nine services are installed widely
and often in bulks of four or five, there are also many apps (35%) in the dataset that
do not employ any of them. Alphabet’s services, in turn, have a much larger reach,
serving 89% of all apps in the top 500. This means that some apps are highly reliant
on Facebook’s services, not least their social plugins (Helmond, 2015), while
Alphabet’s services make up a more general third-party infrastructure across the most
used Android apps worldwide (Blanke & Pybus, 2020). A more diverse bulk of actors
account for between 100 and 200 instances of third-party services installed on the
apps, and count companies such as Oracle, Verizon, AppLovin, Twitter, and Unity –
most of which are also represented in the dataset as app developers and owners.

Figure 3. Companies with the most accesses to user data through their app ownership and their

data accesses. The left side of the figure represents the most prevalent data access companies,

while the right side represents their most prevalent data accesses ranked according to the number

of times they figure in the dataset.
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Finally, a total of 99 companies (including Amazon, Yandex, Tencent, and Adobe)
account for the remaining 1,291 instances of third-party services that appear in the
dataset. Operating as ad trackers, content delivery networks, analytics, crash reporters,
and so forth, these third parties have made a business out of trading in, hosting, and
mining data obtained through apps.

Again, the already concentrated market for third-party services becomes even more so
once we calculate the different parent companies’ prominence according to the number of
times the apps that their services appear on have been downloaded. Alphabet’s third-party

Figure 4. The largest third-party service owners and their services. The left side of the figure

represents the most prevalent third-party parent companies, while the right side represents their

most prevalent third-party services ranked according to the number of times they figure in the

dataset.
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services appear on apps that are downloaded 228 billion times, accounting for 75% of the
total downloads of apps in top 500 (303 billion), while the third-party services owned by
the second most prominent company, Facebook, appear on apps that are downloaded 96
billion times and thereby make up 31% of the total downloads in the top 500. As men-
tioned in the methods section, third-party services are installed in apps as small pieces of
software, called SDKs. This means that whenever an app is downloaded, so is the third-
party SDK. If we multiply the number of times an SDK appears on a given app with the
number of times that app has been downloaded onto a mobile device, then Alphabet and
Facebook’s services account for respectively 33% and 21% of all third-party SDK down-
loads, meaning that the two companies alone cover half of all downloads of SDKs in the
dataset. In effect, apart from being able to harvest data from their own apps, the promi-
nence of Alphabet and Facebook’s third-party services means that the companies are
potentially able to access data from a multitude of other apps. Moreover, many of the
companies that provide apps, which might compete with Alphabet’s and Facebook’s
apps, are dependent on these very companies in their capacities of third-party providers.

Assets across the value chain

The preceding findings show that a few global market actors dominate across the markets
for apps, data accesses, and third-party services. Table 4 provides an overview of 12 com-
panies in the dataset that owns assets across all three links in the value chain. Their market
shares are calculated according to both prevalence and prominence and, thus, show that,
for instance, Amazon owns 2% (eight apps) of the 500 apps and accounts for 1% (2
billion downloads) of the total downloads in the dataset. Through these apps, Amazon
requests 1.8% of the total permissions to access user data corresponding to 0.5% of
the times a user has been requested to approve a permission. Finally, the company’s
two third-party services make up 1.2% of the third-party services that connect to the
500 apps and 1% of the total downloads of third-party services.

Being the dominant market actor across all three dimensions, Alphabet owns the most
downloaded apps, which also ask for the most accesses to harvest data and supplies the
most prevalent and prominent third-party services. Alphabet’s own apps generally collect
vast amounts of data from their billions of users, but have few third-party services
installed. Alphabet’s third-party services are, in turn, installed on a multitude of other
apps, meaning that these apps are highly dependent on Alphabet in terms of both func-
tionality (e.g. storage, distribution) and their business models (e.g. analytics, ad sales).
In other words, Alphabet is, on the one hand, an independent actor in the datafied
mobile markets, as the company does not need external third-party services and controls
large parts of the value chain’s underlying apps. On the other hand, Alphabet controls the
very infrastructures that other (competing) companies depend on insofar as the com-
pany’s third-party services solve a long list of challenges faced by app developers both
before and after launch of an app. When assessing the company’s power in the mobile
data economy, it is also relevant to take Alphabet’s other assets and activities into con-
sideration: its operating system (Android), the Google Play store, the Chrome
Browser, and Google Search are all equivalently dominating in the global digital
market (Lai & Flensburg, 2021).
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Conclusions

This article has explored how infrastructures for mobile datafication are controlled though
an empirical ownership analysis of the top 500 most downloaded apps in the Google Play
store, their data accesses, and third-party services. The underlying premise of our analysis
is that we need to understand contemporary configurations of power in the mobile
economy as inseparably tied to datafication. If we are to study, scrutinize, and ultimately
monitor and regulate developments in datafied mobile markets, we need empirical evi-
dence, which documents ownership structures that cut across different genres of apps
and various modes of data harvesting and distribution. Our study thereby serves as an
empirical baseline for future analyses and monitoring initiatives while at the same time
testifying to critical competition structures and monopolization tendencies that have
gained renewed attention in recent policy debates.

The analysis outlines how a handful of powerful companies control the very infra-
structures for mobile datafication by owning assets across the value chain. The app
market is (still) a “superstar market” (Zhong & Michahelles, 2013) where a few corpora-
tions – Alphabet, Samsung, Facebook, Microsoft – are both highly prevalent and promi-
nent in terms of apps and downloads. The market for data accesses is, likewise, extremely
concentrated since the same few corporations’ dominance in the app market is mirrored in
their control over data accesses. Lastly, the market for third-party services is ruled by two
major actors – Alphabet and Facebook – although it is inhabited by a wide range of
smaller companies too. In other words, we show how a group of elite of “data rich” com-
panies (Andrejevic, 2014; Boyd & Crawford, 2011) has become commercially superior to
smaller competitors and newcomers that, in turn, are desperately dependent on the ser-
vices and infrastructures provided by the elite companies. As such, the analysis docu-
ments and confirms a number of things that we already (think we) know about
datafied mobile markets, yet it provides systematic and empirical evidence for such

Table 4. Parent Companies that Own Assets across the Value Chain. The Companies’ Market

Shares in Terms of Prevalence and Prominence in Apps, Data Accesses, and Third-Party Services.

Parent company

Apps Data accesses Third-party services

Prev. Prom. Prev. Prom. Prev. Prom.

Alphabet 10,00% 45,00% 13,10% 54,10% 25,10% 33,10%

Facebook 3,00% 8,00% 4,10% 10,70% 22,30% 20,10%

Microsoft 2,00% 3,00% 2,90% 3,10% 1,10% 1,50%

Amazon 2,00% 1,00% 1,80% 0,50% 1,20% 1,00%

Verizon 0,40% 0,10% 0,50% 0,10% 3,50% 2,30%

Twitter 0,20% 0,40% 0,30% 0,40% 2,20% 1,80%

AppLovin 0,40% 0,10% 0,20% 0,00% 2,60% 1,80%

Alibaba 1,00% 1,00% 1,80% 0,90% 0,10% 0,10%

Mail.Ru 0,40% 0,90% 0,60% 0,10% 1,00% 0,80%

Tencent 0,80% 0,40% 1,20% 0,40% 0,40% 0,30%

Adobe 0,60% 0,30% 0,50% 0,20% 0,10% 0,10%

SoundHound 0,20% 0,00% 0,10% 0,00% 0,10% 0,10%
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claims. While previous studies have discussed Alphabet and Facebook’s roles in the
markets for, for instance, digital advertising, web search, and social networking (e.g.
Haucap & Heimeshoff, 2014), we provide an empirical baseline for measuring and mon-
itoring ownership structures that cut across mobile markets that are seldom explored in
combination.

The findings must be viewed in light of a number of limitations that follow from the
methods of the study. Most importantly, the sample containing the most downloaded
Android apps in Google Play is not representative of the entire app ecosystem, and there-
fore potentially underestimates the power of actors like Huawei and Apple, and overes-
timates that of Google and other developers. Moreover, since the data was scraped from
Google Play in November 2020, it inevitably shows a snapshot of circumstances that are
in constant development (think of new accesses to data or novel third-party collabora-
tions). That is, the snapshot adheres to the standards and configurations of Google
Play at that time, the 500 apps, the standing Android operating system (Android 11),
and the information on third-party services available in the Exodus Privacy database.

These limitations aside, the study makes important contributions to the emergent
research agenda around mobile datafication, not least when it comes to providing an
empirical foundation for future research endeavors. While the preceding analysis
focused on ownership structures as an entry point to exploring control over infrastructures
for mobile datafication, future analyses should dig deeper into the specific findings
regarding data practices and business models. For instance, the static approach applied
in the collection and analysis of the data leaves important blank spots regarding the
actual data harvesting and distribution processes in the mobile data economy, which
could be interrogated through dynamic analyses of data streams, or field studies investi-
gating app development, data governance, and negotiations between stakeholders. In
addition, longitudinal analyses building on this baseline study should be conducted in
order to follow and document the development in datafied mobile markets and assess
the evolution of a political economy of mobile datafication. Increased monitoring prac-
tices are also key to future regulatory interventions to increase diversity in app ecosys-
tems. Finally, extending the global perspective applied in this analysis, future studies
should focus on geopolitical differences that surely shape regional datafied mobile
markets. Such empirical studies would be highly valuable for exploring and testing emer-
ging hypotheses and typologies for understanding the different internets of the world
(O’Hara & Hall, 2018). For instance, by analyzing how the American ban of Huawei
(Pompeo, n.d.) affects mobile markets in regions that rely heavily on Huawei’s services.
In other words, this article is a starting point for pushing apps from the periphery to the
center of mobile communication research and critical data studies alike, and for venturing
into the still highly unknown land of mobile datafication.
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