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ABSTRACT
Consumer purchase data (CPD) can be a powerful tool in the investigation of foodborne 
outbreaks through analyses of electronic records of food that individuals buy. The objective 
of this study was to develop a common framework for use of CPD in foodborne outbreak 
investigations using the expertise of European public health professionals from 11 European 
countries. We also aimed to describe barriers and limitations preventing CPD utilization.
CPD are mainly gathered from supermarket loyalty programmes, smaller consortia, and 
independent supermarkets. Privacy legislation governing CPD was perceived as the most 
crucial barrier for CPD usage, but still resolvable. The main practical challenges were obtain-
ing consumer consent for CPD usage, the associated workload, data access, format, and 
analysis. Harmonising methods and reporting across countries, standardised consent forms 
and electronic consent methods were identified as solutions.
This guideline was developed to support outbreak investigators in overcoming barriers in 
using CPD, thereby increasing public health professionals’ application and value of this 
powerful investigation tool. In addition, we hope this framework will lead to more public 
health institutions, in collaboration with food safety authorities, making use of CPD in out-
break investigations in the future.
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Introduction

Consumer purchase data (CPD) are electronic 
records of consumer purchases, collected by the retai-
lers (e.g. supermarkets) and stored in secure data-
bases with key customer and product details [1]. 
CPD can be divided into two types; individual and 
population-level data. Individual-level data may be 
collected anonymously with unique purchases or as 
individual customer identifiable data. This data con-
tains information on store location, purchase time, 
and product names. The population-level data are 
aggregated data, including store location, product 
type, and purchase time. For foodborne outbreak 
investigations, the individual-linked CPD is the pri-
mary focus. CPD can be subsequently linked to indi-
viduals by loyalty or membership cards, credit or 
debit cards, or by printed receipts or bank statements 
crosschecked with retailer databases.

Foodborne diseases are a global, growing challenge 
with economic and public health impacts [2]. Early 
detection, implementation of control measures, noti-
fication, and investigation of foodborne outbreaks are 

key actions in identifying correct public health mea-
sures to reduce the burden of foodborne illness in the 
population. Outbreak investigations follow standar-
dised steps. One of the critical challenges for analy-
tical questionnaire data is the recall bias for the case 
patients and healthy referral participants to remem-
ber what they have purchased and eaten during the 
incubation period. Therefore, CPD are increasingly 
used as a tool in aiding foodborne outbreak investi-
gations. However, there has been heterogeneity in the 
CPD usage methods among public health and food 
safety professionals. CPD is infrequently used in 
foodborne outbreak investigations [1], and if utilized, 
CPD methodology is often poorly described in the 
literature. Figure 1 shows pathways of foodborne 
outbreak investigations using consumer purchase 
data.

CPD is commonly used for hypothesis generation 
and gathers further evidence for any existing hypothesis 
[3–8]. CPD has also been used to conduct trace-back or 
perform analytical studies [9–14]. CPD has been shown 
to be a powerful tool in severe outbreaks with a single or
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few cases (e.g. botulism, listeriosis) when standard, sta-
tistical methods have failed to identify the causative 
vehicle [14,15]. Overall, heterogeneous ways to report 
on outcomes, description of CPD methodology and 
how CPD was collected, utilised or analysed have been 
major challenges [1]. Thus, the low use of CPD in 
foodborne investigations could be due to lack of aware-
ness, knowledge and standardised protocols.

Materials and methods

We conducted a questionnaire survey among public 
health and food safety professionals across Europe to 
elucidate barriers on the use of CPD in foodborne out-
break investigations under the EU-wide Horizon 2020 
programme of the NOVA consortium (Novel 
approaches for design and evaluation of cost-effective 
surveillance across the food chain, https://onehealthejp. 
eu/jrp-nova/). Investigators from 11 European countries 
completed the survey, seven countries reported applying 
CPD in outbreak investigations, typically within national 
or regional public health institutes, or national food safety 
authorities. We also conducted focus group discussions 
among European disease outbreak public health specia-
lists to further illuminate barriers and map existing usage 
of CPD in outbreak scenarios. These specialists were 
identified following a broad invitation to participate dis-
tributed via the Epiet Alumni Network (EAN) (https:// 
www.ecdc.europa.eu/en/epiet-euphem/about/intro). The 
discussions were done as a series of three online meetings 
in 2019.

Results

General barriers in the use of CPD

Several barriers preventing the use of CPD exist on an 
either regional, national or global scale. Barriers can be 

categorised as data availability and format constraints, 
feasibility constraints, or legislative constraints. Steps to 
be considered and reported if CPD were used in the 
outbreak investigation are presented in Figure 2.

Data availability and format constraints

CPD are primarily gathered from supermarket loyalty 
programmes, mainly from larger supermarket chains, 
but smaller consortia and individual supermarkets 
may also hold valuable CPD. The availability of 
CPD differed by the size of the retailer, with smaller 
regional retailers less likely to store CPD, and more 
prone to unavailability issues. In contrast, large 
nationwide retailers have centralized servers, database 
storage facilities, and more employees with technical 
knowhow to assist the request. The format of the 
stored data varied from one retailer to another, com-
plicating data handling and flexibility of obtaining 
data, especially if the data acquirement process is to 
be automated. Digitalized CPD from large, national 
supermarket chains will most likely become available 
for use in the near future. However, smaller retail 
chains or individual retailers might only have local 
or regional coverage and are therefore less likely to 
have CPD readily available.

Feasibility constraints

Obtaining and analysing the data can be time consum-
ing depending on several factors such as ease of data 
access, data format, and patient compliance, especially 
when CPD was in analogue format or used for hypoth-
esis generation. Seven out of 11 European countries 
considered practical constraints or technical obstacles 
for obtaining and using CPD major issues, with work-
load being the primary obstacle. The number of steps

Figure 1. Pathways of foodborne outbreak investigations using consumer purchase data (CPD).
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and persons/institutions required before data access is 
granted is challenging when working with retailers. 
Subsequently, data handling and the use of different 
formats are significant obstacles in using CPD from 
different supermarkets. Optimising and automating the 
processes are considered priorities, as the workload on 
handling and processing data was perceived as impor-
tant barriers to implementing CPD in outbreak 
investigations.

Legislative constraints

The consensus was that insecurity regarding privacy 
legislation governing CPD is perceived as the most 
important barrier together with the ability to share 
consumer-level data with public authorities. 
Individual public health agencies need to work within 
the existing national legal position and public accept-
ability around data sharing. Obtaining consent from 
consumers can be complicated and time-consuming.

Figure 2. Standard operating procedures for reporting consumer purchase data (CPD) in regards to foodborne outbreak 
investigations.
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Country specific differences

Some of the barriers encountered were partly country 
specific and determined the ease of using CPD. If 
a country had low coverage of supermarket chains 
and many small retailers, the challenge to gather CPD 
is much greater than in a country with fewer super-
market chains. The presence of a third-party collect-
ing data from several supermarket chains in one 
database facilitates the use of CPD. Such a third 
party currently exists in Denmark, Sweden, Norway, 
and Finland. However, collection of grocery-related 
CPD was only widely used in Denmark. Within the 
EU, there were large differences in the proportion of 
cash-based transactions versus digital transactions, 
though loyalty card schemes often allow customers 
to register cash purchases as well.

We provide a practical guideline for using CPD in 
foodborne outbreak investigations; in summary, the 
steps include establishing data availability, ensuring 
informed consent from cases, acquiring data from 
retailers or third party providers, data formatting 
and background information issues and conducting 
the analysis.

Guideline for using consumer purchase data 
(CPD) in outbreak investigations

This guide provides an overview of the required pro-
cesses when using consumer purchase data (CPD) in 
foodborne outbreak investigations.

(1) Establish data availability
Food purchases need to be paid by cards or payments 
identifiable by loyalty cards or equivalent to enable use 
of CPD in a foodborne outbreak investigation. The data 
needs to be stored on servers at the retailers or third- 
party providers. The data and data delivery mechanisms 
should be curated before an outbreak occurs to avoid 
discussions on what data to include, such as purchase 
date and time, quantity, and items of purchases.

(2) Secure informed consent
The requirements for informed consent vary between 
countries and retailers and should be legally sound and 
not delay the rapid use of CPD. Where required by 
national legal standards, informed consent on the usage 
of CPD must be obtained from cases and controls 
included in the outbreak investigation. In addition, the 
consent needs to cover the pathogens’ incubation time, 
disease reporting delay, shelf life of suspected products, 
and extended storage (e.g. freezing) before consumption.

(3) Acquire data from retailers or third-party 
provider
Data may be obtained directly from retailers or via 
a third-party provider given that the customers have 
obtained informed consent. Depending on data sto-
rage system, loyalty cards, and bank statements con-
taining information on the purchases obtained from 

the consumers, it might be necessary to link consu-
mers and their CPD. Third-party providers may col-
lect CPD from selected supermarket chains based on 
bank/credit cards enabling linkage of CPD directly 
from a range of retailers simultaneously.

(4) Data formats and background information
The data may have various formats, from only pro-
duct type to detailed information about each specific 
product purchased. Nevertheless, information on the 
proportion of retailers included in the investigation 
should be recorded. Depending on the data source, 
the level of product information will be recorded at 
three levels: level 1 – product type, level 2 – product 
name (commercial and generic), and level 3 – 
a unique barcode/item number/GTIN/EAN/UPC 
that identifies product ingredients, and storage infor-
mation. The data available at card user/household 
level might require household-level consent if the 
household consists of more than one person perform-
ing the grocery shopping.

(5) Conduct analysis
Depending on data formats, percentages of cases con-
suming each product should be recorded. To find 
shared food items between cases hypothesis genera-
tion or analytical studies can be done. Based on CPD 
findings, the investigators should consider further 
investigations if needed. This might include food 
sampling investigations, analytical studies or trace- 
back and trace-forward studies. Conducting espe-
cially microbiological analysis on suspected food 
items is of vital importance.

Discussion

Standardised reporting for outbreaks using CPD

Past studies have reported CPD usage in very differ-
ent ways [1]. This clearly illustrates the need for 
a standardized framework for investigating and 
reporting. Our study presents a direct and practical 
approach in applying and reporting CPD under var-
ious outbreak settings. Figure 2 illustrates the steps 
that should be considered and reported if CPD is 
used in the outbreak investigation. First, it is impor-
tant to report the market coverage (how large 
a proportion and geographical coverage of the mone-
tary market the retailers providing CPD cover), 
unless other data indicates a specific supermarket 
chain as the source of the outbreak. In addition, 
retailer coverage might be important in assessing 
the geographical spread of cases and the strength of 
an association. Also, the variables typically available 
in the CPD such as product type, product name, 
batch number are crucial to understand the strength 
and limitations of the investigation. In a previous 
review [1], we could identify only one study [9],
which thoroughly described the CPD variables.

4 S. JORE ET AL.



We would encourage national authorities to arrange 
dedicated workshops with retailers and public health/ 
food safety agencies to agree and establish general pro-
cedures needed for outbreak investigations. Ideally, 
such agreed procedures should be published in relevant 
outbreak response documents/plans in the public 
domain to ensure transparency and public access. Our 
framework can assist wide implementation and ease 
access to CPD usage while reporting guidelines provide 
consistency in publications. However, despite 
a structured framework (Figure 1), practical obstacles 
like country-specific barriers need to be addressed. 
Nonetheless, we perceive this framework as 
a necessary and significant step forward. Purchases are 
increasingly cash free and the possibilities of applying 
CPD in foodborne outbreak investigations and wider 
consumer health studies, are thus increasing. CPD data 
has proven powerful when used, even with limited 
access to CPD [1]. As CPD will cover a larger percen-
tage of the population and from multiple retailers, CPD 
will likely gain importance as a starting tool after 
hypothesis generation in foodborne outbreak investiga-
tions, rather than as a tool used when all other sources 
seem exhausted. As the CPD becomes readily available, 
foodborne outbreak investigation teams should explore 
the possibilities of this type of data more frequently.

Strength and limitations of CPD used in outbreak 
investigations

Usage of CPD is also beneficial for retailers as it allows for 
rapid identification of implicated products and robust, 
targeted control measures. CPD can also assist in exclud-
ing incorrectly hypothesized products. CPD are poten-
tially very powerful in overcoming recall bias regarding 
foods or product type, especially when multiple types of 
the same food are suspected.

Naturally, there are, also inherent limitations when 
using CPD. Regardless of the CPD quality, the purchase 
of a product does not necessarily equal consumption. 
More importantly, lack of purchase does not necessarily 
mean lack of consumption; CPD tend to primarily cap-
ture foods consumed in the household. In addition, 
defining the CPD exposure period can also be 
a challenge, as purchase date does not necessarily equal 
consumption date. Public health and food control profes-
sionals need to consider the exposure period of interest, 
based on disease epidemiology, hypothesized food pro-
duct, and shopping patterns. Another challenge is the 
sometimes long shelf life of products and the potential 
to freeze certain products. Finally, it cannot be ruled out 
that the consumers have bought products at retailers not 
providing purchases or not using their loyalty card every 
time, variably paid with cash only, or conducted other-
wise non-registered purchases.

CPD is a relatively new methodology, but consider-
able differences between countries exist in the applica-
tion of CPD. Current practice has evolved in different 
countries based on legal and regulatory policies, rela-
tionships between public health/food safety agencies and 
retailers, and capacity to undertake such investigations. 
This framework for use of CPD is based on a broad 
consensus among experienced outbreak investigators 
and were critically reviewed by experienced public 
health and food safety professionals. Outbreaks necessi-
tate rapid access and analysis to inform control mea-
sures. Public health authorities and food safety 
authorities should work with their retailers and other 
data holders to consider how CPD could be used rapidly 
in outbreak situations within the legal framework. 
Systematically developed guidelines can improve acces-
sibility and enhance use of CPD. Further, it can also aid 
in improving the transparency and comparability of 
studies and thus impact the quality of research done in 
this domain.
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