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 “Software is eating the world…”1 “…and the law is next.”2 
 

 
Abstract: This chapter investigates the broad range of real-world applications of 
smart contracts and relevant rules associated with them by examining the 
requirements coming from supply chain management and the current technical 
landscape. Issues such as copyright protection, product delivery etc., have been 
enforced through various technological means. However, more dynamic means 
are now needed. The modern supply chain is a complex network of suppliers and 
creators and it has become increasingly difficult to control and track abnormal 
conditions occurring during manufacturing, delivery, sale, and management. This 
chapter will use the AffectUs:TagItSmart semantic and event detection 
framework as a use case example to demonstrate how the aforementioned 
concepts could be implemented with relevant pseudo-code that can be used as 
triggering logic or core rules in potential smart contracts for supply chains. The 
transformation of these rules and use of semantics will provide a more effective 
and multi-layered end-to-end supply chain solution that can aid in the integration 
with a smart contract rationale. 
 
Keywords: Smart contracts, blockchain, pseudo-code, intellectual property rights 
(IPRs), product quality, product delivery, counterfeit goods, modern supply 
chains 
 
 

1 Introduction 
 
The idea of “software eating the law” has been around for more than six decades. In his seminal 
paper on this issue, Layman Allen suggested a new approach to drafting using certain basic 
notions of symbolic logic as a “razor-edged tool for drafting and interpreting legal 
documents.”3 According to Allen, this would help eliminate the ambiguity in legal texts that is 

 
1 Marc Andreessen, ‘Why Software is Eating the World’ The World Street Journal (20 August 2011). Available 
at: http://www.wsj.com/articles/SB10001424053111903480904576512250915629460. Accessed 1 August 
2020. 
2 Kenneth Chan, ‘Software is Eating Law’ (25 September 2016). Available at: https://lawtech.asia/software-is-
eating-law/. Accessed 1 August 2020. 
3 Layman E. Allen, ‘Symbolic Logic: A Razor-Edged Tool for Drafting and Interpreting Legal Documents’ 
66 Yale L.J. (1957), p. 833. Available at: https://digitalcommons.law.yale.edu/ylj/vol66/iss6/5. Accessed 1 
August 2020. 



the cause for different possible interpretations of the legislator’s actual intent. It would permit 
a more precise and efficient method of legal reasoning as well as drafting.4 

The study of logic is concerned with forms of reasoning. It is therefore essential for all 
pursuits, including law. John Stuart Mill famously called logic “the art of reasoning” and later 
the “art of thinking.”5 Elaborating (or coding) a smart contract is very similar to the concepts 
behind symbolic logic as it uses logical expressions through the use of symbols and variables, 
instead of plain language. 

This chapter follows a similar symbolic logic structure, in particular, it explores how 
semantics and event detection in the AffectUS semantic framework can support smart contract 
implementation requirements in modern supply chains. The framework incorporates concepts 
in a machine-readable way that tracks the distribution of goods that may be the subject of 
intellectual property rights (IPRs). It includes concepts that enable the modelling of ownership, 
dependencies, supply chain relations as well as embedding of logical rules that can detect 
potential violations in goods management or distribution.  

These declarations are expressed in the Ontology Web Language (OWL): “a Semantic Web 
language designed to represent rich and complex knowledge about things, groups of things, 
and relations between things. OWL is a computational logic-based language such that 
knowledge expressed in OWL can be exploited by computer programs, e.g., to verify the 
consistency of that knowledge or to make implicit knowledge explicit.”6 AffectUs is a service-
oriented system that links to other baseline systems (such as product monitoring platforms (e.g., 
https://evrythng.com) and correlates information between stakeholders.7  

The system retrieves the semantic declarations and uses an internal logic to detect various 
exceptions from a normal situation (such as a product id in two different places as an indication 
of counterfeit existence, delay in product delivery, etc.), while exploiting smart tag indications 
with relation to quality aspects of the delivered goods (such as maximum encountered 
temperature along the product’s journey).  

Upon detecting such events, the system notifies all affected stakeholders – producers and 
consumers of the product – through notification endpoints that they have defined. The usage 
of these rules and semantic concepts can help future efforts generate smart contracts that will 
provide a more effective and multi-layered end-to-end supply chain solution. 

This chapter is divided into 5 sections. Section 2 briefly discusses the intersection between 
blockchain technology and smart contracts in modern supply chains. Section 3 explains the 
AffectUS platform for enabling ecosystems of connected objects. Section 4, delves into detail 
concerning the legal requirements in the supply chain and their technical implementation. 
Section 5, concludes. 
 

 
4 Ibid. 
5 Christopher Hookway, ‘The Pragmatic Maxim: Essays on Peirce and Pragmatism’ (Oxford University Press, 
2012), 87. 
6 W3C Ontology Web Language, Available at: https://www.w3.org/OWL/. Accessed 1 August 2020. 
7 Kousiouris, G., et al., (2019). A Microservice-based Framework for Integrating IoT Management Platforms, 
Semantic and AI Services for Supply Chain Management. ICT Express, 5(2):141-145. 



2 Blockchain and Smart Contracts in Modern Supply Chains  
 
Blockchain and smart contracts are already two of the most hyped terms of the twenty-first 
century. It has been said that the combination of these two innovations can revolutionize the 
world.8 Some think that bankers, notaries and even lawyers might soon have to offer new 
services and reinvent the way they do business or risk becoming redundant and obsolete.9 
Blockchain and smart contracts will also allow users to exert more control over their data, 
assets, and identities.10  

Blockchain is a type of immutable and distributed digital ledger.11 Immutable means that it 
cannot be edited since it is very difficult to change something (alter or remove) once an entry 
is added to the blockchain.12 Distributed, because there is a network of several independent 
computers (nodes) connected together and the blockchain is shared among all the participants 
of the network. Digital ledger, because it is a computerized record of all transactions made. It 
is similar to a large database (almost like a shared Excel table) that contains all the information 
in rows or cells.13 

More specifically, the blockchain is a data structure composed of time-stamped and 
cryptographically linked blocks.14 This means that each block has a cryptographic hash-code 
(a unique finger print) of the previous code, which is used to authenticate the transaction source, 
circumventing the need for a central intermediary. A hash-code can basically be used to verify 
the integrity of the data and files.15  

Cryptography and hash-code are the two linchpin components of the blockchain that make 
the supply chain a secure environment to improve product traceability. They are how the 
blockchain permits the secure transfer of instances of value such as money, assets, property 

 
8 Andrew Gazdecki, ‘Five Ways Blockchain Could Change the World’, Forbes (7 September 2018). Available 
at: https://www.forbes.com/sites/forbestechcouncil/2018/09/07/five-ways-blockchain-could-change-the-world/. 
Accessed 1 August 2020. 
9 Brett Cenkus, ‘Will Smart Contracts Finally Rid the World of Lawyers?’ (2 February 2018). Available at: 
https://hackernoon.com/even-the-best-smart-contracts-wont-put-lawyers-out-of-work-anytime-soon-
a224736e0235. Accessed 1 August 2020. 
10 Mukadder Horasan, ‘Blockchain Technology and Finance’ in Nezihe Tüfecki (ed) Innovative Approaches in 
the Business World (Hiperlink Yayinlari, 2018), 185; Marcelo Corrales Compagnucci et al., ‘Tomorrow’s 
Lawyer Today? Platform-Driven LegalTech, Smart Contracts & the New World of Legal Design’ 2019 JIL 
22(10):3. 
11 Marcelo Corrales Compagnucci, Mark Fenwick and Nikolaus Forgó, ‘Disruptive Technologies Shaping the 
Law of the Future’ in Marcelo Corrales Compagnucci et al., (eds) New Technology, Big Data and the Law 
(Springer, 2017), 7. 
12 This feature is very attractive for organizations of various sectors. However, as the DTCC, 2016 White Paper 
on Blockchain technology pointed out, “immutability” is not particularly attractive to e.g., the financial sector as 
there are many errors and frauds in the real world that may need corrections and clarifications. See Angela 
Walsch, ‘Open-Source Operational Risk: Should Public Blockchains Serve As Financial Market 
Infrastructures?’ in David Lee Kuo Chuen and Robert H. Deng (eds) Handbook of Blockchain, Digital Finance, 
and Inclusion, ChinaTech, Mobile Security, and Distributed Ledger, Vol. 2 (Academic Press, 2017), 247. 
13 Richard Sandor, ‘Electronic Trading and Blockchain: Yesterday, Today and Tomorrow’ (World Scientific, 
2018), 20. 
14 Ammar Rayes and Samer Salam, ‘Internet of Things From Hype to Reality: The Road to Digitization’ Second 
Edition (Springer, 2019), 272. 
15 Gavina Baralla et al., ‘A Blockchain Based System to Ensure Transparency and Reliability in Food Supply 
Chain’ in Gabriele Mencagli et al. (eds) Euro-Par 2018: Parallel Processing Workshops: Euro-Par 2018 
International. Turin, Italy. August 27-28, 2018. Revised Selected Papers (Springer, 2019), 385. 



and identity credentials on the Internet without the necessity of an intermediary involved such 
as a bank or a government agency.16 

Blockchain and other distributed ledger technologies (DLT) have found applications in 
areas that go beyond the Fintech sector.17 They are being used to improve product traceability 
and provenance throughout the extended supply chain.18 The modern supply chain is a complex 
network of partners and suppliers dispersed across the world; there are multiple entities that in 
turn act as consumers and then producers of goods in order to complete the chain.19 

Due to this multi-function and multi-participant ecosystem, it has become increasingly 
difficult to manage the supply chain across various axes, such as detection and protection 
against counterfeiters, automated payment release upon satisfactory delivery, etc. Furthermore, 
satisfaction may be declared through various parameters including timely delivery, state of the 
delivered goods, liability for damages of products along the chain, etc.  

For these purposes, therefore, smart contracts are seen as a potentially innovative tool to 
automatically execute the agreements between the various involved parties. At the most basic 
level, smart contracts are “machine readable transaction protocols which create a contract with 
predetermined terms.”20 This is the definition first introduced by the American cryptographer 
Nick Szabo in 1994. In a later paper, Szabo came up with better definition as “a set of promises, 
specified in digital form, including protocols within which the parties perform on these 
promises.”21 He called these new contracts “smart,” because they are far more functional than 
the classic inanimate paper-based versions of the same agreement.22  

Smart contracts are not necessarily related to the traditional concept of a contract as we 
know them in the legal field. They are in essence computer programs stored in the blockchain 
or DLT as a code. As such, their logic and state are shared between the nodes of the network; 
given the appropriate triggering input (e.g., delivery of a good in a supply chain entity), the 
relevant contract may be executed (e.g., transfer of funds from the receiver to the producer). 
They could also be referred as “algorithmic contracts” because they are programmed with a set 
of rules under which the involved parties to that smart contract convey to interact with each 
other.23 The main goal of smart contracts is to automate transactions. 

 
16 Melanie Swan, ‘Blockchain for Business: Next Generation Enterprise Artificial Intelligence Systems’ in 
Pethuru Raj and Ganesh Chandra Deka (eds) Advances in Computers. Vol. 111. Blockchain Technology: 
Platforms, Tools and Use Cases (Academic Press, 2018), 128. 
17 Marcelo Corrales Compagnucci, Toshiyuki Kono and Shinto Teramoto, ‘Legal Aspects of Decentralized and 
Platform-Driven Economy’ in Marcelo Corrales Compagnucci et al., (eds) Legal Tech and the New Sharing 
Economy (Springer, 2020), 3. 
18 LOP, ‘Un(b)locking Traceability with Blockchain?’ Available at: https://www.lop.ai/unblocking-traceabillity-
with-blockchain/. Accessed 1 August 2020.  
19 Supun Perera et al., ‘Modelling Supply Chains as Complex Networks for Investigating Resilience: An 
Improved Methodological Framework’. Available at:  
https://www.australasiantransportresearchforum.org.au/sites/default/files/ATRF2015_Resubmission_118.pdf. 
Accessed 1 August 2020. 
20 Kristian Lauslahti et al., ‘Expanding the Platform: Smart Contracts as Boundary Resources,’ in Anssi 
Smedlund et al., (eds) Collaborative Value Co-creation in the Platform Economy (Springer, 2019), 66. 
21 Nick Szabo, ‘Smart Contracts: Building Blocks for Digital Markets’, (1996). Available at: 
http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo
.best.vwh.net/smart_contracts_2.html. Accessed 1 August 2020. 
22 Ibid. 
23 Nick Vyas, Aljoska Beije and Bhaskar Krishnamachari, ‘Blockchain and the Supply Chain: Concepts, 
Strategies and Practical Applications’ (Kogan Page, 2019), 57. 



Smart contracts are programmed using a generic “If-Then-Rule.”24 The logic behind shapes 
the structure of the programming language. For instance, if A = B, Then C = A, Else C = D.25 
This also follows the same kind of logical argument applied to “syllogisms” or deductive way 
of reasoning to arrive to a conclusion based on two or more propositions that are presumed to 
be true.26 

One of the main challenges of smart contracts is how to translate and embed complex legal 
issues into computer code as well as document the complex concepts in a supply chain 
ecosystem and their inter-relations. This is an ongoing debate and bottleneck for software 
developers and lawyers. We propose that the best approach is through a “pseudo-code.” It is 
essentially a representation of a program sequence or algorithm that is not intended to be run 
directly on a machine, but that is used to outline the program without using any specific 
programming language. Pseudo-code is a method to develop a computer software before it is 
coded.27 

In other words, the pseudo-code describes how the software developer would implement an 
algorithm before deciding the syntactical language details. Fundamentally, it is a generic text 
containing some keywords that provide a specific set of instructions to code the programming 
language itself. Then, the pseudo-code can be easily translated into a specific language and 
source code28 which could be embedded into the architectural design of the blockchain.29 

In this chapter, we present a set of supply chain semantic concepts that can indicate relations 
as well as dependencies between supply chain participants, as well as pseudo-code that can 
detect a number of events affecting the supply chain operation using the AffectUs semantic 
framework explained below. As such, the provided logic can be used either as part of the 
triggering mechanism of a blockchain system or potentially even as part of the smart contract 
logic used during the investigation of fulfilment of the contract.   

3 The AffectUs Framework 

AffectUs is an extension module to the H2020 TagItSmart (TIS) project. It is essentially a 
service-oriented system that links to other baseline systems such as the www.evrythng.com 
monitoring platform for IoT systems, through which individual items can be tracked and 
monitored during their journey across a supply chain. The framework monitors the course of 
the product along the whole supply chain network from producer to consumer (including 
factories, warehouses, distribution centers, retail stores, etc.). If something unexpected happens 

 
24 Marcelo Corrales Compagnucci, Paulius Jurčys and George Kousiouris, ‘Smart Contracts and Smart 
Disclosure: Coding a GDPR Compliance Framework’ in Marcelo Corrales Compagnucci, Mark Fenwick and 
Helena Haapio (eds) Legal Tech, Smart Contracts and Blockchain (Springer, 2019), 203. 
25 Marcelo Corrales Compagnucci, ‘Big Data, Databases and ‘Ownership’ Rights in the Cloud’ (Springer, 
2020), 242. 
26 John Corcoran (ed) ‘Ancient Logic and its Modern Interpretation’ Proceedings of the Buffalo Symposium on 
Modernist Interpretations of Ancient Logic’, 21-22 April 1972 (Springer, 1974). 
27 Marcelo Corrales Compagnucci, Mark Fenwick and Helena Haapio, ‘Digital Technologies, Legal Design and 
the Future of the Legal Profession’ in Marcelo Corrales Compagnucci, Mark Fenwick and Helena Haapio (eds) 
Legal Tech, Smart Contracts and Blockchain (Springer, 2019), 13. 
28 David Brooks, ‘Problem Solving with Fortram 90: For Scientists and Engineers’ (Springer, 1997), 27. 
29 Marcelo Corrales Compagnucci, Paulius Jurčys and George Kousiouris, ‘Smart Contracts and Smart 
Disclosure: Coding a GDPR Compliance Framework’ in Marcelo Corrales Compagnucci, Mark Fenwick and 
Helena Haapio (eds) Legal Tech, Smart Contracts and Blockchain (Springer, 2019), 191. 



e.g., product delay, it notifies the producer and potential consumer of the product (such as if a 
business waiting for the product to be used as raw material). This enables a more sustainable, 
secure and transparent supply chain.30 

Possible use cases of such a system include: evidence of creatorship, provenance to 
authenticate key product information, registering and clearing intellectual property (IP), 
providing evidence of genuineness and/or quality of the product, establishing and enforcing IP 
license agreements or exclusive distribution networks, and making payments in real-time to IP 
owners. Finally, it may also be used for the detection of counterfeit products, retrieval of stolen 
goods as well as parallel-imported products.31 

Based on this end-to-end visibility and authenticity through item-level real-time intelligence 
and analytics, a number of rules can be applied on top, from simplistic to more complex ones, 
in order to enable various event detection logics such as counterfeit products, product delay, 
transit effects on product quality etc. Consider the situation where a product’s near field 
communication (NFC) tag appears simultaneously in two different locations. NFC is a wireless 
technology which enables the transfer of data to another NFC device, such as a smart phone. 
NFC tags contain small microchips and antennas where small datasets are encoded. The actual 
amount of data varies depending on the NFC chip used.32 If this data were duplicated, this often 
implies that a counterfeiter may have removed the NFC tag from the genuine item and reapplied 
it to the counterfeit product. Smart tags are programmed with relevant information and then 
connected to almost any kind of product, allowing users to read them with a smartphone or 
another NFC-capable device. However, given that the item is tracked and monitored through 
its journey from the factory to the retail location, it is easy to detect whether the specific item 
has found its way to a specific location in a legitimate or not manner. The ability to process 
such journey data (combined with a semantic annotation of the supply chain structure 
indicating the involved entities) opens up a number of analytics capabilities and reasoning 
rationale that may span across various domains, starting from supply chain performance (e.g., 
in terms of delays experienced in each step) to IP issues.  

The AffectUs platform can, for example, identify abnormal situations with relation to the 
state of a supply chain, based on AI models created from historical data regarding transition 
times from stage to stage and events identified and linked to the chain structure. Imagine that 
a product manufacturer declares that it is using a specific product as raw material in a supply 
chain. The system retrieves this product’s information and – through an internal logic system 
and predefined endpoints – detects various exemptions from a normal situation. Similarly, it 
can apply simple “If-Then-Else” rules (as the ones mentioned above) through which aspects 
such as multiple occurrences of the same product ID appearing in different locations, can be 
communicated to the product manufacturer and other stakeholders in the supply chain. 

 
30 See https://evrythng.com. Accessed 1 August 2020. 
31 Birgit Clark, ‘Blockchain and IP Law: A Match Made in Crypto Heaven’ WIPO Magazine (February 2018). 
Available at: https://www.wipo.int/wipo_magazine/en/2018/01/article_0005.html. Accessed 1 August 2020. 
32 NFC Tags Explained, Seritag (22 April 2020). Available at: https://seritag.com/learn/using-nfc/nfc-tags-
explained. Accessed 1 August 2020. 



4 Legal Requirements in the Supply Chain context and their technical 
addressing  
 
Modern supply chains are characterized by a globalized network of participants, acting either 
as suppliers or receivers (or both) of goods along the production line. Different systems and 
stakeholders need to cooperate and synchronize in order to efficiently and optimally deliver 
raw materials and manufactured goods. Furthermore, a set of requirements emerge that have 
to do with either legal, technical or organizational aspects. Below, these requirements are 
presented and a high-level technical description is given as to how they are addressed in the 
context of AffectUs and TagItSmart. These would need to be taken under consideration in the 
smart contract rationale that may be implemented as an extension to the framework (or in any 
other framework) for more automated supply chain contract management. 
 

• How does one overcome organizational boundaries between companies needing to 
exchange internal information, in an effort to achieve higher transparency, early 
warning and notification along the supply chain? 

For a holistic management of the supply chain, information needs to be shared between the IT 
systems of different companies in an automated manner. This is especially important in cases 
where real time monitoring is needed, which implies the integration between the different, 
proprietary and obviously confidential systems. Which information is shared, for how long, 
under which circumstances and filters and with what authorization/authentication means is 
critical in order to balance the needs for internal confidentiality and data sharing. 

On the technical side, this can be achieved via well-known standards and processes such as 
OATH (Open Authentication33). Based on this process, the owner of a resource such as a data 
collection may enable sharing of that resource (or a specific subset of it based on given criteria) 
to a specific third party via well-defined interfaces and means of acquisition. Acceptance of 
the third-party request is validated by the data owner based on the access characteristics (e.g., 
the entity that accesses them, the subset of data the access relates to and reason for access, as 
well as potential time interval of access validity) and enabled based on that validation.  
 
This process is implemented in the creation of a new account on LinkedIn. LinkedIn asks if 
you want to grant access to your Gmail account in order to retrieve your contact list and directly 
propose the LinkedIn accounts that use these email addresses to replicate your existing contact 
network on LinkedIn. If you reply positively, LinkedIn redirects you to Gmail, where you need 
to login (thus validating your identity) and define the level of access you want to give to 
LinkedIn (e.g., only the contact list and nothing else). Once you agree, a relevant token is 
created; based on that token, LinkedIn can then access the contact list (and only that) in order 
to provide the described functionality.  
 

 
33 IETF RFC 6749: The OAuth 2.0 Authorization Framework (2012), Available at: 
https://tools.ietf.org/html/rfc6749. Accessed 1 August 2020. 



• How does one incorporate more practical functional aspects, such as monitoring of the 
supplies, especially when dealing with sensitive material that require, for example, that 
the temperature of the product is within certain thresholds?  

In many cases of supply chain operation, the nature of the goods dictates that specific handling 
is enforced during their transit, storage, and retail environments. A common example may be 
food and pharmaceutical materials with temperature, humidity, and other values. In many cases 
the requirements differ in strictness, such as not dropping below or above a certain threshold 
at all for health safety/effectiveness reasons, not remaining below the threshold for a specific 
interval or just indicating the correct level of the threshold that can aid in better management 
of the product (e.g., reading the temperature of wine bottles in a refrigerator so that the ones 
that are currently at the proper serving temperature are selected). 

Advances in the Internet of Things (IoT) domain have led to the emergence of smarter bar 
code tags that are parameter-sensitive (e.g., temperature, humidity, luminosity, etc.). These tags 
exploit advances in ink technology that permit a dynamic reflection of the parameter level. At 
any given point, the printed bar code, which can be read with a common bar code scanner, can 
change depending on the measured parameter. The type of ink uses means the change can be 
either permanent or transient. Thus, for example, if a batch of ice-cream or medicine is exposed 
to temperatures higher than X degrees Celsius, the bar code is permanently changed so that 
upon scanning you are warned that the product is no longer safe to consume. In more relaxed 
cases, such as the wine bottle selection, the ink applies a transient effect indicating the current 
temperature of the bottle.  
 

• If the monitoring system shows that the goods are unusable, how can the system help 
in investigating responsibilities and/or liability for the damage? 
 

During the transportation of a product as part of a supply chain, many different entities may be 
involved across the chain. For example, transportation services, logistics services, storage 
services, wholesale and retail points etc. Thus, when a specific batch travels down the chain, a 
potential mishandling may occur at any given point in the chain, rendering the goods unusable 
and causing damages for the involved entities. A major question is assessing when the 
mishandling took place and which entity (in charge of the product at that time) should be held 
liable for these damages. 

Given that the smart ink functionality is applied as mentioned in the previous step, and that 
products are scanned when they change organizational boundaries (for example when they are 
delivered from one entity to the next), this liability may be evident from the bar code alteration 
caused during the time the good was under the supervision of that entity. In order to be on the 
safe side, suitable event detection should also exist in the case one entity forgets or deliberately 
skips the relevant scanning process at the borders of responsibility. A relevant structure of such 
an event message appears in the following machine understandable JSON example: 
 
“eventConditionName”:“stage_change”, 
 “statename”: “skipped”, 
 “Details“: { 



“timestamp”: value, 
“thing_id”: value, 

            “prev_stage”: value, 
            “new_stage”: value  

} 
} 
 
What this message implies is that a situation has been detected in which a product instance 
(a.k.a. a “thing”) has been scanned at a supply chain stage but this stage is not the one that was 
anticipated (e.g., it is in the stage after the one that is anticipated). So if the thing is originally 
at stage i, travels to i+1 and then to i+2, it should be scanned at all stages, but based on the 
available data the scans appear to be only from stages i and i+2. This indicates that a specific 
scan action has been skipped at stage i+1, which creates ambiguity on the liability for a 
potential mishandling of the product (has that happened in the i->i+1 or i+1->i+2 stage?). Thus, 
it should be foreseen in the smart contract that if such an event is detected and the product is 
found damaged at i+2 stage, the entity held liable should be the one that forgot to implement 
the scan at stage i+1. Furthermore, in order to be fully immutable, this information could be 
inserted in a relevant blockchain, thus rendering it part of the product history, preventing its 
reuse or reselling to another party without being aware of the incident. 

 
• How can the system aid in detecting potential IPR violations with relation to the 

produced goods, such as counterfeit products? 
 

Counterfeit products exist in many domains and modern supply chains are equipped with some 
means to mitigate them. Common ways include the existence of a bar code tag that, when 
scanned (by the potential customer), may indicate whether the specific bar code has been 
produced by the respective company. However, this does not cater for all cases, given that a 
counterfeit product may also copy a legitimate bar code id, thus misleading the potential 
customer. Therefore, a complete process should be able to document for each item its supposed 
location, the involved intermediate processing steps, the supplier that purchased it, how many 
times it has been sold etc. Thus, a supply chain model that includes documentation of such 
steps may apply a set of rules in order to investigate whether a product transition from one 
stage to another is legitimate or whether a relevant alert should be issued for potential IPR 
violation. This implies definition of the supply chain structure (such as location of the 
intermediate steps, the order and types of stages e.g., at_the factory, at_retail, in_transit, 
at_customer etc.), mapping of the incoming scans to a given stage type (e.g., based on location, 
based on digital signature included during the scan etc.) and checking stage sequence for a 
given product id in order to discover anomalies in transitions that should not exist (e.g., the 
same product id appearing at multiple locations, appearance of a product id after it has been 
recycled etc.). 
 

• How does one incorporate aspects that reach up to the end of the chain (i.e., the 
recycling stage of the product, if applicable) and how does this affect the overall 



process, given that it may involve issues with relation to data protection of the citizen 
and may enable violations such as data triangulation? 

In many cases such as retail loyalty programs, the purchase of a specific product may be logged 
in the retailer’s IT system along with the purchasing user’s ID or other details (including 
personal information). Thus, if a supply chain system intends to link different stages including 
retail acquisition point or disposal of the good in a recycle bin, then this potentially personal 
information could be released to this system, whereas the user has only given permission to the 
loyalty program owner/retailer to process their data. Thus, in this case special attention must 
be given by the loyalty program owner/retailer when granting information to the supply chain 
monitoring system to hide any personal data from the exchange, allowing only for example 
sharing of the product id purchased, the location from which it was purchased, and the location 
in which it was recycled. This relates also to the OATH based method described previously, in 
which the declared shared resource should follow the requirement posed from the given case. 
 

• How can the system enforce other rules that have to do with limitations in terms of 
goods distribution?  

Common cases for this include the pharmaceutical sector, in which there are a lot of goods that 
need a prescription, or the entertainment sector, in which there may be separate arrangements 
per country of distribution, etc. In this case, and based on the specific domain constraints, 
suitable rules should be prescribed (e.g., in smart contracts) in order to enable the validation 
for each individual product item release. Thus, a set of rules can be identified based on the 
aforementioned analysis, which can be applied either as smart contracts, as 
ontological/semantic constraints, direct if-then-else structures in a programming logic, or a 
combination of the above.  

Initially, the system needs to determine a set of potential states and their sequence, for 
example “OutOfProduction”-> “In Transit” -> “At Retail” -> “At End User” -> “At Recycle 
Bin.” The locations for each of the stages can be multiply defined for each stage based on the 
supply chain structure. Then another set of relationships need to exist that indicate the semantic 
concepts and their links. These can be later on used to enforce rules associated with the 
detection of specific events or conditions similar to the ones mentioned above. Even though 
the details of this setup go beyond the scope of this chapter and extend into the use of semantics 
and ontologies in IT systems, the rationale is that these relationships are defined as textual 
triples of Subject-Predicate-Object which can later on be understood and processed by relevant 
programming logic. Examples of such relationships that can be determined are portrayed 
below: 
 
 
Subject Predicate  Object Comments 
Product isAffected 

By 
EventType A Product is in general affected by an 

EventType e.g., Temperature.  
Producer Produces Product  Who produces a product? 



Consumer consumes Product  Entity that consumes a product. Populated 
indirectly through the incorporation of the 
dependent input product as part of the supply 
chain structure. 

Handler handles Product The entity that is responsible for the handling of 
a product at a given stage. Can be the owner or 
e.g., a transport company. 

SupplyChai
n 

hasStage Stage 
Enumeration 

Supply Chain (as concept, or draft for a new 
“Instance”) has Stages.  

ChainStage isOfType Stage 
Enumeration 

Out of production, in transit, at retail etc. Used 
in the illegal state detection event.  

Chainstage has 
Location 

Location Location that conforms to the Geo-JSON 
standard description. Necessary to map 
incoming scan data to stage type.  

ChainStage has 
Previous 

ChainStage Necessary to indicate the proper sequence of 
stages (dictated also by the need for out of 
sequence skipped scans detection). 

ChainStage hasNext ChainStage Same as above. 
Chainstage hasInputs Product ChainStage can have one or many products as 

inputs. Necessary for inferring usage and 
dependencies.  

Chainstage hasOutput
s 

Product ChainStage can have one or many products as 
outputs. Outputs may be different from inputs.  

Domain Specific Triples 
(Pharmaceutical domain example) 

 

Product needs PrescriptionI
nstance 

Definition of the need to have a prescription for 
a given (pharmaceutical) product. 

Prescription
Instance 

hasOwner Consumer Owner of the specific prescription (implies that 
prior to release by the retailer, a check needs to 
be performed on whether the specific person has 
an active prescription for the specific product). 

Prescription
Instance 

isActive True/False This is to indicate whether the specific 
prescription is still active (true). Set to false if it 
has already been served. Other options can be 
included as well, such as prescription duration 
(if applicable) etc. 

 
For each of the aforementioned abstract relationship types, a number of individuals is then 
created during program execution exploiting the real time data in order to concretize a specific 
relationship, e.g., “consumer with ID 5 consumes product with ID 2.” 
  
The overall system sequence resembles the following form: 

1. Get scanned data. 



2. Pass scanned information through semantic structure and elevate to the necessary 
concept level (e.g., which stage the item is currently, what entity consumes this item 
etc.). 

3. Apply programming logic to detect events (rules in OWL or if-then-else cases or smart 
contract constructs). 

In the following, examples relevant to the questions posed in the previous paragraphs of such 
if-then-else rules are given. The examples could serve as triggering inputs or smart contract 
clauses. Lines starting with “//” are comment lines, indicating the rationale of the rule.  
 
//If no violation is detected in the scan (e.g., in terms of temperature thresholds), and the stage 
//is not the final retail one (that should enable return of product), the next scanned stage can 
//only be the next in the supply chain, assuming that a contract has already be signed for its 
//delivery. Therefore a transition to i-1 should be considered as illegal 
Rule 1: if in stage i and stage i is not at consumer and scan is ok 

next scanned stage may only be stage i+1 
// If the product is at retail, then product return should be foreseen, therefore next scan could // 
be of either stage i+1 or i-1 
Rule 2: if in stage i and stage i is at consumer  

next stage may be i+1 (recycling) or i-1 (in case of returned product)  
// If the product is scanned at the reception point but it has been compromised (e.g., exposed 
//to higher temperatures than appropriate) the receiver should not accept the delivery and 
//should notify the product owner for the product state. 
Rule 3: if scan indicates threshold violation and actor is not current handler 
 refuse to accept delivery 
 notify product owner 
// If a notification comes at the product owner based on the previous rule, a process should    // 
be initiated against the handler of the product at the stage after which the violation has been // 
detected   
Rule 4: if scan indicates threshold violation and actor is product owner 
 start liability claim against handler 
// The skip event is created when a product is bypassing, or skipping, one or more stages 
Rule 5: if in stage i and previous stage was i-2 or less 
 alert for skipped scan 
// “counterfeit” events can be if the same product/thing id appears in multiple stages (e.g.,      // 
already recycled but also available for sale) or at multiple locations of the same stage (e.g., // 
multiple locations of the same retailer) 
Rule 6: If product id appears in more than one stages at the same time 
 Alert for potential counterfeit 
Rule 7: If product id appears in more than one locations of the same stage at the same time 
 Alert for potential counterfeit 
 



This rule list is obviously not exhaustive, and based on one’s needs and available semantic 
concepts, it can be extended in further useful cases of supply chain management and serve as 
input for a smart contract implementation. 
 

5 Conclusion 
 
Blockchain and other DLT have already found its applications in areas that go beyond the 
Fintech sector. They are already being used to improve product traceability and provenance 
throughout the extended supply chain. The modern supply chain is a complex network of 
partners and suppliers dispersed across the world, with multiple different entities across the 
path, acting in turns as consumers and then producers of goods in order to complete the chain. 
Due to this multi-role and multi-participant ecosystem, it has become increasingly difficult to 
manage the supply chain across various axis, such as detection and protection against 
counterfeiters, automated payment release upon satisfactory delivery etc. Furthermore, 
satisfaction may be declared through various parameters including timely delivery, state of the 
delivered goods, who is responsible for damages incurred upon the products along the chain, 
etc.  

This chapter elaborated a relevant pseudo-code that may be used as a requirement as well 
as initial implementation sketch for the creation of a smart contract based on the 
AffectUs:TagItSmart semantic framework, that incorporates the aforementioned concepts in a 
machine understandable manner, including semantic aspects of the supply chain roles and 
actions. AffectUs:TagItSmart is a service-oriented system that links to other baseline systems 
(such as product monitoring platforms e.g., https://evrythng.com) and correlates information 
between stakeholders.  

To this end, a number of such relationships have been described in order to model actors 
and roles in the chain, that can be populated by specific instances during runtime and based on 
the available data. The system retrieves the semantic declarations and uses an internal logic to 
detect various exceptions from a normal situation (such products id in two different places 
which is an indication of counterfeit existence, delay in product delivery, etc.), while exploiting 
smart tags indications with relation to quality aspects of the delivered goods (such as maximum 
encountered temperature along the product’s journey). When detecting such events, relevant 
rules have been defined that can be used to notify affected stakeholders (producers and 
consumers of the product, handlers etc.). Thus, they can serve as a direct input towards efforts 
that need to create smart contracts or define the events upon which these contracts will be 
calculated and validated. 
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