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Abstract
Recent European Union (EU) initiatives and legislation have considerably increased public
access to clinical trials data (CTD). These developments are generally much welcomed for the
enhancement of science, trust, and open innovation. However, they also raise many questions and
concerns, not least at the interface between CTD transparency and other areas of evolving EU law
on the protection of trade secrets, IPRs, and privacy. This article focuses on privacy issues and on
the interrelation between developments in transparency and the EU’s new General Data Protection
Regulation 2016/679 (GDPR). More specifically, this article examines: (1) the origins and rationales
of EU transparency regulations, including the incidents and concerns that have shaped them;
(2) the features and implications of the GDPR which are relevant in the context of clinical trials; and
(3) the risk for tensions between the GDPR and the policy goals of CTD transparency, as well as
implications for data sharing and open innovation. Ultimately, we elaborate on factors that should
be carefully considered and addressed to reap the full benefits of CTD transparency.
Key words: Clinical Trial data, GDPR, transparency, open innovation

1. Introduction
Clinical trials are critical to our understanding of the safety and efficacy of medical innovation and the products which it gives rise to
(Lexchin et al. 2003). Until recently, however, much of the information resulting from clinical trials remained confidential and only the
results from clinical trials were openly accessible. This has changed
fundamentally. The new US/European policy initiatives and new legislation, such as the European Medicine Agency (EMA)’s Policy
00701 and the European Union (EU)’s new clinical trial regulation
(CTR) 536/2014,2 have considerably increased public access to clinical trials data (CTD). The new disclosure rules not only encompass
the results of clinical studies, but also pertain to anonymized
patient-level data and other detailed information from clinical trials’
dossiers. In simple terms, CTD transparency implies that decisions
and data from clinical studies are widely shared with other researchers, clinicians, and the public (Institute of Medicine 2015). These
new initiatives are generally perceived as much welcomed developments for the enhancement of science, scientific collaboration, trust,
and open innovation.
Yet, while in line with the increased openness that has characterized innovation in the private and public sector (Bogers et al. 2018),

these developments also highlight concerns about how to balance
the ‘intrinsic tensions between closed and open innovation’ (Martin
2016). In this respect, potential drawbacks and concerns associated
with increased transparency also need to be carefully considered.
Conducting clinical trials is a lengthy, risky, and expensive process
involving huge investments with often low success-rates. Hence, it
comes as no surprise that some commentators have expressed
concerns over fewer incentives to invest in innovative research and
development as the expansion of public general knowledge would
result in barriers to intellectual property and the protection of trade
secrets (Rajam and Minssen 2019), and to an increased exposure
to litigation following from the systematic examination of such
data (Price II and Minssen 2015). Others have expressed additional
worries over patient privacy and the possibilities for misuse of CTD
(Mello et al. 2013; Institute of Medicine 2015).
This article focuses on selected legal issues relating to privacy
and personal data within the context of European CTD transparency and discusses their potential implications for the European
open innovation landscape. A discourse of this nature is very timely
due to the increasing importance of transparency and openness for
the European innovation system. Many of the privacy and personal
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2. The significance of CTD transparency for
research and open innovation
Data in any form are essential for biomedical research, clinical trials
included (Travis 2011; Toga et al. 2015; Packer 2018) Clinical
trials are lengthy, costly, and rigorously controlled tests designed to
examine the safety and effectiveness of medicines, devices, treatments, or preventive measures in humans (Martin et al. 2017).4 By
assessing the pharmacological, pharmacokinetic, and /or the effect
of other pharmacodynamics of the investigational agent or any adverse reaction of such agent, clinical studies and CTD provide vital
information on the quality, safety, and efficacy of drugs (Mohs and
Greig 2017). With more transparency, independent researchers can
more effectively enact checks on sponsors by verifying results in
order to detect important findings on product safety and effectiveness (Mello et al. 2013). Independent reanalysis of clinical study
reports can also inform regulatory authorities of the safety and effectiveness of products that are already on the market.5 Moreover,
aggregated participant-level data enables scientists to examine
questions that have not been sufficiently addressed in individual
trials and to find new uses of known drugs (Mello et al. 2013).
These conclusions and discoveries are especially relevant for research in public health and personalized medicine. The availability
of information also enables responsible research in furthering the
researcher’s commitments to the participants. In addition, transparency can inform new directions for different kinds of research and
investment on the part of pharmaceutical companies and thus represents an indispensable tool for clinical research which simultaneously creates new opportunities for open innovation.
Various forms of open innovation, such as open-source, innovation centers or crowdsourcing, have been identified as contributing
to innovation potential in research-based pharmaceutical companies

(Schuhmacher et al. 2016). Within this trajectory, data sharing and
transparency will require novel research approaches (Longo and
Drazen 2016) and governance models (Hudson et al. 2016). While
this may be linked to a new paradigm in pre-competitive pharmaceutical research (Bhardwaj et al. 2011), such openness would ultimately integrate data transparency and availability of information
into a business model that is based on purposive management of
knowledge flow across organizational boundaries (Chesbrough and
Bogers 2014). Evolving such a model would require dealing with the
underlying tensions between sharing and the protection of this
knowledge (Bogers 2011) while acknowledging the risks of a more
open model (Lowman et al. 2012). By aiming to foster innovation
and research, and in avoiding unnecessary duplication of clinical trials or repetition of unsuccessful trials, CTD transparency can contribute to enhancing the efficiency of large collaborative clinical
trials, with the greatest benefit for those conducted collaboratively
across multiple Member States. Thus, well-administered CTD transparency could give rise to enormous benefits, inter alia for the enhancement of precision medicine, public trust, and open innovation.

3. Recent developments and emerging
complications in transparency
Global and European efforts have long been underway from campaigners, researchers, and patient groups to increase data transparency for clinical trials (Kmietowicz 2014). Since 2010, the EMA has
developed policies to release documents based on transparency
regulations.6 Its policy on the transparency of clinical data rests on
the belief that it would reinforce public trust and confidence in
the EMA’s scientific and decision-making processes in addition to
preventing duplication of clinical trials and promoting innovation in
the area of new medicines.7
The drug industry has, for multiple reasons, supported some of
these developments and has even responded with its own transparency projects, including initiatives by GlaxoSmithKline,
AstraZeneca, Sanofi, and Pfizer (among others) (Price II and
Minssen 2015). Even though compliance with the new transparency
requirements is increasing (Lassman et al. 2017), the disclosure of
clinical data by the EMA has also led to opposition from the
pharmaceutical industry in granting access to specific information
submitted in the dossier of an application for marketing authorization (MA) for a medicinal product.8 Opponents of disclosure often
contend that much of the information contained in clinical trial
reports is covered by a general presumption of confidentiality. This
opposition stems partly from concern over the transmission of valuable data to competitors and partly from the obligation to maintain
confidentiality of different kinds of information. In this regard, it is
important to remember that in addition to commercially sensitive
business information, CTD encompasses personal data pertaining to
different participants such as patients, personnel, sales, sub-contractors, etc. Clinical trial sponsors are thus also controllers of data and
have a responsibility to maintain the confidentiality obligations provided for by laws such as the GDPR (Mello et al. 2013). Therefore,
companies will not only refer to the protection of their intellectual
property rights (IPRs) and trade secrets,9 but also to the GDPR
when arguing for the non-disclosure of data sets.
It will come as no surprise that the EMA’s transparency
policy has led to several proceedings before the European Court of
Justice of the EU (CJEU).10 So far, these proceedings have primarily
concerned the issues of protecting commercially confidential
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data-related worries in the new Big Data era have been addressed in
seminal new legislation, the EU General Data Protection Regulation
(GDPR) 2016/679.3 The primary goal of the GDPR, which applies
to EU and foreign companies, authorities, and other stakeholders
who process the personal data of subjects residing in the Union, is to
install an EU-wide mechanism for enhancing and strengthening the
protection of personal data. Non-compliance with GDPR stipulations can result in substantial fines and therefore understanding and
complying with the GDPR requirements can be a daunting task.
This has resulted in a particularly challenging situation for small
and medium-sized organizations and companies, but even larger
bodies, such as the EMA, have to devote considerable resources to
ensuring GDPR compliance and the development of an effective system for the anonymization of patient-level data. But, to what extent
does this correspond with the underlying rationales of data transparency? How might complex GDPR requirements influence the EU’s
high-level goals on open innovation? And if so, in which circumstances could redactions or publications be justified when balancing
values and interests?
With these questions in mind, this article aims to describe the
genesis of the regulatory transparency requirements as well as the
incidents, developments, and policy concerns which have shaped
them. Special emphasis will be placed on the interface between the
EU’s new CTR, the EMA’s transparency policy and the GDPR.
More specifically, we will examine legislative shortfalls and the
risk for tensions between GDPR requirements and the high-level EU
policy goals for openness and data sharing.
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disclosures did not yet include raw data or individual patient data
from the clinical trials.
The EMA has, however, planned for the second phase of implementation of its Transparency Policy, during which it aims to publish the individual patient data contained in these clinical trial
reports.22 Providing access to the individual patient data collected in
clinical trials furthers research that may advance medical science or
improve patient care. In turn, this helps to ensure that the data provided by research participants are used to maximum effect in the
creation of new knowledge and understanding (Hughes et al. 2014).
Although there are clear benefits to providing greater access to individual patient data, a number of aspects need careful consideration.
These include providing access in ways where the risks to patient
privacy and confidentiality are minimized, and the commitments
made to patients via informed consent processes are adhered to.23
This calls for greater attention to issues of personal data protection
(particularly consent), data transfer, and the use of publicly available data.

•

4. The interface between GDPR and clinical trials

•
•
•

personal data
commercially confidential information
confidential communication between member states
or ensuring effective supervision for the conduct of clinical
trials.14

This provision under the CTR also falls in line with another EU
Regulation on public access to documents.15 The CTR requires that
no personal data of subjects shall be publicly accessible.16 The EU
database shall contain personal data only insofar as this is necessary
for enabling cooperation between the competent authorities, to provide information about specific clinical trials, previous submissions,
or communication of clinical information about medical products to
the public, and in other similar circumstances.17 In ensuring personal data protection, the EMA has also been engaged in several efforts
including the drafting of guidelines for the publication of clinical
data for medicinal products for human use,18 and an expert group
on data anonymization known as the technical anonymization
group. Such efforts are aimed at developing best practices for the
anonymization of clinical reports, that is, in the context of the
EMA’s policy on the publication of CTD.19 With regard to the anonymization of personal data, the EMA’s Guidelines follow three
main criteria, namely:
a. Possibility to single out an individual.
b. Possibility to link records relating to an individual.
c. Possibility to make inference concerning an individual.
In addition, where such criteria are not met, the EMA ensures an
assessment based on the risks involved. The EMA has also developed different measures for managing the disclosure requirements
for data containing personal information which may involve retaining the data, redacting, or removing it from the publicly available
database. These measures are supposed to ensure that the disclosure
policy of the EMA offers adequate personal data protection.
A report published in July 2018, revealed that during the first
year of implementation (October 2016–7) of the clinical data publication policy (Policy 0070), the EMA had published clinical reports
for 50 medicinal products under this framework.20 The report provides a detailed picture of how the data are disclosed, including information on who had access to the data and how it was processed
following from the request for access.21 However, these early

One of the primary goals of the GDPR is to safeguard the rights of
individuals to have reasonable control and be better informed about
how their data is being used. To achieve this, the GDPR imposes
new roles and obligations on data controllers and processors along
with a stronger legal foundation for processing personal data.
The GDPR’s definitions of the terms ‘processing’ data as well as
‘personal data’ are broad. They cover health data, such as health
records and CTD, even if they do not directly identify a person or allude to their health status (Price II et al. 2019).24 Under the GDPR,
data concerning health25 is considered to be sensitive data, the processing of which is forbidden by default.26 In order to process such
sensitive health data and biometric data, companies, and organizations will either need to gain explicit consent from relevant persons,
or assess whether they fall under various GDPR exceptions to this
ban. These include, inter alia, exceptions for medical treatment, and
for the ‘public interest in the area of public health’.27 But in such
cases, companies and organizations may need to identify other laws
that give them permission and will need to institute additional safeguards when processing occurs (Price II et al. 2019).28 While the
GDPR leaves room for individual EU countries to enact laws governing health information or leave their own more restrictive laws in
place, many of these exceptions apply only where the EU or a
Member State has enacted a relevant law.29 Therefore, healthcare
professionals, companies, authorities such as the EMA, and other
stakeholders ‘processing’ the ‘personal data’ of subjects residing in
the Union must comply with the standards and duties stipulated in
the regulation even if individuals do not invoke their rights.30
Clinical trial providers and authorities might not be processors
alone; they may also be considered as data controllers with regard to
the clinical trial procedures and therefore must ensure that the applicable procedures are in place and rules are followed.31 Therefore,
clinical trial providers must identify what data are being processed,
who processes the data, where it is transferred to, what it used for,
any risks related to the processes, and finally ensure that all employees are trained to meet these objectives (Gogates 2018). It is also the
duty of the clinical trial sponsors who may also be controllers of the
clinical data to maintain records of data processing activities and
perform data processing impact assessments in the interests of protecting the rights of clinical trial participants.32 This obliges the
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information and trade secrets,11 but it is easy to imagine how personal data protection rules will be evoked in similar future
proceedings.
The relevance of these decisions has increased since 2014, when
the EMA amplified its data-sharing policies through the aforementioned Policy 0070,12 which removed access restriction to allow
researchers to download, save, and print clinical study reports for
academic and non-commercial research purposes (Bonini et al.
2014; Watson 2014). Moreover, the adoption of the EU Clinical
Trials Regulation (CTR) brought in significant changes in terms of
the transparency scenario. The CTR provides that all relevant information regarding the clinical trial be submitted through the publicly
accessible EU portal. It is hoped that publicly available information
contained in the EU database will contribute to protecting public
health and fostering the innovation capacity of European medical research, while recognizing the legitimate economic interests of sponsors.13 However, while offering access to the data and information
contained in the public database, confidentiality is respected where
it is essential for protecting:
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5. GDPR and selected challenges to CTD
transparency
In the following, we will focus on four selected challenges at the
interface of the GDPR and CTD transparency, namley: Consent,
data uses, anonymization, and international data transfer.

5.1 Consent
Data Protection and Good Clinical Practice (GCP) are essential components of clinical research. These have been regulated to establish a
harmonized approach to clinical research and have evolved with
inputs from the OECD Guidelines for Data Protection and the ICH
E6 Guidelines for GCPs.36 Furthermore, ‘human dignity’ and the
‘right to the integrity’ of the person are recognized in the Charter of
Fundamental Rights of the European Union (the ‘Charter’). In particular, the Charter requires that any intervention in the field of biology and medicine not be performed without free and informed
consent of the person concerned.37 Consent is therefore highly important for clinical trials.
Under the CTR, clinical trials can only be conducted where
informed consent for the processing of personal health data has been
given. Where a subject is not able to give informed consent themself,
their legally designated representative must be informed and called
upon to give consent on their behalf.38 Such consent shall be written, dated, and signed by the person giving the consent or may, in
special cases, be recorded. Where the clinical trial relates to a vulnerable subject, additional expert opinions may be sought as authorization for the trial.39 The subject, or their legally designated
representative, may withdraw the consent given for clinical research
at any time.40 The GDPR also requires the controller to demonstrate
that the data subject has consented to the processing of their personal data.41 Health data, being ‘special categories of data’, can only be
processed if specific conditions are met.42 However, the notion of
‘consent’ under the GDPR is essentially different from the notion in
the CTR.43 Under the CTR, informed consent means a subject’s free

and voluntary expression of their willingness to participate in a particular clinical trial after having been informed of all aspects of the
clinical trial that are relevant to the subject’s decision to participate.44 At the same time, under the GDPR, consent is given for the
processing of personal data. Further, under recital 161 the GDPR
states that for the purpose of ‘consenting to the participation in scientific research activities in clinical trials, the relevant provisions of
Regulation (EU) No 536/2014 of the European Parliament and of
the Council should apply’.
Yet, consent is not always required to process data under the
GDPR, especially if it is for the purpose of scientific research, subject
to appropriate safeguards.45 The EU Guidelines on consent issues46
observe that data processing carried out in order to gather reliable
and robust data in line with a clinical trial protocol as approved by
the competent regulatory authorities under the CTR may be considered ‘necessary for compliance with a legal obligation’, and so lawful under the GDPR without the need to obtain consent from
patients (Harford et al. 2018). However, the EDPB opinion calls for
different consent for different types of clinical data processing which
may involve a multiplicity of consent forms which may add to the
complexities of the clinical trial process and the understanding of its
participants. Furthermore, where an opportunity is not provided to
give consent to different data (Kaye et al. 2015) processing separately, this should not automatically imply unlimited consent for the
purposes of processing of data nor should it create an imbalance between the data subject and the controller of data.47
In this respect, clinical trials must be carefully monitored and
must be subject to ethics and GDPR impact reviews particularly
view of the issue of consent and any imbalance that it may create.48
Good practices of patient involvement in trial prioritization and design, as well as the use of new technologies allowing for more ‘dynamic informed consent approaches’, could be a starting point to
ensure that clinical trials and follow-on procedures meet the standards set for CTD processing.49

5.2 The use of publicly available data
The protection of personal data aims to ensure compliance with the
fundamental rights of EU citizens. The EU regulation (EC) No 45/
2001 along with Directive 95/46/EC, also offers different means to
anonymize data and protect patients from retroactive identification.
Yet, emerging technologies for data mining and database linkage increase the potential for unlawful retroactive patient identification
and the use of such data.50 It is therefore essential to address the use
of publicly available data. In that regard, it is important to stress
that under Article 3 (2) GDPR the GDPR also applies to the processing of the personal data of data subjects residing in the Union by a
controller or processor not established in the Union, where the processing activities are related to:
a. the offering of goods or services, irrespective of whether a payment to the data subject is required, to such data subjects in the
Union; or
b. the monitoring of their behavior provided that their behavior
takes place within the Union.
Where the entity processing the document may not be subject to
the GDPR, it may still be used in different ways. However, this use
may be problematic from a privacy perspective if it relates to processing of ‘personal data’.
In the context of clinical trial reports, where the data are processed up to at least two levels with anonymization, redaction, and
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controller of clinical data to ensure that the interests and fundamental rights of the data subject are in no way affected, particularly in
circumstances where said data undergo further processing.33 The
GDPR does not only apply to clinical trial participants, but to
employees, customers, and subcontractors as well. The GDPR being
extensive in its definition of personal data, therefore, has wider
implications for clinical trials in terms of participants and other
stakeholders involved in the process.
The European Data Protection Board (EDPB) recently adopted
an Opinion (3/2019) on the interplay between the EU CTR and the
GDPR. The opinion notes that both the GDPR and CTR expressly
refer to each other and hence it follows that both legislations apply
simultaneously and that the CTR constitutes a sectoral law containing specific provisions that are relevant from a data protection viewpoint without derogating from the GDPR.34 The opinion
distinguishes primary and secondary legal bases for the processing
of personal data for clinical trials. The primary legal basis for processing CTD under the GDPR relates to reliability and safety purposes, while the secondary legal basis for processing purely relates
to research activities pertaining to CTD. 35 This will require organizations involved with clinical trials to evaluate the nature of data
processing to ascertain its legal basis under the GDPR. However,
there are specific interrelated challenges associated with this evaluation process which will be elaborated upon in the next section.
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However, given that data including derived data are publicly
transmitted under the transparency rules, preventing the misuse of
clinical data in unanticipated ways poses a challenge for devising
appropriate controls against this phenomenon.

de-identified which involves a process of removing or obscuring any
personally identifiable information from individual records so as
to minimize the risk of unintended disclosure of the identity of individuals and information about them. Different strategies exist for
anonymization and de-identification of personal data, such as deletion, redaction, generalization, perturbation, or dissociation of identifying information.61 Clinical transparency must thus ensure that
the data in clinical reports must be processed in a way that ensures a
reasonable degree of anonymization by the data controller.62
The EMA’s Policy 0070 requires the anonymization of clinical
reports not be subject to redaction alone as this tends to decrease the
clinical utility of the data.63 Therefore, it is essential that different
techniques are applied to the anonymization of data. However, the
appropriateness of the different processes of anonymization is left to
the discretion of the data controller. This poses a challenge as different anonymization strategies have been dealt with differently by different scientific experts and bodies (see for instance Dias 2015;
PhUSE De-Identification Working Group 2015).64 Such an anonymization exercise must address the problem of singling out, linkability
or inference, which offers a possibility to identify personal data.65
In addition to assessing the appropriate anonymization technique,
the data controller must also ensure that there is no risk of reidentification through reasonable means.66 Further, for publication
of clinical reports the EMA’s Policy also requires that the sponsor
submit an anonymization report along with a justification of the
redactions for commercially confidential information.67
This could be even more problematic in relation to individual
patient data, which the EMA plans to release in the next phase
of its transparency efforts. Individual patient data containing
quasi-identifiers, which consist mostly of dates, location information, demographics, socioeconomic information, rare diagnoses,
concomitant illnesses, and medications, and serious adverse events
such as death, hospitalization, rare diseases, and birth defects, cannot be removed as these variables are very useful for analysis (El
Emam and Aballah 2015).68 These variables require more sophisticated techniques for retaining their informational value whilst
reducing the probability that these variables can re-identify participants through data triangulation (see also Price II and Cohen 2019;
Cohen and Mello 2019). These data assessment processes are very
time consuming and do not ensure patient confidentiality completely
(Tucker et al. 2016). The increase in publicly available data over
time, coupled with the de-identified CTD and new technologies,
such as quantum computing (Donovan 2018), may increase the risk
of patient re-identification (Tucker et al. 2016). Ensuring anonymization of such CTD may require substantial technical measures
which tend to increase the effort required as well as the cost of making patient-level data available for third party research (Tucker et al.
2016).

5.3 Anonymization

5.4 International data transfer

CTD encompasses different types of data such as clinical reports,
patient-level data, and other processing data. As a rule, under the
transparency policy, all clinical reports submitted as part of a regulatory application will be subject to publication and may even be subject to third party access.59 In this process, the EMA’s transparency
policy establishes methods for balancing the protection of patients’
privacy through the anonymization of protected personal data.
This involves a process of rendering data into a form which does not
identify individuals and where identification is not likely to take
place.60 Certain types of clinical information may also have to be

The ability to access, use, and share information across borders
stimulates innovation, and in particular clinical trials. Therefore,
limitations on cross-border data flow in the clinical trials sector
presents serious challenges (Van Der Marel et al. 2014). The GDPR
requires that all EU citizens’ data that are transferred to destinations
outside the European Economic Area should be protected in a manner that is consistent with how personal data is protected in the
EU.69 Thus, the transmission may occur with countries that have an
international agreement with the EU which follows the principles of
international law, such as a mutual legal assistance treaty.70 Where

1. May use the report for general information and other noncommercial purposes, including non-commercial research purposes, subject to these terms.
2. May not use the clinical reports to support an application to obtain an MA and any extensions or variations thereof for a product anywhere in the world;
3. Is not granted any intellectual property or other commercial
rights in relation to the clinical reports other than as expressly
set out in these terms.58
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removal, the data received by third party users of the CT database
would, at best, amount to ‘research data’. And where databases
offer merely pseudonymized data of a data subject within the EU, its
access and transmission to third parties are limited by the scope of
the GDPR.51
However, what if publicly available data is analyzed by companies outside the EU and then transmitted to third parties outside the
EU? This onward transfer of data would normally count as processing under the GDPR. But if this processing is not related to activities
set out in Article 3(2) GDPR it would go beyond the GDPR’s scope.
Additionally, foreign activities that might involve the use of new
technologies that might be used to ‘re-identify’ anonymized research
data are difficult to monitor and the third party company buying
such data could also fall outside the scope of the GDPR if such activities would not fall under the specified conditions.52
Public data can be of different types depending on their origin,
such as (1) data actively and knowingly provided by the data subject, or (2) observed data provided by the data subject by virtue of
the use of the service or the device (for instance, through the use of
medical devices).53 In addition, there could be a third category of
data that is created by the data controller on the basis of the data
‘provided by the data subject’. Such data may be called inferred,
derived, or analyzed data.54 Clinical reports involve clinical overviews, clinical summaries, and clinical study reports reflecting a
number of pharmacological or other pharmacodynamic effects on
patients within the clinical trials.55 These require derived data and
analysis of data from subjects which, though personal, may be
subject to the GDPR. C-141/1256 holds that a legal analysis of an individual is not ‘in itself’ personal data even though it contains personal data.57 Although the GDPR provides a right of access to such
data, its exploitation by third parties, particularly in the aforementioned scenarios where the GDPR has geographic limitations, leaves
possibilities for unwarranted uses of CTD. According to the EMA’s
conditions of use, the user of clinical trials reports:
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6. Connecting the dots: GDPR, CTD transparency,
and open innovation
As described above, the GDPR has now become the norm for the
processing of personal data. It has increased data privacy, strengthened individual rights, and imposed specific obligations on the
processing and governance of personal data. Whereas the governance of information exchange and data protection of traditional
healthcare data and CTD has always been subject to very strict rules
and controls, the full effect of the GDPR’s broader application on
more diverse data sets is now materializing. These developments
have been considered essential in light of the recent Facebook
and Cambridge Analytica scandals (Confessore 2018), which have
drawn attention to the misuse of data. They have increased citizens’
and patients’ awareness of their data rights and have highlighted
the fact that the use of healthcare records and CTD needs to be controlled and regulated.
At the same time, data transparency and different levels of
data sharing have become increasingly important factors in the
modern pharmaceutical innovation landscape demanding greater responsibility on the part of the stakeholders for sharing clean, well-

described, and accurate data files that can be used by others without
infringing upon privacy and patient confidentiality (Ross et al.
2012). There is no doubt that private actors and public regulators,
such as the EMA, will increasingly refer to the massive amounts of
data generated on a daily basis by wearable devices, electronic
health records, social media, traditional clinical trials, or spontaneous adverse reaction report to assess the benefit–risk of medicines
across their lifecycle.76 Yet, the full benefits of such new and increasingly diverse big data and real-life evidence can only be realized if
patient-level data are accessible and interoperable.
Within this trajectory, we identified various interrelated challenges at the interface between the obligations posed by the GDPR
and the new realities for innovation and regulatory processes. In our
view, these crystalize in the areas of (1) transparency (2) open innovation, (3) and emerging technologies to facilitate the use of big and
FAIR (Wilkinson et al. 2016; Hodson et al. 2018)77 data in clinical
trials.
CTR and its transparency stipulations were adopted to support
medical authorities and clinical trial sponsors by speeding up and
simplifying large international clinical trials and the use of clinical
data. Yet, the increasing significance and complexity of multi-data
applications, their implications for the EMA’s long term assessments
of medicines, and their interplay with the GDPR had not fully been
anticipated. In this article, we have identified and discussed four
selected topical areas where this becomes evident in the context of
clinical trials, namely informed consent, the use of public data, anonymization, and the regulatory regime for international data transfer, which is characterized by a persistent complexity and
uncertainty. As we have demonstrated, within these areas it will be
crucial to reconcile reasonable protection of privacy with the CTR’s
main objectives. It will, for example, be vital to reach an acceptable
balance between effective data anonymization and maintenance of
the data’s clinical utility to the greatest possible extent.78 In addition, controllers must be ready to look at all the circumstances
involved and make reasonable and thorough determinations as to
whether there is any imbalance of power prior to relying on consent
as a legal basis. If the CTR’s main objectives are unduly compromised by the fear of exposing personal data and the complexities of
avoiding imbalance, this might not only undermine the rationales
underpinning recent openness movements and clinical trials transparency regulations in CTR. It could also have a potentially negative
effect on up-stream medical innovation and competition.
Turning to the open innovation aspects, we note that the future
of clinical trials is aimed at using more and more complex data
sets along with the integration of stakeholders other than the
pharmaceutical industries themselves such as patients, doctors, and
advocacy groups. This is essential in the interest of developing personalized treatments for rare diseases and new treatment protocols.
In this sense, clinical trial research needs to be more open, nonlinear, and collaborative.79 This implies the development and maintenance of wider pharmaceutical ecosystems in which a constellation
of stakeholders will jointly be responsible for offering an integrative
solution respecting the uncertainty and complexity of this context.
This not only requires the development of mechanisms with which
those stakeholders can collaborate in an open and inclusive way. It
also demands strategies on how to cope with the dynamics that will
shape the development of the ecosystem in terms of, for example,
data access and appropriability, as well as the standardization of
relevant interfaces (Holgersson et al. 2018).
Considering the longer-term viability of the pharmaceutical data
ecosystem, there will be a trade-off with respect to the use of health
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no such decision from the EU Commission (EC) exists, transmission
of personal data may be possible only subsequent to assessment of
the adequacy of the level of protection by the EC. The Commission
follows a set standard for assessment based on the rule of law,
respect for human rights and fundamental freedoms, relevant legislations of such third country, and the effectiveness of the supervisory
authorities and its commitments to protect personal data of
individuals.71
However, if there is no adequacy decision for a country, this
does not necessarily prevent any data transfer to said the third country. Under such circumstances, the controller must ensure that the
recipient will protect the personal data. This can be assured using
standard contractual clauses, binding corporate rules, and /or
approved codes of conduct.72 Furthermore, there could be data
transferred to a third country even if the protection of personal data
cannot be sufficiently guaranteed, provided the data subject has provided their consent.73 This implies that where patient-related clinical
data are being transmitted to third countries, it is not sufficient for
informed consent for participation in the clinical study to exist.
Rather, the informed consent must contain clear wording regarding
transfer of study data to third countries or international organizations (as the case may be).
Such policies are increasingly being monitored to ensure
enhanced levels of protection within a safer paradigm for data
sharing. For instance, the US-EU policy ensuring safe harbor principles have been augmented with respect to data use and the onward
transfer principle to offer privacy shield protection (Monteleone and
Puccio 2017). Thus, data transfer to third parties must now also
comply with the principle of purpose limitation of data and
ensure that the third party provides the same level of protection in
accordance with the so-called Privacy Shield Agreement.74 The
transparency of clinical data consequently comes with obligations
for greater regulatory compliance particularly when transmitted
internationally. Yet, legal uncertainty is persisting in this area due to
recent US litigation (Minssen et al. 2019; Robins 2019) and since
the current regulatory framework for international data transfer
has been challenged again and is once more being considered by the
CJEU (Baker 2019).75
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Because blockchain relies on a distributed ledger system that is
decentralized and immutable, it’s intended to be a permanent,
tamper-proof record that sits outside the control of any one governing authority. This is what makes it such an attractive and
useful technology. But because data that could be stored on the
blockchain can’t be deleted, there is no way to exercise the right
to erasure that people are granted under GDPR. Without any further modifications Blockchain is not designed to be GDPRcompatible. Or rather, GDPR is not blockchain-compatible the
way it is written today.

Similar problems may occur concerning the GDPR’s definition
of personal data. The GDPR’s categorizations focus on the point in
time when the data is being collected. Yet, in addition to assessing
the appropriate anonymization technique, the data controller must
also ensure that there is no risk of re-identification at later stages of
cross-data use. These ‘data dynamics’ are not sufficiently addressed
in the GDPR. In particular, when considering new technical developments with regard to data-triangulation or quantum computing,
future changes to the legislation might be required to reconcile privacy concerns and societal control over new data and AI-driven technologies with the need for innovation- and competition-friendly
regulatory framework.

Too many restrictions on the use of clinical trial data, however,
might turn out to be an impediment to the full utilization of data
and technological possibilities for the greatest public good and
simultaneously downplay the benefits of openness. In addition, they
could also be detrimental to competition in health-related technologies by favoring large players and impeding SMEs.80
Conceding these factual and legal concerns, it is clear that GDPR
has a greater impact on data governance obligations for the sponsors, data controllers, and processors involved in the clinical trials.
The GDPR also has an important impact on the legal basis for the
processing of clinical data for primary and secondary uses and in the
processing of the health data which are invariably involved in clinical trials. In addition, the GDPR has a greater impact on clinical research where the processing of data is for the purposes of scientific
research involving technological development, fundamental or
applied research, and privately funded research. Nevertheless,
the GDPR does not offer the best legislative option for all the stakeholders involved in clinical trial research.
To address the limitations encountered by clinical trials in
relation to the GDPR, legislators should monitor new technological
developments very carefully and must be open to making
amendments or adopting alternative measures wherever needed.
In considering such changes, particularly in re-defining exemptions
(Mostert et al. 2016), decision makers should be guided by three
goals (Cohen and Michelle 2018):
1. Avoiding undue burdens on health research and public health
activities,
2. Giving data subjects information on how their personal information is or could be used to the greatest extent commensurable
with the first goal, and
3. Holding data users accountable for departures from authorized
uses of data.
We believe that these high-level goals provide a way forward
for realigning the clinical trial research within the general standards
offered by the GDPR.

7. Concluding remarks
The interplay between new transparency policies and the GDPR
results in various structural challenges and complications. This has
substantial implications for how more openness can best be utilized
to maximize public and private benefit. Clinical data transparency
allows for the sharing of evidence-based medical information in the
interest of different stakeholders such as patients, research, and the
pharmaceuticals industry itself. At the same time, the GDPR ensures
that individuals’ rights and freedoms in relation to their personal
data are sufficiently protected whenever various types of data,
including research data, are being processed.81 In this sense, both
data protection under the GDPR and clinical data transparency
under the CTR aim for the openness of information within set standards. The question is, in how far can the aims of both these regulations and policy initiatives be reconciled to meet their rationales and
goals?; and related to that: What is their effect on data utility and innovation in the life sciences in particular?
The answer to the question rests partly on the outlook pursued
in policy, and partly on the structural gaps which cannot enforce
and reward adequate sharing of data at different levels in the context of openness. Sharing of information under the clinical transparency policies of the EMA was, until recently, limited to clinical
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data which could limit the disruptive potential of open innovation
efforts. Given the potentially broad territorial scope and the range
of data sets, processes, and activities that are covered, it is evident
that the GDPR will have a substantial impact on the generation, use,
transparency, storage, and interoperability of health records. It will
affect big companies, as well as small- and medium-sized enterprises
(SMEs) (Price II et al. 2019). The industry must now be fully aware
of their obligations as data processors and data controllers, which
implies ensuring that every stage relevant to their activities recognizes the data flow and can show this audit trail to anyone, at any
time (Price II et al. 2019). This also means that clinical trials and the
authorities which regulate them, such as the EMA, need to follow—
and potentially improve on—the standards that have been set in
place in more traditional medical spheres (Price II et al. 2019). It
will, therefore, be crucial for public policy and private organizations
to develop compliance tools and discuss new technological solutions
and amendments that would help start-ups, SMEs, and medical
authorities to meet the compliance requirements without compromising too much of data’s value. In summary, a more open approach
to data sharing and transparency can only work if the entire ecosystem of complementary stakeholders manages to design compatible
interfaces while respecting the regulatory framework, although this
process will, in itself, be dynamic and iterative given the evolving nature of all these aspects.
This brings us to another issue: emerging technologies.
Unfortunately, the GDPR may not be very well suited to fully accommodate the possibilities that are offered by new technologies
which could be particularly useful for processing clinical trial data,
such as blockchain technology (Siwicki 2018), which might help in
addressing some tensions between data transparency and the
requirements for personal data and IP protection. Clinical trial data
represent a special data category and an appropriate consent can enable a research participant’s rights to erasure, or portability, under
the GDPR. However, where the consent is flawed, unclear, not robust or dynamic in nature, this could pose problems for new technological applications. As described by the head of Data Policy at the
World Economic Forum, Anne Toth (Toth 2018):
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11. CJEU, Case T-235/15, Pari Pharma v EMA, para 36 (5
February 2018).
12. EMA (2014) EMA policy on publication of clinical data for
medicinal products for human use, POLICY/0070, EMA/
240910/2013, (London, UK; pubd online Oct 2014) <http://
www.ema.europa.eu/docs/en_GB/document_library/Other/
2014/10/WC500174796.pdf> accessed 11 Aug 2019; cf.
EMA (2018) EMA’s Clinical data publication (Policy 0070)
report Oct 2016- Oct 2017, EMA/630246/2017 (London,
UK; pubd online July 2018), <http://www.ema.europa.eu/
docs/en_GB/document_library/Report/2018/07/WC5002520
71.pdf> accessed 11 Aug 2019.
13. Recital 67 Regulation (EU) 536/2014.
14. Article 81(4) Regulation (EU) 536/2014.
15. Regulation (EC) 1049/2001 of the European Parliament and
of the Council of 30 May 2001 regarding public access to
European Parliament, Council and Commission documents.

Downloaded from https://academic.oup.com/spp/article/47/5/616/5780440 by Danish Regions user on 28 June 2021

reports and did not offer information on the raw study data sets
which are essential for evidence-based research and the verification
of results.82 Recent initiatives are changing this, but pharmaceutical
companies will continue to exclude essential data under data protection rules, such as the GDPR’s data minimization requirement.83
Because drug development involves years of strategic investment
and risk-taking in research and innovation, pharmaceutical companies also have a greater incentive to retain control over the data they
harvest. Hence, claims of commercial confidentiality and the potential difficulties in de-identifying and sharing raw data might additionally impede progress in data transparency (Mintzes et al. 2015).
The conflicting obligations of privacy and transparency, as well as
the motivation to protect valuable data through trade secrets and
IPRs, could thus indeed undermine the potential benefits of open innovation and patient interests, whose high-quality health data is
needed in order to develop innovative therapies more effectively
(Lemmens 2013). The stakes are high since more extensive redactions
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regard to the detection of adverse effects. On the other hand, poorly
administered wider transparency might also open doors for data misuses and piggy-backing on expensive research efforts, which could potentially have detrimental effects on trust and the incentives for
companies to further investment in risky pharma projects.84
The work of the relevant data committees at the EMA in implementing these policies is therefore as important as it is complex.
They must consider more sophisticated, yet still predictable and
feasible measures to control, enhance and incentivize the sharing of
data within an open innovation paradigm that can be reconciled
with adequate protection of data and IPRs. This process requires coordination among multiple stakeholders ineffectively calling for a
better alignment between research, practices, and policies (Bogers
et al. 2018).
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