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EXECUTIVE SUMMARY 
This study offers a legal analysis of the “intermediary service providers of non-hosting nature”. 
It analyses the technological and legal evolution around non-hosting intermediary services and 
the way the existing legal framework for such services could be upgraded in the forthcoming 
Digital Services Act1. The liability privilege is one of the most central aspects in the regulation 
of online intermediaries (“intermediaries”) both in Europe and other jurisdictions. In Europe, 
the liability exemptions benefiting certain intermediaries are included in the e-Commerce 
Directive (ECD). 

We use a broad understanding of “non-hosting” as a categorisation of intermediary services 
other than those covered by Article 14 ECD, which essentially focuses on the storage of 
information. Thus, we concentrate on Articles 12 (“mere conduit”) and 13 (“caching”), as well 
as on related intermediary services, which may be covered by these provisions. The overall 
goal of the study is to provide insights to answer the question of whether Articles 12 and 13 
ECD are still fit for purpose, and –where applicable– to provide recommendations on how the 
current framework might be updated. 

It is a paradox that it is required to have a sound understanding of the technology in order to 
describe a technology-neutral regulation. Therefore, Section 2 contains a technical typology 
of non-hosting intermediary services and functions covering “mere conduit” services, “caching” 
and content delivery networks, as well as auxiliary network services and combinations of 
different types. 20 years after the adoption of the ECD it is not surprising that this typology 
includes services that did not exist in this form when the Directive was conceived. It also 
describes the technical mechanisms available to such service providers to address illegal 
content.  

Section 3 turns towards the current legal framework and provides an analysis of Articles 12 
and 13 ECD, describing their traditional scope, mechanism, as well as relevant case law and 
a brief description of grey areas. After a brief overview on Article 15 ECD, it turns towards the 
related aspect of injunctions. Finally, it looks at self- and co-regulation in the non-hosting 
landscape.  

Section 4 introduces an analytical framework with possible parameters for (future) regulation, 
which also serves as a methodological basis of the in-depth analysis of selected grey areas. 
For the purpose of this study, we emphasise proximity to content and the availability of 
proportionate measures as potential analytical categories. 

Section 5 examines in detail the Domain Name System (DNS), WiFi hotspots, Content 
Delivery Networks (CDNs), processing in the cloud and live-streaming. The DNS has 
existed since before the adoption of the ECD, but this study concludes that the role of DNS-
functions might fall outside the existing liability exemption regime. Consequently, the provision 
of DNS-functions –despite conceptually and technically being far from content– might be less 
priviliged than e.g. hosting in the current framework. Regarding WiFi hotspots, the legal 
uncertainty around their positioning within the liability exemption framework has been resolved 
by the CJEU. CDNs are complex business models which offer a variety of functions that did 
not exist when the ECD was adopted. These intricate functions are difficult to locate within 
Articles 12-14 ECD. Also processing in the cloud may give rise to legal uncertainty. Similarly, 
live-streaming is not easily located within the current liability exemption regime. 

                                                 

1 Commission, Commission launches consultation to seek views on Digital Services Act package, IP/20/962. 

https://ec.europa.eu/commission/presscorner/detail/en/ip_20_962


 

 
 

In summary, the landscape of non-hosting intermediaries has developed significantly since the 
adoption of the ECD, for example, with regard to the development from caching to CDNs and 
content adaptation, as well as developments related to cloud computing. We conclude that 
despite rapid technological developments, the focus of and the rationale for the intermediary 
liability exemption regime in relation to non-hosting intermediaries have aged well. We 
therefore recommend that the main regulatory approaches of Articles 12 and 13 ECD should 
be kept; this includes both the specific conditions for services falling under Articles 12 and 13 
ECD as well as basic principles established by the ECD.  

This study identifies, however, several aspects where the current framework could be 
upgraded. This relates both to new intermediary functions as well as old intermediary functions, 
which may be uncertain under the current liability exemption regime. Based on the findings of 
this study, Section 6 concludes with recommendations including updated principles and 
suggestions for resolving grey areas and closing reguilatory gaps. 

The current ECD liability exemption regime focuses on transmission in, or access to, a 
communication network as well as storage. Significant grey areas arise in relation to “auxiliary 
network intermediary” functions, which do not transmit or provide access, and the “temporal 
provision and processing of information”, which is different from storage. We suggest the 
following adjustments as one possible approach to closing gaps in a future regulation: 

• Broad notion of “network intermediary” as conceptual foundation. 

• A new typology of network intermediary functions, all of which should be exempt from 
liability. 

• A new liability exemption for auxiliary network intermediary functions (e.g. domain 
name related services). 

• Clarification of liability exemptions for “provision” (other than storage) of information 
(e.g. for CDNs and live-streaming). 

• A new liability exemption for remote processing (e.g. in the cloud). 
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1. INTRODUCTION 
The liability privilege is one of the most central aspects in the regulation of online intermediaries 
(“intermediaries”) both in Europe and other jurisdictions. When proposing the ECD more than 
twenty years ago, the Commission noted that the “liability of intermediaries (...) is a very 
important and sensitive area where a particular effort was made in the original proposal, in 
close consultation with the interested parties, to achieve a reasonable compromise solution 
that takes due account of all interests at stake.“2 The same standard is required when 
reviewing these rules. This study on non-hosting service providers, as a subsection of the 
intermediaries referred to here above, attempts to cater into that development process of an 
upgraded reasonable solution, which takes into account all interests and fundamental rights at 
stake. 

Already on 16 July 2019, then President-elect von der Leyen announced in her Political 
Guidelines the goal of adopting a Digital Services Act to “upgrade (...) [EU] liability and safety 
rules for digital platforms, services, and products.” This study is part of the broader evidence 
collection conducted by the Commission in view of the evaluation of the ECD and preparation 
of a new Digital Services Act. Its main objective is to inform the Commission on the 
technological and legal evolution around non-hosting intermediary services and the way the 
legal framework for such services could be upgraded. The study focuses in particular on the 
legal clarity in the liability exemption for such services in light of the technical characteristics 
and nature of the respective services. The overall goal of the study is to provide insights to 
answer the question whether Article 12 and 13 ECD are still fit for purpose, and –where 
applicable– to provide recommendations on how the current framework might be updated. 

The notion of non-hosting intermediary is not used in EU legislation. In this study, we have 
a broad understanding of “non-hosting” as a categorisation of services other than those, where 
content provided by the recipient of a service is stored for a more permanent period of time 
(akin to the legal delimitation in Article 14 ECD). It is important to note, however, that hosting 
as a technical concept3 does not necessarily imply that content is stored. Compared to the 
liability exemption for hosting services (Article 14 ECD), the two liability exemptions covered 
in this study (“mere conduit” and “caching”, Articles 12 and 13 ECD) have been less 
prominently featured in recent policy discussions at the European and at the national level. 
Given the prominent role of online platforms, which oftentimes but not always would be 
considered hosting services, in today’s internet landscape, this focus4 seems understandable. 
At the same time, however, it is important to acknowledge the many technical and legal 
differences between hosting on the one hand, and “mere conduit” and “caching” on the other 
hand. Only then, it is possible to avoid unintended spill-over effects from regulatory efforts 
regarding Article 14 ECD, i.e. measures that may make sense in the context of intermediaries 
broadly related to hosting but not in the non-hosting intermediary landscape. 

The authors of this study have a background in law and engineering. Methodologically, this 
study is therefore based on a legal and technical analysis of non-hosting. The initial desk 
research based on own data collection as well as information provided by the Commission 
                                                 

2 See Amended proposal for Directive on certain legal aspects of electronic commerce in the Internal Market, 
COM/99/0427 final, OJ C 248E, 29.8.2000, p. 69–96. 
3 The technical term “host” is any computer or similar device connected to a computer network. 
4 See e.g. Commission, Online Platforms and the Digital Single Market Opportunities and Challenges for Europe, 
COM(2016) 288 final; Commission, Communication on Tackling Illegal Content Online - Towards an enhanced 
responsibility of online platforms, COM(2017) 555 final; Commission Recommendation (EU) 2018/334 of 1 March 
2018 on measures to effectively tackle illegal content online, C/2018/1177, OJ L 63, 6.3.2018, p. 50–61; the 
copyright-specific carveout of Art. 14 ECD in Art. 17 Directive (EU) 2019/790 of 17 April 2019 on copyright and 
related rights in the Digital Single Market, OJ L 130, p. 92–125. 



 

 
 

included academic literature, legal texts and jurisprudence, reports commissioned by the 
European institutions, transparency reports, communications by relevant intermediaries and 
stakeholders as well as media and news items.5 The scope of this study is delimited in several 
dimensions: thematically, we provide an in-depth analysis of areas that have been selected by 
the Commission. Geographically, this study focuses on the regime of the ECD on the European 
level. A comprehensive comparative study of national legislation and case law is outside the 
scope of this study6; instead we rely on the anecdotal use of relevant national case law and 
legal sources. 

  

                                                 

5 The authors held a small academic roundtable and would like to thank Professor Gerald Spindler, Professor Jan 
Bernd Nordemann and Professor Lee A. Bygrave for valuable discussions and perspectives in response to our 
initial ideas. Any errors in this study remain our own. 
6 See Art. 6(1) Technical Standards Directive, but see on the lack of information on actual implementation in MS as 
well as increase in amendments of national laws as well as increase of domestic case law Commission, Online 
services, including e-commerce, in the Single Market, Brussels, 11.1.2012 SEC(2011) 1641 final. 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52011SC1641&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52011SC1641&from=EN
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2. TYPOLOGY OF NON-HOSTING INTERMEDIARIES AND 
FUNCTIONS 
The purpose of the following typology is to provide a basis for policy discussions on the role of 
non-hosting intermediaries with their distinct technical characteristics. 

 

2.1 The role of protocols and transnational private regulation 
“The Internet, a loosely-organized international collaboration of autonomous, interconnected 
networks, supports communication through voluntary adherence to open protocols and 
procedures defined by Internet Standards.”7  

The technical standards and other documentation that are used to make the internet work are 
published by the Internet Engineering Task Force (IETF) that is a large open international 
community of network designers, operators, vendors, and researchers. The standards are 
open and created by “rough consensus and running code”. Standards from other 
organisations, for example the World Wide Web Consortium (W3C), are also used for the wide 
variety of services that use the internet, and proprietary standards are also used to create new 
services. Regarding open standards, the principle of rough consensus and running code 
implies that software vendors, e.g. browser developers, are in a strong position when new 
standards are created. Further examples related to the DNS and IP addresses are ICANN, 
IANA and RIPE, which will be explored below. Sometimes open standards are also established 
outside these organised settings by private companies (e.g. Google AMP framework).  

Protocols constitute a layer of transnational private regulation as soft law, which 
complements the national and regional regulation (e.g. EU law).8 This transnational de facto 
regulation, even if only soft law, has a strong influence on the architecture and functioning of 
the internet.  

 

2.2 Technical overview 
The objective of this sub-section is to provide an informed observation of services provided 
today and technological development since adoption of the ECD. It is a paradox that it is 
usually required to have a good understanding of the technology in order to describe a 
technology neutral regulation. The ECD is a (relatively) technology neutral regulation. In 
theory, neutrality is limited by suggesting a particular architecture by defining the functions of 
mere conduit, caching and hosting. In the 20 years since the adoption of the Directive, the 
internet has been the main technological platform. However, the internet is a rapidly evolving 
set of technologies and the infrastructure and technology is very different today than it was 20 
years ago. In the last decade, the mobile network infrastructure has merged into a seamless 
part of the Internet, and the developing Internet of Things (IoT) will most likely introduce a new 
range of intermediary services. 

In the following we provide a non-exhaustive overview of non-hosting functions and services. 
This section takes its starting point in the technical setup and is not relying on existing 

                                                 

7 Description quoted from IETF, https://www.ietf.org/standards/ 
8 These layers are developed according to different procedures and follow their own logic, but sometimes they are 
related explicitly. Several IETF standards have been evaluated by the European Multi-Stakeholders Platform on 
ICT Standardisation as relevant standards to be linked to EU legislation and policies. 

https://www.ietf.org/standards/


 

 
 

definitions in secondary legislation or other official EU documents, which may have other 
functions and need to be seen in their specific regulatory context. This overview is 
complemented by an in-depth study of selected aspects in Chapter 5. 

An Internet Service Provider (ISP) is a generic and very imprecise term used for an 
organisation providing services for accessing, using, or participating in the internet. Broadly 
speaking such services can include internet access, internet transit, domain name registration, 
email service, internet hosting service and data centers, where equipment, space and 
bandwidth are available for rental to retail customers. An Internet Access Provider (IAP)9 is an 
ISP that mainly offers internet access to users, private homes and organisations, but an IAP 
may offer other ISP services as well, for example email. An internet hosting service (i.e. host 
as a technical term) runs and maintains servers, allowing individuals and organisations to serve 
content to the internet. 

 

2.2.1 Mere conduit 
2.2.1.1 Intermediaries and functions 
Usually there are several mere conduit intermediaries between a host and user, e.g. internet 
access service, carriers, transit networks and IXPs. While such transmissions can also 
include illegal content, service providers typically cannot have any knowledge thereof, except 
if they engage in monitoring activities (see deep packet inspection below).  

Transmission of information is asynchronous communication when using the internet. Data 
is transmitted intermittently rather than in a steady stream and does not require a constant bit 
rate. Different parts of the electronic communications infrastructure use different technologies 
with different transmission speed and capacity.  

Data in transit may be buffered in network nodes because of the asynchronous mode of 
communication, which can also involve the buffering of illegal content. Buffering is the 
intermediate and transient storage, and the data is not stored for any period longer than is 
reasonably necessary for the transmission. At the mere conduit level, there may also be some 
network nodes (machines), that are called proxies10 or gateways that translate 
communication protocols in order to connect networks that are using different standards.11 The 
information that is transmitted through such nodes is not changed. 

Since 2000 the most significant developments have been network bandwidth and a range of 
services offering dynamic content adapted to each individual user. Today, a significant part of 
the access network is wireless technology, both WiFi access points12, mesh networks and 
mobile broadband. Mere conduit intermediaries may also use technologies such as Software 
                                                 

9 An internet access service is defined in Art. 2 para. 2, nr. 2 Regulation (EU) 2015/2120 as “a publicly available 
electronic communications service that provides access to the internet, and thereby connectivity to virtually all end 
points of the internet, irrespective of the network technology and terminal equipment used.” 
10 “Proxy” is a common concept in computer networking as a name for an intermediary which can be either software- 
or hardware-based. 
11 There also exist performance-enhancing proxies that are used to improve the end-to-end performance of some 
communication protocols. IETF RFC 3135, “Performance Enhancing Proxies Intended to Mitigate Link-Related 
Degradations”, June 2001. 
12 WiFi hotspots are wireless access points that are connected to an IAP, but are usually not considered an IAP in 
itself. There are Wi-Fi subscriber services selling subscriptions to a defined group of WiFi hotspots, but these are 
usually not an IAP. There is, however, a subclass of IAPs that is called wireless Internet service provider (WISP). 

https://tools.ietf.org/html/rfc3135
https://tools.ietf.org/html/rfc3135
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Defined Networking (SDN) and Network Function Virtualization (NFV) and have become a part 
of the cloud computing ecosystem offering network as a service and communication as a 
service. If classic cloud computing is associated with data centers, the carrier cloud is 
associated with the network connecting data centers and cloud users. Non-IP networks13 have 
always coexisted with and often been connected to IP networks14. A significant development 
is in the mobile sector where operators identified technical challenges with the TCP/IP-based 
technology used in 4G. TCP/IP is regarded as non-optimal for advanced 5G services and ETSI 
has initiated work on new protocols.15 

2.2.1.2 Internet exchange point (IXP) 
In order to communicate between networks, these need to be connected, typically through a 
physical connection. An interconnection between two networks using a point-to-point link is 
a “private peering”. The purpose of an IXP is to allow more than two networks to interconnect 
directly through a single exchange. The networks that connect to an IXP are autonomous 
systems16. An IXP is sometimes described as providing public peering, or multi-part peering. 
An IXP does not act as a transit provider or carrier, it just connects the networks. The 
interconnection can also be used for the transmission of illegal information, but the IXP function 
is defined such that it abstains from addressing content issues. 

2.2.1.3 Virtual private networks (VPN) 
VPN are a set of technologies that enables the user to extend a private network across a public 
network, commonly using an encrypted tunnel protocol. There are many different ways of 
configuring a VPN connection, but using the strictest and most straightforward setup, it will 
appear as if the user is using the computer from the network location where the VPN 
connection is terminated. This implies that any caching and CDN will assume that the user is 
connected to the Internet from a different location. The same applies for DNS queries, filtering, 
blocking and geo-blocking mechanisms, which can be circumvented, thus potentially 
facilitating access to the otherwise blocked illegal information.17 

 

2.2.2 Example 
The following example (Figure 1) illustrates how the subsequent technical descriptions of 
caching and auxiliary network functions can be integrated in practice. It is a simplified 
description of the actors and functions involved when a user requests information from a 
service identified by the name “www.example.com”, but nevertheless also shows the 
significant complexity of the process.  

The layers used in the description are a simplified technical approach that does not represent 
any network architecture standard and the layers do not necessarily fit what is described in the 
legal realm. 

                                                 

13 Examples of non-IP networks are ITU-T X.25, IBM’s SNA and AppleTalk. 
14 IP networks refer to networks where the transport layer of the OSI model is using the TCP protocol.  
15 “ETSI launches new group on Non-IP Networking addressing 5G new services” ETSI, April 7th, 2020 
16 IETF RFC 1930, “Guidelines for creation, selection, and registration of an Autonomous System (AS)”, March 
1996. 
17 A common use is for users to be able to connect their computer to their private office network in a secure manner, 
as if they are directly connected, from any access point on the internet. Another use of VPN is to circumvent the 
filtering and blocking, and to access content that only is available in other countries (i.e. not in a country from where 
the user and corresponding IP is located). Some IAP networks might try to block some VPN service providers or 
VPN technologies. 

https://tools.ietf.org/html/rfc1930


 

 
 

 

Figure 1: Traditional flow of data when IAP is using a transparent caching proxy18 

The technical process is as follows and will be further explained in subsequent sections:  

DNS: When a user requests information from the webpage “www.example.com”, the web 
browser application will first look-up the IP address using a DNS resolver. The IP address of 
the server at the host’s data center is returned. The internet standards define the DNS (i.e. the 
“addressing” function) as a support system and the contribution of the DNS system is written 
as text above illustrates. 

Caching: The user’s browser sends a request for information using this IP address, but the 
request is intercepted by the transparent caching proxy in the IAP’s network. If the 
information requested is in the proxy’s cache, i.e. temporarily stored, the proxy sends the 
information as a response to the user’s browser. If the information isn’t temporarily stored in 
the proxy’s cache, the proxy requests the information from the server in the host’s data center. 
When the server responds, the proxy will forward the information to the user’s browser. The 
server will only receive the request from the transparent caching proxy. 

 

2.2.3 From caching to CDN 
2.2.3.1 Load balancing function 
The process of distributing a set of tasks over a set of computing units with the aim of making 
their overall processing more efficient is called load balancing. The computing units may be 
in a single data center and use a reverse proxy server as a load balancer. The computing units 
may also be distributed over several data centers in different locations and use more advanced 
load balancing that considers network latency as well as workload when directing a user 
request to a computing unit. A content owner may use more than one host, all using the same 

                                                 

18 Note that the solid (black) devices in the illustration performs only the mere conduit function. In the following, the 
“content owner” is the recipient of the hosting service. 
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domain name and each host placed in a different geographical location, to establish a 
service.19 

2.2.3.2 Caching content 
Caching is a very common concept used in computer science. It is therefore necessary to 
distinguish between what is cached, either content (e.g. on a website), which may include 
illegal information, or addressing data e.g. related to the DNS. 

20 years ago, network bandwidth was a limited resource, and using long distance international 
internet carriers was expensive. A large amount of the information was file-based or static, and 
many users would request the same information within a limited time frame. To limit bandwidth 
used for data transmission and reduce the response time for end users, network nodes usually 
called caching proxy servers may be used by IAPs and in local networks (e.g. businesses 
and universities). The mechanism is sometimes called a response cache because it is the 
responses from the host that is cached, not the requests from end users. Caching proxy 
servers provide intermediate and temporary storage of information that can be requested 
individually by many users. From the host viewpoint, a caching proxy server aggregates 
demand for content from multiple users.20 

Caching is beneficial to the internet ecosystem as a cost saving technology and a technology 
that improves the quality of experience for users. In addition, for each IAP the operational cost 
is cut by reducing the incoming traffic on the peering connections to other service providers. 
The content owner can have some level of control over what is cached. 

 

Figure 2: Classical proxy, transparent proxy and reverse proxy 

Two noteworthy caching models, that might decrease in relevance, are transparent caching 
proxies,21 which can have the effect of hiding IP addresses of users from hosts, and proxy 
prefetch caching,22 which anticipate and pre-load content, before a request from a user. An 
                                                 

19 In this case the DNS may be used as a simple load balancer. If a number of the origin hosts are replaced by 
caching proxy servers or surrogate hosts in a CDN, this may also be described as load balancing. 
20 “A shared cache is a cache that stores responses to be reused by more than one user; shared caches are usually 
(but not always) deployed as a part of an intermediary.” IETF RFC 7234. 
21 Transparent caching proxies: To be more efficient for the IAP, the classic proxy server, that still is used in local 
networks, evolved into the transparent proxy. A transparent proxy intercepts the data traffic between users and 
hosts, and because a user sees the IP address of the hosts rather than the IP address of the transparent proxy 
there is an illusion of transparency for the users. Both classic and transparent proxies hide the user’s IP address 
from the host as the connections to the host are initiated by the proxy. IETF RFC 1919, “Classical versus 
Transparent IP Proxies”, March 1996. 
22 Proxy prefetch caching: Proxy caching server technology evolved by introducing functionality that anticipated 
what information users may request in the near future in order to reduce latency by prefetching the information. One 
method used for predicting what information users may request in the near future is by monitoring the content of 
cached web pages looking for new hypertext links that can be prefetched before they are requested from users. 
However, this kind of prefetching implies that the intermediary is monitoring the content that is transmitted and may 
request new content from a host without receiving requests from a user. 



 

 
 

important change since 2000 is that much of the internet traffic using the HTTP protocol has 
been replaced with encrypted communication using the Hypertext Transfer Protocol Secure23 
(HTTPS). Because each communication session between a user and host using HTTPS is 
encrypted, the response cannot be cached by an intermediary and reused by more than one 
user. At present more than 60 percent of websites are using HTTPS as the default protocol24, 
and websites with high volume traffic are more likely to use HTTPS as the default protocol. 
Implementations of the most recent version of the HTTP protocol only support secure 
communication. 

2.2.3.3 Reverse proxy 
A reverse proxy is a part of the hosting service, but it is important to include a short description 
as a prelude to the description of CDNs. A reverse proxy can perform many different functions. 
Three of them are listed below: 

● It may hide the IP addresses and characteristics25 of servers in a data center and may 
perform load balancing by distributing incoming requests to several servers. The 
public IP address of the reverse proxy becomes the IP address of the host. 

● It may perform a function called web acceleration by caching static and dynamic 
content.  

● It may perform the function of a Transport Layer Security (TLS) termination proxy by 
performing the encryption used by the HTTPS protocol.26 

2.2.3.4 Content delivery networks (CDNs) 
The market segment for CDNs evolved from the need to maintain a large number of specialized 
caching proxy servers in data centers all over the world, and from the need to store large media 
files, for example video content, on servers in either the same data centers as the caching 
proxy servers or in similar data centers close to the users. 

 

Figure 3: Historical technical developments 

A CDN is a geographically distributed network of proxy servers and data centers. A CDN 
provider usually deploys nodes (or server clusters) close to populations of users. Some CDN 
server clusters just replaced the caching proxy servers at IAP locations, i.e. the CDN servers 
are co-located with the IAP. CDN locations may also be located close to IXPs in order to 
distribute content through several IAPs in a region. Content owners pay CDN providers to 
deliver their content to their end users. The CDN providers serve different types of content 

                                                 

23 IETF RFC 2818, “HTTP Over TLS”, May 2000. 
24 W3Techs Web Technology Surveys, https://w3techs.com/technologies/details/ce-httpsdefault 
25 Systems architecture and what kind of hardware and software used in the data center. 
26 Note that this would usually imply that e.g. a CDN has permission from the content owner to buy and renew 
digital certificates from a Certificate Authority on behalf of the content owner (in order to encrypt the data transmitted 
over the HTTPS protocol). 

https://tools.ietf.org/html/rfc2818
https://w3techs.com/technologies/details/ce-httpsdefault
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owners and different CDN providers may use different business models and systems 
architecture.27 Some content owners have built their own CDN infrastructure, others are 
using several CDN providers in different geographic regions (multi-provider solutions).  

The following illustration gives an example of how CDN providers may deploy their servers in 
a local region of the internet. The example includes three IAPs (IAP-1, IAP-2 and IAP-3) and 
two CDN providers (CDN-1 and CDN-2). The example also includes two IXPs (IXP-1 and IXP-
2).28 

 

Figure 4: Functioning of CDNs 

CDNs may be described as a layer in the internet ecosystem. However, some cloud service 
providers have made CDN a part of their cloud infrastructure. As the infrastructure of a cloud 
service provider spans many data centers, the traditional cloud and the content delivery part 
of the infrastructure may share many data center locations. As mentioned, some CDN 
providers deploy servers as close to the users as possible, i.e. colocation with IAP equipment 
and in the mobile networks. A near future development is the mobile cloud and this will most 
likely have an influence on the CDN market segment. Other technologies that may influence 
the CDN market segment in the future include edge computing and IoT. In the future, caching 
and CDN may become a set of content delivery functions of a cloud-based host intermediary. 

The following figure shows the flow of data, when a CDN is used. In the example, the user 
requests information from the web page “www.example.com” and the web browser application 
looks up the IP address using a DNS resolver. Different from the example in 2.1.2, here the IP 
address of the CDN’s reverse proxy is returned. The user’s browser sends a request for 
information using this IP address. If the information requested is in the reverse proxy’s cache, 
i.e. temporarily stored, the proxy sends the information as a response to the user’s browser. If 
the information isn’t temporarily stored in the reverse proxy’s cache, the proxy requests the 
information from the server in the host’s data center. When the server responds, the reverse 
proxy will forward the information to the user’s browser. The server will only receive the request 
from the reverse proxy. 

                                                 

27 See e.g. the services Google Cloud CDN (https://cloud.google.com/cdn), Amazon Cloudfront 
(https://aws.amazon.com/de/cloudfront/), Cloudflare CDN (https://www.cloudflare.com/cdn/), Akamai CDN services 
solution (https://www.akamai.com/uk/en/resources/cdn-services.jsp). 
28 In the example, IXP-2 provides international peering, being connected to an international carrier. CDN-1 is using 
a private link for international peering, and gets access to users in the region by peering with IAP-1 and IAP-2 
through IXP-2. CDN-2 is co-located with IAP-1 and will have access to the users at IAP-2 through IXP-2. IAP-3 is 
only connected to the internet through IAP-1 and user experience will depend on the bandwidth of this connection. 



 

 
 

 

Figure 5: Flow of data when content owner is using a CDN 

 

2.2.3.5 Content adaptation proxies 
Proxy-based content adaptation is a useful tool to enable ubiquitous digital services.29 
Content adaptation can be divided into two categories that involve either modifying the 
representation of the content or modifying the content itself. 

An example of modifying the representation of the content is transcoding the content of a 
video streaming service in order to provide video content optimized for different types of user 
equipment ranging from mobile phones to large television monitors. This is a service often 
performed by an intermediary, e.g. a CDN provider. Modifying the representation of the content 
doesn’t change the content in other ways than e.g. screen size or image quality. Another 
example of this form of modification of the representation of the content is changing an 
unsecure web service using HTTP into a web service using only HTTPS (e.g. offered by some 
CDN providers).  

An example of modifying the content itself is automated language translation e.g. by using 
machine learning. This adaptation may be requested by the content owner as an option for the 
user. Another example is content filtering by blocking illegal or harmful parts in the substance 

                                                 

29 Lopes de Souza, W. et al. (2000). Content Adaptation in Ubiquitous Computing. In Babkin, E. (ed.). Ubiquitous 
Computing, Intech Open. Different kinds of content adaptations that were suggested in an IETF draft paper 
discussing business models include: Virus/malware scanning; advertisement insertion; markup language 
translation; data compression; content filtering; image transcodification; language translation. For examples and a 
discussion of business models see: Beck, A. et al. (2000). Example Services for Network Edge Proxies.  

https://tools.ietf.org/html/draft-beck-opes-esfnep-01
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of the content itself. This kind of content adaptation may be requested by a content owner in 
order to enable distribution to many jurisdictions.30  

Content adaptation may be combined with caching.31 An example is a caching proxy that 
requests web content from the host and adapts the content to any mobile devices that requests 
the webpage. Issues could arise if the content that is being adapted is illegal. 

One important question regarding content adaptation is which party is requesting that the 
content or its representation is modified. It may be requested by the user. In a CDN content 
adaptation may be requested by the content owner or the hosting service. Content adaptation 
may also be performed by the intermediary by default, for example when modifying the 
representation of the content in a gateway between systems using different protocols. Content 
adaptation does regularly not require that the intermediary has knowledge about the 
content itself, irrespective of whether the modification regards the representation of content or 
content itself.32 

 
2.2.4 Auxiliary network functions 
2.2.4.1 Domain Name System (“DNS”) 
The DNS is not an intermediary in the transmission of content, but the DNS is vital for 
connecting end users to content owners by offering a directory service. Actors involved in the 
DNS include domain name registries, registrars and registrants. An important function of a 
registry is to maintain a TLD zone file on the authoritative name servers (i.e. database of 
the domain names and associated IP addresses). 

The DNS33 is a distributed database where the nodes of the database are the (many) name 
servers. The naming system is hierarchical. Each domain has at least one authoritative name 
server that publishes information about that domain and the name servers of any domains 
subordinate to it. At the top of the domain name hierarchy is a group of root name servers34. 
When looking up a domain name to retrieve a numerical IP address, the DNS works as a 
distributed directory service. The process called resolving a domain name starts with a query 
sent to a root name server. This starts an iterative process that will end up with a query to a 
name server that returns an IP address for the domain name. 

To reduce the load on the authoritative name servers and to improve efficiency, ISPs and local 
networks usually have DNS cache servers which store DNS query results for a period of 

                                                 

30 Some WiFi hotspot providers have modified content by inserting advertisements to provide revenue for the 
service. 
31 Buchholz, S. & Schil, A. (2003). Adaptation-Aware Web Caching: Caching in the Future Pervasive Web, Dresden 
University of Technology, Department of Computer Science. 
32 An example of modifying the representation of content is the transcoding of text, images, audio or video, which 
does not require knowledge of the content. An example would be the video content providers limiting bandwidth 
during the Covid-19 lockdown. Video content in 4K quality can be transcoded to normal high definition video without 
any knowledge of the content of the video. This should be distinguished from the modification of the content itself, 
such as the insertion of advertisements. No detailed knowledge of the content is required, although the advertiser 
may want information about the topics and target group demographics. Yet another example of modification of the 
content itself is translation. Using automatic translation based on machine learning no knowledge of the content is 
required and only the question whether logging of the translations provided is acceptable or required remains. 
33 IETF RFC 1034, “Domain names. Concepts and Facilities”, November 1987. 
34 The root name servers serve the root zone, that contains information about all the TLDs, and the addresses of 
the authoritative DNS name servers for each TLD. There are 13 root name server addresses, but as of January 
2020 the actual number of root name server instances were 1034. 

http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.13.3944&rep=rep1&type=pdf
https://tools.ietf.org/html/rfc1034


 

 
 

time.35 Because these name servers usually perform the look-up described above to resolve 
a domain name from the authoritative name servers they are called recursive DNS servers. 

A recursive DNS server that can be used by anyone is called a public recursive DNS server 
(sometimes called public DNS resolver). Such a server can be offered by anyone. The 
reasons for offering such a public recursive DNS server may be to provide a redundant service 
to improve DNS availability, to offer a particular filtering policy (blocking domains with a 
reputation for hosting malware, harmful or illegal content), to enhance privacy or to avoid 
censorship.36 

2.2.4.2 IP addresses 
An IP address is a numerical label assigned to each device connected to a network using the 
internet protocol.37 In the context of this study, we are mainly looking at one of the main 
functions of an IP address, namely location addressing. 

At this point, it is necessary to recall that this study’s interest relates to the functioning and 
provision of IP addresses, not the use of them. Nevertheless, their use is subsequently briefly 
explained for information purposes. IP addresses are used when routing packets between 
devices connected to the internet, thus indirectly contributing to the transmission of 
information (including potentially illegal content). There are different kinds of routing and the 
range of IP addresses are divided into several classes of routing. The most important examples 
are: 

● Unicast addressing (peer-to-peer) is the most common class of address. A unicast address is associated 
with a single network interface, but a single device that is connected to the internet may have several 
unicast addresses. The unicast address can be used to identify the device. 

● Multicast addressing (one-to-many) is used to route packets to a group of interested receivers. The sender 
sends a packet from its unicast address to a multicast group address, and the intermediary routers will 
send copies and send the packets to all receivers that have joined the specific multicast group. The host 
sending out the multicast has no knowledge of who is receiving, similar to a radio station.  

● Anycast addressing is another one-to-many routing scheme where the router decides which receiver is 
the closest in the network and sends the packet only to that receiver. Anycast is useful for load balancing 
in a distributed system and is commonly used in DNS (e.g. DNS name servers). For anycast addresses 
there are more than one device on the Internet using the same IP address. 

Both IPv4 and IPv6 have address ranges that are designated as private IP addresses that 
are reserved for use in private networks. Only public addresses may be used for 
communication between devices on the global internet. Devices using private IP addresses 
may use a proxy or network address translator (NAT) as an intermediary agent to communicate 
with other devices on the global internet. Devices with private IP addresses on a private 
network may share a public IP address. This is common for networks using IPv4 addresses, 
and the intermediary agent will hide the private IP address from the host when sending 
requests.38 

                                                 

35 Changes in the authoritative name servers may not take effect immediately due to DNS caching. 
36 See Radu, R. & Hausding, M. (2020). Consolidation in the DNS resolver market – how much, how fast, how 
dangerous? Journal of Cyber Policy, 5(1), pp. 46-64. 
37 At present there are two versions of the internet protocol in use. Version 4 (IPv4) is using addresses that are 32 
bit long. Version 6 (IPv6) is using addresses that are 128 bit long. 
38 An example for this could be WiFi providers, company networks or even IAPs. 
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The IP address space is, together with Autonomous System Numbers (ASNs), a resource that 
is managed by the Internet Assigned Numbers Authority (IANA) and five regional Internet 
registries (RIRs) that are responsible for assignment to local internet registries (LIRs) such as 
different ISPs. Each RIR defines their own policies for resource allocation.39  

2.2.4.3 Other auxiliary network service actors 
There exists a range of other auxiliary network services that can be of interest in a non-hosting 
discussion. Two significant and very different examples are: 

Firstly, client-based browser and app software vendors may use their market influence to 
enforce certain standards or options in standards. Secondly, when using encryption,40 we 
usually rely on Certificate authorities (CAs) that issue digital certificates41. The Certification 
Authority Browser Forum is an organisation of CAs and web browser vendors that develops 
guidelines and means of implementation for best practices.  

A web search engine is a system/function that searches the WWW in a systematic way to 
gather information that enables the search engine service to answer web search queries by 
responding with a list of links to webpages, papers published in other digital formats, images, 
sound recordings, videos and other file formats where the user may find more information 
related to the search query. A significant part of the web browser users are using a web search 
engine service to find the links to other services.  

 

2.2.5 Combinations of various types and grey areas 
There are several areas and combinations of various functions of interest in relation to non-
hosting. As noted, networks often are described in layers (in the engineering community), 
which each relate to a separate functional level of the network, e.g. location of content or 
content as such, and in some instances these layers can merge. 

Peer-to-peer is the name of a network architecture where each peer in the network is equal 
to the other peers. There are no privileged or master peers. Either all peers are hosts or none 
are hosts. In peer-to-peer file sharing networks42 all peers are hosts. Interpersonal 
communication services for point-to-point voice or video calls may be implemented as a 
peer-to-peer architecture with no hosts, but the utility of an integrated directory service is likely 
to introduce some degree of storage of information. A service designed with a peer-to-peer 
architecture at the application layer may be implemented on top of a network layer using 
network elements like proxies and gateways. The Tor43 anonymity network is an overlay 
network implemented on top of the internet. It’s a peer-to-peer architecture performing a mere 
conduit function with an anonymity feature. This kind of peer-to-peer network can be described 
as a joint effort by an open community with no central control. 

                                                 

39 The RIR that has Europe as designated area is RIPE and defines rules (secondary-market), IP Address Allocation 
and Assignment Policies, see https://www.ripe.net/publications/docs/ripe-policies  
40 Encryption is a cornerstone of the digital economy and has a key function for ensuring network security. The 
purpose of encryption is to provide confidentiality, including when relevant for privacy and freedom of speech, and 
the integrity of both the service in question and the technical infrastructure. Due to the increased risk of threats such 
as man-in-the-middle and man-on-the-side, there is an increased importance of encryption. The importance of 
encryption is also highlighted in Recital 97 of the European Electronic Communications Code. 
41 Documents that certifies the ownership of a public key by the named subject of the certificate. 
42 For example, file sharing networks using the BitTorrent protocol. 
43 Tor is an acronym for the onion routing project, and onion routing was developed by United States Naval 
Research Laboratory who released the code for Tor under a free license in 2004. 

https://www.ripe.net/publications/docs/ripe-policies


 

 
 

Other network architectures are client-server and master-slave. For a traditional host-based 
service the server represents the host and the clients represent the users. For some 
applications a mixed architecture may be used.44 A multipoint conference service may be 
implemented using a peer-to-peer architecture as well, but to achieve acceptable service 
quality such services are implemented using one or more multipoint control units (MCUs). A 
basic conferencing service using MCUs may still be implemented without storage of 
information. 

Over-The-Top (OTT) is a common name used for internet services that traditionally have been 
delivered over other network technologies, e.g. broadcasting and telecommunication. Mobile 
telephony is an example where the traditional mobile terminal equipment can use the WiFi 
connection and internet as an access network to the Public Land Mobile Network (PLMN). 

Internet of Things (IoT) devices45 live at the edge of the internet and may be a part of an 
information service. IoT represents the digitalisation of everyday objects and people. Some 
devices are connected to a traditional host, but edge computing is an intermediary that may 
involve temporary storage of information and filtering some of the information collected by 
sensors. 

Cloud computing is a described as “a model for enabling ubiquitous, convenient, on-demand 
network access to a shared pool of configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly provisioned and released with minimal 
management effort or service provider interaction.”46  

Cloud computing is the result of applying virtualization to modernize data centers and 
enabling the characteristics listed in the NIST definition. Cloud computing is described further 
in section 5.4, but it’s important to note that the cloud computing model is evolving and 
expanding out of the data centers. One example is fog computing, a model that facilitates the 
deployment of distributed, latency-aware applications and services residing between smart 
end-devices and centralized services47. Another example is the mobile cloud being developed 
for the 5G networks. Virtualization also changes digital networks between data centers, users 
with smart devices and a rapidly growing ecosystem of IoT-devices. This development may 
have an impact on the network architecture, business models and the typology of non-hosting 
intermediaries described in this chapter. 

 

2.3 Available mechanisms to address illegal content 
All of the above-mentioned intermediary services and functions can be used to facilitate, at 
least very indirectly, illegal activities and the communication of illegal content. It is typical for 
the non-hosting services described above that the service providers may have general 
knowledge (i.e. expectation based on broader societal knowledge) of the possibility of illegality 
of the activities or content but lack specific knowledge thereof. Regardless of their lacking 
specific knowledge, the question arises what technical measures these providers can take to 
address illegal activities and communication of illegal content. In the following, we briefly 

                                                 

44 The encrypted messaging service Signal uses a client server architecture, but Signal's voice and video calls are 
peer-to-peer if the caller's number is in the receiver’s address book. If the caller’s number is not in the receiver’s 
address book the call is routed through a server in order to hide the users’ IP addresses. 
45 IoT devices may be sensors and actuators, and sensors may include video or health data. 
46 NIST Special Publication 800-145 “The NIST Definition of Cloud Computing”, September 2011. 
47 NIST Special Publication 500-325 “Fog Computing Conceptual Model”, March 2018. 
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describe some technically available measures, which are relevant to understand both in 
relation to their “effectiveness” and “precision”. 

2.3.1 IP address blocking 
IP address blocking is the process of rejecting requests from devices with certain IP addresses. 
Rejecting such requests can be done at the host that is supposed to receive the request, or by 
any network device that forwards the traffic, e.g. routers, firewalls, gateways or proxies. IP 
addresses are usually associated with the network interfaces of computer equipment, and 
often a public IP address represents a private network with many private IP addresses. An IP 
address is often managed by an ISP and when a service provider (content owner or 
intermediary) moves to a different ISP the IP addresses are changed. However, large service 
providers may have allocated IP addresses that are fairly stable over time. Within a reasonable 
timeframe IP addresses are also used in one geographic region, but the geographic region 
may include several jurisdictions. IP address blocking is commonly used to protect against 
brute force attacks and unauthorized access. IP address blocking can be used to implement 
geoblocking.48 Proxy servers, VPNs and other methods can be used to bypass IP address 
blocking. 

2.3.2 DNS blocking 
DNS blocking is implemented by filtering out specific domain names or machine names in 
the recursive DNS servers.49 In practice, DNS blocking is filtering DNS queries. This way, a 
local network administrator, an ISP or an authority can implement a policy to block access to 
harmful or/and illegal content.50 In practice the result from the recursive DNS query is modified 
to return an error code, a different IP address or not to respond to the query. 

In short, the DNS is a directory service that can be used to filter and block content, and it 
can be used to direct end users to the nearest CDN server (surrogate host) where the 
requested content is temporarily stored. There may be several parties that want to have some 
control over the directory service. However, the user may want to use a public proxy of her 
own preference. A challenge when using recursive DNS servers for filtering, blocking and 
locating content in the CDN is that it may require that end users use the local recursive DNS 
servers and not a public recursive DNS server. The IAP may try to configure the network in 
order to enforce that the local recursive DNS servers are used, but recent privacy-enhancing 
protocols51 for DNS resolvers will circumvent attempts to enforce the use of the local recursive 
DNS servers. 

                                                 

48 Geoblocking restricts access to content based upon the user's geographical location, using geolocation 
techniques. On the internet, geolocation is usually based on the IP address. Service providers may also measure 
end-to-end delay of the network connection to estimate the location of the user, or use information provided by a 
registered user, e.g. invoice address or payment information. 
49 This method of DNS filtering is described as using a customized policy in the recursive DNS servers and is known 
as response policy zone (RPZ), see P. Vixie, V. Schryver: DNS Response Policy Zones (RPZ), Internet-Draft, June 
2018., original RZP proposal from 2010. 
50 IETF RFC 5782, “DNS Blacklists and Whitelists”, February 2010. 
51 Examples are DNS over TLS, DNS over HTTPS, and using DNS over a VPN connection. 

https://www.ietf.org/archive/id/draft-vixie-dnsop-dns-rpz-00.txt
https://tools.ietf.org/html/rfc5782


 

 
 

There are other technical approaches to internet blocking and filtering52 and this issue is 
discussed in an informational paper53 published by the IETF. 

To mitigate malicious activity targeting the DNS infrastructure, a standard for DNS Security 
Extensions (DNSSEC) can be used. In February 2019, ICANN issued a statement54 calling for 
full deployment of this standard across all unsecured domain names. Full deployment of 
DNSSEC may have an impact on some of the mechanisms that have been employed for 
filtering and blocking domain names and redirecting traffic to proxy servers. With DNSSEC the 
response from an authoritative DNS name server will have a digital signature. Full deployment 
of DNSSEC requires not only the authoritative DNS name servers are in compliance, but also 
that all recursive name servers are in compliance with this standard. 

2.3.3 URL filtering 
URL filtering is similar to DNS filtering, but will block a specific webpage rather than all 
webpages on a domain name or machine name. This difference makes it more precise than 
DNS filtering. URL filtering is a type of web filtering, and it takes place at the application layer 
of the internet (e.g. HTTP, FTP and SMTP), whereas DNS blocking is protocol-agnostic and 
applies to all types of services using any protocols. URL filtering may be done by the user (in 
practice by client software), by a proxy server55 or a firewall. 

2.3.4 Deep packet inspection (DPI) 
DPI is a term used to describe data processing that inspects in detail the data being sent 
through a computer network node. In other words, DPI is monitoring the content of the network 
traffic. DPI may have different purposes: e.g. lawful interception, eavesdropping, internet 
censorship, to check for malicious code or to ensure that data is in the correct format. Note 
that because network protocols usually are layered (protocol stack), the term “shallow packet 
inspection” is sometimes used when only the headers of the next protocol layer is inspected. 
If the content of an entire object (e.g. file or document) that is transmitted by several packets 
in a sequence is inspected, the term deep content inspection is used. 

2.3.5 Domain name-related measures 
An organization or individual registers a domain name using the service of a registry or 
registrar. When a registration is completed, a registration record is created and the domain 
name is made available in the TLD registry. The registration also identifies the status of the 
domain and information is published in the Whois database. The DNS makes it possible for 
the users to determine the IP address of web, mail or other services that the registrant is 
providing. A legal or regulatory action may order the TLD registry to change how the DNS is 
configured for a given domain name, and what information is published by the Whois 
database.56 The precision of such measures is low, because the domain name as a whole is 

                                                 

52 One way of implementing DNS blocking is to use a public recursive DNS server that includes blocking of domain 
names that have a reputation of phishing or distributing malware or content that may be illegal. An example of a 
public recursive DNS server of this variety is Quad9 and an example of a national initiative is “Canadian Shield” by 
the Canadian internet registry, CIRA. Other technical solutions may be embedded in routers, and even wireless 
routers for small office and home use may include an optional service blocking unsafe IP addresses and domain 
names. 
53 IETF RFC 7754 ,“Technical Considerations for Internet Service Blocking and Filtering” March, 2016. 
54 ICANN “ICANN Calls for Full DNSSEC Deployment, Promotes Community Collaboration to Protect the Internet” 
55 One possibility would be a proxy server performing malware scanning. 
56 There exist different measures, e.g. deletion (disconnection of domain name to name servers and de-registration 
of domain name in registry database, where the domain name becomes available for new registrants); suspension 

https://www.quad9.net/
https://www.cira.ca/cybersecurity-services/canadian-shield
https://tools.ietf.org/html/rfc7754
https://www.icann.org/news/announcement-2019-02-22-en
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rendered inaccessible globally, which also makes it a far-reaching measure. The effectiveness 
in relation to hosted content is low, because it is still available on the host(s) that can assign a 
new domain name. Thus, it merely makes access less convenient.  

2.3.6 Ingress and egress filtering 
This type of filtering is implemented by network administrators of local networks and all kinds 
of ISPs. Ingress filtering is used by ISPs or local networks to prevent harmful or suspicious 
inbound traffic from entering the network. Ingress filtering is usually implemented on an edge 
device such as a router of a firewall. The filtering is based on information in the packet header 
and is a form of packet filtering. Egress filtering is used by ISPs or local networks to restrict 
outbound traffic from one network into another network.57 The purpose is to ensure that 
unauthorized or malicious traffic is not forwarded to neighbour networks. Egress filtering is 
usually implemented by an edge device such as a router or firewall, and packets that do not 
meet the egress filtering policies are not allowed to pass. Egress filtering is a best current 
practice58 to mitigate IP address spoofing.59  

 

2.4 Business models 
The deployment of these non-hosting services does not only depend on technical 
characteristics, but also on business models.60 These can be dynamic and fast-changing, 
being modified to grow profit and customer base and to counter competition. In the following, 
we look at different revenue streams for non-hosting functions or services. These can either 
be supply-side revenues or demand-side revenues. Furthermore, there may exist different 
models such as project funding, one-time purchase, subscription-based, selling user behaviour 
data, or advertising-based models. One important attribute of the non-hosting intermediary 
landscape is that several internet functions are not paid or at least not paid directly by the 
party using the service.61 The following table provides a non-exhaustive overview. 

Service Paid for by 

IAPs Internet user (consumer), regularly monthly fee on a contractual basis 

WiFi hotspots Internet end-user; private subscriber; bundled with other services (restaurant/hotel/public 
transport); free service (e.g. offered by municipality)  

DNS There are three functions that need to be paid for: 1) DNS authoritative name server 2) 
DNS recursive name servers / resolver (look-up) 3) Registry (Whois and zone file). 1) and 
3) paid for by registrant usually to registrar who pays registry; 2) paid for indirect by end-
users via ISPs; usually as part of a service “package” 

Caching proxy  Usually mere conduit / network owner 

CDN Content owners as a CDN’s customer 

                                                 

(domain name is temporarily disconnected from name servers but remains registered); transfer (to a different 
registrant); blocking (prevention of the registration for present and future use).  
57 The precision of ingress and egress filtering is at the IP address level and is an effective measure to mitigate the 
effects of errors in network devices and network configuration errors as well as IP address spoofing. 
58 IETF BCP 38 and IETF BCP 84. 
59 IP address spoofing is the creation of internet protocol packets with a false source IP address. Legitimate use 
would be for testing purposes and restricted to private networks. IP address spoofing on the public internet is most 
frequently used in denial-of-service attacks flooding a target with packets in order to make it look like each packet 
is coming from a different sender and at the same time attempting to hide the real senders of the spoofed traffic.  
60 See also Lessig, L. (1999). Code and other Laws of Cyberspace, Basic Books. 
61 See, Grimmelmann, J. (2010). The Internet is a Semicommons. Fordham Law Review, 2799. 

https://tools.ietf.org/html/bcp38
https://tools.ietf.org/html/bcp84


 

 
 

Cloud computing content owner as customer (including sub-contractors in layers: IaaS, PaaS, SaaS) 
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3. LEGAL FRAMEWORK 
There exist a variety of legal frameworks besides the ECD, which could become relevant 
when ensuring a coherent regulation of the role of non-hosting intermediaries. These do, 
however, not address liability exemption. An in-depth study of these areas is outside the scope 
of this study and we merely point towards some potential areas of interest. 

In the context of Articles 12 and 13 ECD, the overlap between the ECD and the European 
Electronic Communications Code62 is of interest. Certain actors are regulated by both 
frameworks. Some non-hosting service providers may also be covered by other secondary 
legislation, e.g. digital infrastructure (IXPs, DNS service providers, TLD name registries) in the 
cybersecurity context in the NIS Directive63. Another example is the Regulation (EU) 
2015/2120 on open internet access64, which restricts IAPs from certain traffic management 
measures including voluntary content blocking without legal basis.65 Data protection aspects, 
e.g. the protection of privacy in the electronic communications sector (E-privacy Directive) or 
the right to erasure in Article 17 GDPR66, too, play into the role of non-hosting intermediaries. 
Some non-hosting intermediary services may also enable audio-visual media services which 
are regulated in the AVMSD67. Additionally, there may also exist sector-specific national 
legislation in relation to illegal content, which will not be explored further in this study.68 

 

3.1 Structure of and conditions for liability exemptions 
For the remainder, this study focuses on non-hosting intermediary services in the context of 
the ECD and specifically Articles 12 (“mere conduit”) and 13 ECD (“caching”). The ECD’s 
horizontal liability exemption regime, i.e. covering administrative, civil and criminal liability, 
comes with two general criteria that need to be fulfilled: firstly, the service provider needs to 
provide a specific form of an “intermediary” ISS and secondly that ISSP’s activity must qualify 
as passive. The figure below provides a conceptualisation in form of a Venn-diagram of the 

                                                 

62 Directive (EU) 2018/1972 establishing the European Electronic Communications Code, OJ L 321, 17.12.2018, p. 
36–214. 
63 Directive (EU) 2016/1148 concerning measures for a high common level of security of network and information 
systems across the Union, OJ L 194, 19.7.2016, p. 1–30. The intersection to the ECD is, however, not explored in 
the Annex to European Commission, Making the most of NIS – towards the effective implementation of Directive 
(EU) 2016/1148 concerning measures for a high common level of security of network and information systems 
across the Union, COM(2017) 476 final/2, pp.36 ff, which indicates that there was not identified a conflicting overlap 
between the two frameworks. 
64 Regulation (EU) 2015/2120 of laying down measures concerning open internet access, OJ L 310, 26.11.2015, p. 
1–18. 
65 See Art. 3 (3) para. 3, lit. a and recital 11 of Regulation (EU) 2015/2120. The Regulation was argued to require a 
change of existing self-regulatory blocking regimes (DNS filtering) related to CSAM in several MS, see Swiss 
Institute of Comparative Law (2015). Comparative Study on blocking, filtering and take-down of illegal internet 
content, Part 2, Lausanne, p. 790 ff. See also Hynönen, K. (2013). No More Mere Conduit? Abandoning Net 
Neutrality and Its Possible Consequences on Internet Service Providers' Content Liability. The Journal of World 
Intellectual Property, pp. 72-86. 
66 Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data (General Data Protection Regulation), OJ L 119, 4.5.2016, p. 1–88. 
67 Directive 2010/13/EU on the coordination of certain provisions laid down by law, regulation or administrative 
action in Member States concerning the provision of audiovisual media services (Audiovisual Media Services 
Directive), OJ L 095 15.4.2010, p. 1, as amended by Directive (EU) 2018/1808, OJ L 303, 28.11.2018, p. 69–92. 
68 For example, online gambling, which is excluded from the ECD’s scope according to Article 1(5) lit. d point 4 
ECD. See Commission, Online gambling in the Internal Market, Accompanying the document Communication from 
the Commission to the European Parliament, the Council, the Economic and Social Committee and the Committee 
of the Regions Towards a comprehensive framework for online gambling, SWD/2012/0345 final. 

https://onlinelibrary.wiley.com/doi/full/10.1002/jwip.12006
https://onlinelibrary.wiley.com/doi/full/10.1002/jwip.12006
https://eur-lex.europa.eu/legal-content/lt/ALL/?uri=CELEX%3A52012SC0345


 

 
 

scope of the existing ECD’s liability exemption regime, where the notion of “intermediary” is 
left unaddressed.69 

 

Figure 6: Conceptualisation of existing liability exemptions in the ECD 

The specific liability exemptions for the three types of intermediary activities then come with 
certain –graduated– conditions that need to be fulfilled.70 

 

Figure 7: Conditions of the ECD’s liability exempetions 

 

3.1.1 Information society service provider and related notions 
Articles 12–15 of the ECD address certain ISSPs. Article 2 lit. b ECD defines “service provider” 
as any natural or legal person providing an information society service. Article 2 lit. a ECD 
refers to the definition of “information society services” in the Technical Standards Directive71, 
where such service is defined as an autonomous concept.72 Article 1 (1) lit. b Technical 
Standards Directive stipulates: 

‘service’ means any Information Society service, that is to say, any service normally provided for 
remuneration, at a distance, by electronic means and at the individual request of a recipient of 
services. 

For the purposes of this definition: 

                                                 

69 The ECD addresses certain intermediary ISSP’s functions. There exist, however, a variety of ISSPs that are not 
intermediaries (e.g. online accounting software providers) as well as intermediaries that are not ISSPs (e.g. the 
postman). 
70 Compare also the Commission’s proposal for the ECD that notes: "The distinction as regards liability is not based 
on different categories of operators but on the specific types of activities undertaken by operators.“ Commission, 
Proposal for a European Parliament and Council Directive on certain legal aspects of electronic commerce in the 
internal market, Brussels 18.11.1998, COM(1998) 586final, p. 27.  
71 Directive (EU) 2015/1535 laying down a procedure for the provision of information in the field of technical 
regulations and of rules on Information Society services, OJ L 241, 17.9.2015, p. 1–15. 
72 The concept is used in a variety of secondary legislation such as the GDPR and the DSM Directive. 
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(i) ‘at a distance’ means that the service is provided without the parties being simultaneously present; 

(ii) ‘by electronic means’ means that the service is sent initially and received at its destination by 
means of electronic equipment for the processing (including digital compression) and storage of data, 
and entirely transmitted, conveyed and received by wire, by radio, by optical means or by other 
electromagnetic means; 

(iii) ‘at the individual request of a recipient of services’ means that the service is provided through 
the transmission of data on individual request. 

Additionally, Annex I of the Technical Standard Directive provides an indicative list of services 
not covered by this definition. The ISSP definition is a broad genus73 and generally provided a 
flexible and adaptive concept that has been subject to a variety of CJEU cases74, both related 
to Article 14 ECD and Article 12 ECD.  

Such service is firstly to be “normally provided for remuneration”. In relation to non-hosting 
intermediaries, the service is sometimes not paid for by the recipient of the service (e.g. 
registrant paying for the domain name to be accessible or proxy caching being paid for by 
IAPs). Already recital 18 of the ECD clarifies in accordance with the CJEU’s case law75 that: 

“(...) information society services are not solely restricted to services giving rise to on-line contracting 
but also, in so far as they represent an economic activity, extend to services which are not 
remunerated by those who receive them, such as those offering on-line information or commercial 
communications, or those providing tools allowing for search, access and retrieval of data; 
information society services also include services consisting of the transmission of information via a 
communication network, in providing access to a communication network or in hosting information 
provided by a recipient of the service (...)” 

Thus, whereas the service must represent an economic activity, a broad interpretation must 
be given and it does not require the service to be paid for directly by those for whom it is 
performed.76 Despite the broad interpretation of the criterion in the CJEU’s case law, this 
condition may not be met in relation to non-profit or non-economic activities.77 Regarding 
internet search engine service providers, “who do not provide their service in return for 
remuneration from the internet users”, AG Jääskinnen in the Google Spain case, for example, 
argued –surprisingly– for an analogous application based on the assessment that such 
providers “appear to fall in that capacity outside the scope” of the ECD.78 This is contrary to 
the above-mentioned broad interpretation and was not picked up by the CJEU. Yet, it further 
illustrates that the economic requirement of the ISSP definition may be challenging to apply.  

The service also needs to be provided at a distance, which appears to not have created issues 
so far in case law. Furthermore, the definition only covers a service by electronic means, 

                                                 

73 See also Riordan, J. (2016). The Liability of Internet Intermediaries. Oxford University Press, p. 388. 
74 E.g. C-484/14, McFadden (provider of open WiFi network); C-70/10, Scarlet Extended (IAP); outside the non-
hosting landscape see e.g. C-291/13, Papasavvas; C-390/18, Airbnb Ireland; C-324/09, L’Oréal v eBay; C-236/08, 
Google France; C-360/10, SABAM v Netlog. In the context of Art. 14 ECD, see the parallel study by van Hoboken, 
J., et al. (2020). Hosting Intermediary Services and Illegal Content Online, A study prepared for the European 
Commission, DG Communications Networks, Content & Technology, SMART number 2018/0033. 
75 Case 352/95, Bond van Adverteerders, ECR 1988, 2085, point 16. See also C-484/14, McFadden, para. 43. 
76 See C‑484/14, McFadden, Opinion of AG Szpunar delivered on 16 March 2016, ECLI:EU:C:2016:170, paras. 
37–38. See also C-291/13, Papasavvas, paras. 4 and 29. 
77 See Madiega, T. (2020). Reform of the EU liability regime for online intermediaries; Background on the 
forthcoming digital services act, European Parliamentary Research Service, p. 4, referring to a recent case where 
the Paris Court of Appeal ruled in favour of the Wikimedia Foundation. See also van Hoboken et al. (2020), p. 30. 
78 C‑131/12, Google Spain, Opinion of AG Jääskinen delivered on 25 June 2013, ECLI:EU:C:2013:424, para. 37. 

https://www.europarl.europa.eu/RegData/etudes/IDAN/2020/649404/EPRS_IDA(2020)649404_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/IDAN/2020/649404/EPRS_IDA(2020)649404_EN.pdf


 

 
 

which in the current technological remit also appears to be unproblematic.79 The definitions in 
the ECD and the Technical Standards Directive can be seen as technologically neutral, in the 
sense that they do not refer to the internet, which is based on TCP/IP protocols.80 Thus, also 
other potentially evolving forms that might replace TCP/IP could be encompassed by the rules. 
Finally, such service needs to be at the individual request of a recipient. This criterion 
appears to not have given rise for concerns but might challenge the applicability of the ECD in 
relation to some services (e.g. live-streaming) as explored below. 

Despite Section 4 of the ECD (Articles 12–15) addressing “intermediary service providers” and 
the commonplace usage in practice and academia, the notion “intermediary” is not further 
specified in the ECD and needs to be distinguished from the ISSP notion.81 The context of 
Articles 12 to 14 ECD implies that these ISSP activities are intermediary in the sense that the 
ISSP intermediates (transmits or hosts) information from a third party to another party (e.g. 
ISP transmitting information provided by search engine upon request of its subscriber).82 An 
intermediary concept is also used in the InfoSoc Directive and in the Enforcement Directive, 
which has been applied by the CJEU e.g. to IAPs.83 In a way, the starting point of the 
addressed actor (ISSP) might be seen as being rather broad, because the ECD only addresses 
a certain subset of ISSPs, namely “intermediary” ISSPs. The ISSP notion might, however, also 
be not sufficiently encompassing (e.g. non-profits). 

Other notions. Outside the ECD framework, there are also increasingly other notions used in 
secondary legislation which may relate to similar phenomena, e.g. digital services84 and online 
platforms85, which are only partly addressed in this study. 

 

3.1.2 Passive nature of the activity 
The criterion of passivity has explicitly formed part of the Directive in relation to Articles 12 
and Articles 13 ECD.86 Recital 42 ECD stipulates: 

“The exemptions from liability established in this Directive cover only cases where the activity of the 
information society service provider is limited to the technical process of operating and giving access 
to a communication network over which information made available by third parties is transmitted or 

                                                 

79 “Electronic means” is regularly used as a short form of “electromagnetic means” and includes optical means. In 
theory, there may be technological developments outside the “electromagnetic” realm based on quantum theory, 
but this is unlikely to happen within a reasonable regulatory timeframe. 
80 Similar to the U.S.-American counterparts, which in CDA § 230 directly mentions the “Internet” as well as “other 
interactive computer services” and the technologically neutral regulation in DMCA § 512. 
81 The title of Section 4 has been interpreted by the CJEU in C-291/13, Papasavvas, para. 39: “As is apparent from 
the title of Section 4 of that directive, the behaviour of the service provider referred to by those articles must be 
restricted to that of an ‘intermediary service provider”. 
82 See travaux préparatoires of the ECD, Explanatory memorandum, COM(1998) 586 final, 18.11.1998, p.12. 
83 See e.g. C-557/07, LSG v Tele2, paras. 30–46, and C-314/12, UPC Telekabel Wien, paras. 32 and 35. 
84 See e.g. definitions of “digital service” in Art. 4(5) NIS Directive and Art. 2 Directive 2019/770.  
85 See e.g. Savin, A. (2018). Regulating internet platforms in the EU - The emergence of the ‘Level playing Field’. 
Computer Law & Security Review, pp. 1215–1231. 
86 See C-521/17, SNB-REACT v Deepak Mehta, para. 47 and C-484/14, McFadden, para. 62. In the context of 
hosting applied by the CJEU in C-324/09, L’Oréal and Others, para. 113; C-236/08 to C-238/08, Google France 
and Google, para. 113; C‑291/13, Papasavvas, paras. 40 ff.; however, not uncontested see e.g. C-324/09, L’Oréal 
v eBay, Opinion of Advocate General Jääskinen, paras. 138–142; Riordan (2016), p. 402; Stalla-Bourdillon, S. 
(2016). Internet Intermediaries as Responsible Actors? Why It Is Time to Rethink the e-Commerce Directive as 
Well.... In: In: L. Floridi L. & M. Taddeo. The Responsibilities of Online Service Providers, Springer, p. 13; Bridy, A. 
(2019). The Price of Closing the 'Value Gap': How the Music Industry Hacked EU Copyright Reform. Forthcoming 
in Vanderbilt Journal of Entertainment & Technology Law, p. 115. 

https://ssrn.com/abstract=2808031
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temporarily stored, for the sole purpose of making the transmission more efficient; this activity is of a 
mere technical, automatic and passive nature, which implies that the information society service 
provider has neither knowledge of nor control over the information which is transmitted or stored.” 

In C-484/14 – McFadden, the CJEU stipulated for example in relation to “mere conduit” that 
“providing access to a communication network must not go beyond the boundaries of such a 
technical, automatic and passive process for the transmission of the required information”87, 
without, however, providing further guidance on the criterion. Thus, on the flipside, an “active” 
service provider cannot benefit from the liability exemptions in the ECD. The distinction 
between active and passive is not as clear as it seems as the situation both conceptually 
and technically is regularly more nuanced than “just active” or “just passive”.88 The 
active/passive dichotomy is increasingly challenging to apply in practice, because it is in the 
nature of a service that it involves some degree of activity.89 The provider is thus active in some 
respects, while passive in others. However, a closer reading of the above-mentioned recital 
shows that the ultimately decisive factors should be knowledge and control over the 
information. Further clarifications might therefore be needed. 

 

3.2 Article 12 ECD 
3.2.1 Description of Article 12 and its traditional scope 
Article 12(1) and (2) on “‘mere conduit’” read:  

1. Where an information society service is provided that consists of the transmission in a 
communication network of information provided by a recipient of the service, or the provision of 
access to a communication network, Member States shall ensure that the service provider is not 
liable for the information transmitted, on condition that the provider: 

(a) does not initiate the transmission; 

(b) does not select the receiver of the transmission; and 

(c) does not select or modify the information contained in the transmission. 

2. The acts of transmission and of provision of access referred to in paragraph 1 include the 
automatic, intermediate and transient storage of the information transmitted in so far as this takes 
place for the sole purpose of carrying out the transmission in the communication network, and 
provided that the information is not stored for any period longer than is reasonably necessary for the 
transmission. 

Article 12 ECD covers “mere conduit” (note the quotation marks in the Directive), i.e. 
transmission of information. It comprises two scenarios namely the “transmission in a 
communication network” and the “provision of access to a communication network”.  

Even though the notion “communication network” is essential to the scope of Articles 12 and 
13 ECD, it is not further defined in the Directive.90 Historically, IAPs have been the clear 
addressee of Article 12 ECD. Also carrier services e.g. related to the internet backbone seem 
to clearly be in the traditional scope. There have, however, emerged grey areas of services, 
                                                 

87C-484/14, McFadden, para. 46. 
88 See also van Hoboken et al. (2020), p. 31-36. 
89 In the future, also the “automatic”-criterion, which could be understood as relating to a rule-based system, might 
be challenged by developments in the field of machine learning and artificial intelligence, which are not necessarily 
rule-based. 
90 For example, in the Danish implementation of the ECD, the legislator has chosen to define communication 
network (“kommunikationsnet”) as a system that is being used to for the transmission of information between 
connected terminals, see e-handelsloven § 2, nr. 9. 



 

 
 

where the applicability of Article 12 ECD either has not been topical or only more recently 
emerged, which will be explored in depth below. Recital 44 of the ECD clarifies that at least a 
service provider “who deliberately collaborates with one of the recipients of his service in 
order to undertake illegal acts goes beyond the activities of ‘mere conduit’ or ‘caching’” and 
thus cannot benefit from the liability exemptions. 

Article 12 ECD stipulates three cumulative conditions that an ISSP needs to fulfil in order to 
benefit from the liability exemption: Firstly, the provider must not initiate the communication 
according to Article 12(1) lit. (a) ECD. Secondly, according to Article 12(1) lit. (b) ECD, the 
service provider must not select the receiver of the transmission. Finally, the service provider 
must not select or modify the information contained in the transmission according to Article 
12(1) lit. (c) ECD. All three criteria might pose challenges in today’s context as explored 
below.91 

 

3.2.2 National law, case law and grey areas 
Compared to the liability exemption in Article 14 ECD, there exists relatively scarce case law 
on Article 12 ECD by the CJEU, despite IAPs being subject to a number of references for 
preliminary ruling.92 A notable exception is the case C‑484/14 – McFadden which concerns 
the provision of WiFi and will be explored in depth below. There exist also variations in national 
law, e.g. stipulating notice-and-action procedures on mere conduit and caching providers, 
which are outside the scope of study.93  

Despite few proceedings before the CJEU, we find several grey areas related to Article 12, 
which are unclear. Given the technical convergence of services, the question arises in some 
instances whether ISSPs could benefit from either Article 12, 13 or 14 ECD or alternatively do 
not benefit from any liability exemption at all. This distinction is first and foremost of relevance, 
given the different obligations which an ISSP would need to fulfil.  

The role of the DNS, WiFi providers and live-streaming will be further examined below.  

Also VoIP and other interpersonal communication services, such as e.g. Whatsapp or 
Telegram, are an area where the applicability of Article 12 ECD becomes relevant. In Article 2 
(5) EECC “interpersonal communications service” means “a service normally provided for 
remuneration that enables direct interpersonal and interactive exchange of information via 
electronic communications networks between a finite number of persons, whereby the persons 
initiating or participating in the communication determine its recipient(s) and does not include 
services which enable interpersonal and interactive communication merely as a minor ancillary 
feature that is intrinsically linked to another service”. Recital 10 of the EECC acknowledges 
that certain services may fall both under the EECC and be information society services. Thus, 

                                                 

91 Art. 21(2) ECD mentions in the context of the re-examination of the Directive inter alia explicitly the Commission’s 
analysis of the “need for additional conditions for the exemption from liability, provided for in Articles 12 and 13, in 
the light of technical developments (...)”. 
92 Many of the relevant CJEU decisions, by and large relating to the infringement of intellectual property rights, 
involving internet access service providers do not focus on Art. 12 ECD, see e.g. C‑314/12, UPC Telekabel Wien; 
and related to peer-to-peer file sharing activities see C-70/10, Scarlet Extended; C-610/15, Stichting Brein v Ziggo 
(Pirate Bay), and currently pending case C-597/19, Mircom v Telenet. 
93 E.g. Finland, France, Hungary, Lithuania, Spain. See in detail Commission, Online services, including e-
commerce, in the Single Market, SWD, Brussels, 11.1.2012, SEC(2011) 1641 final, p. 42 ff. See also Swiss Institute 
of Comparative Law (2015), p. 789 f. 
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it is possible that certain services are regulated under the EECC and that liability exemptions 
apply under the ECD. Depending on the nature of the interpersonal communications service, 
it may involve “mere conduit”, “caching” and/or hosting elements, with two or more recipients 
of such services. Interpersonal communications services typically at least involve some 
element of transmission (not initiated by the service provider) of information (provided by a 
service recipient) and the service provider likely does not select the receiver of the transmission 
or modifies the information contained in it, thus arguably satisfying the conditions in Article 12 
ECD.  

Search engines94, or information location tool services, and hyperlinks95 are another area of 
interest in relation to the delimitation between Articles 12, 13 and 14 ECD, which is also 
explicitly mentioned in Article 21(2) ECD, where the Commission was called upon to examine 
the “need for proposals concerning the liability of providers of hyperlinks and location tool 
services”. A closer examination of this is outside the scope of this study, but it should be noted 
that several Member States have included specific liability exemptions for these services in 
their national legislation.96 In Austria and Liechtenstein, for example, the liability exemption for 
search engine services and hyperlinks is designed after Article 12 ECD. Spain, Portugal and 
Romania have enacted such liability exemption for search engines and hyperlinks modelled 
after Article 14 ECD.97 In joined cases C-236/08 to C-238/08 – Google France, the CJEU 
applied Article 14 ECD in the advertising context of search engines, Adwords.98 In relation to 
data protection, the CJEU interpreted Data Protection Directive 95/46/EC to contain a ground 
for removal, i.e. de-indexing, of search results in C-131/12 – Google Spain99, now codified in 
the GDPR, however, without taking a stance on search engines position within the ECD. A 
comprehensive overview of national case law on the matter is outside the scope of this study. 
Despite stark differences in consequences under Article 12- vis-a-vis Article 14-akin national 
regimes, the Commission did not see a risk for fragmentation in the Internal Market in 2003.100 
Still, this grey area might be of interest when reviewing the ECD.101 

 

                                                 

94 An “online search engine” is, for example, defined both in Art. 4(18) NIS Directive and Art. 2(5) Regulation (EU) 
2019/1150. 
95 In the context of copyright, the CJEU has interpreted hyperlinking in C-355/12, Svensson; C-348/13, BestWater; 
and C-160/15, GS Media. 
96 Also the copyright-specific U.S.-American counterpart to the ECD’s liability exemptions in DMCA § 512 contains 
a specific exemption for “Information Location Tools”. 
97 Commission, First Report on the application of Directive 2000/31/EC of the European Parliament and of the 
Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, 
in the Internal Market, 2003, p.13. 
98 C-236/08 to C-238/08, Google and Google France, paras. 114 ff. On the question of search engines and Art. 14 
ECD outside the advertising context, see Hoboken et al. (2020), p. 34 and Nordemann, J. (2018). Liability of Online 
Service Providers for Copyrighted Content – Regulatory Action Needed?, Study prepared for the European 
Parliament, IP/A/IMCO/2017-08, pp. 15-16. 
99 AG Jääskinen in his Opinion explicitly referred to the liability exemption regime of ECD and commented on the 
analogous application of the ECD’s liability exemptions on internet search engine providers, which was, however 
not taken up by the CJEU in its decision, see C‑131/12, Opinion of AG Jääskinen delivered on 25 June 2013, paras. 
37–38. 
100 Commission, First Report on the application of Directive 2000/31/EC of the European Parliament and of the 
Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, 
in the Internal Market, 2003, p.14. 
101 Search engines were e.g. mentioned in the online platform definition in the Commission’s Public Consultation, 
Regulatory environment for platforms, online intermediaries, data and cloud computing and the collaborative 
economy, 24 September 2015. 

https://ec.europa.eu/growth/content/public-consultation-regulatory-environment-platforms-online-intermediaries-data-and-cloud-0_en
https://ec.europa.eu/growth/content/public-consultation-regulatory-environment-platforms-online-intermediaries-data-and-cloud-0_en


 

 
 

3.3 Article 13 ECD 
3.3.1 Description of Article 13 and its traditional scope 
Article 13(1) ECD on “‘Caching’” reads: 

Where an information society service is provided that consists of the transmission in a communication 
network of information provided by a recipient of the service, Member States shall ensure that the 
service provider is not liable for the automatic, intermediate and temporary storage of that information, 
performed for the sole purpose of making more efficient the information's onward transmission to 
other recipients of the service upon their request, on condition that: 

(a) the provider does not modify the information; 

(b) the provider complies with conditions on access to the information; 

(c) the provider complies with rules regarding the updating of the information, specified in a manner 
widely recognised and used by industry; 

(d) the provider does not interfere with the lawful use of technology, widely recognised and used by 
industry, to obtain data on the use of the information; and 

(e) the provider acts expeditiously to remove or to disable access to the information it has stored 
upon obtaining actual knowledge of the fact that the information at the initial source of the 
transmission has been removed from the network, or access to it has been disabled, or that a court 
or an administrative authority has ordered such removal or disablement. 

Article 13 ECD stipulates that a service that consists of the transmission in a communication 
network is not liable for the “automatic, intermediate and temporary storage of that information, 
performed for the sole purpose of making more efficient the information's onward 
transmission to other recipients of the service upon their request”. Thus, as a starting point, 
similarly to Article 12 ECD, Article 13 ECD concerns a specific form of transmission in a 
communication network. 

In order to benefit from the “caching” liability exemption (note the quotation marks in the 
Directive), a service provider needs to fulfil five cumulative conditions. Somewhat similar to 
Article 14 ECD, Article 13 (1) lit. (d) ECD additionally stipulates an action-requirement, namely 
when the provider has obtained “actual knowledge of the fact that the information at the initial 
source of the transmission has been removed from the network, or access to it has been 
disabled, or that a court or an administrative authority has ordered such removal or 
disablement.” While there exists no CJEU jurisprudence on this aspect of Article 13 ECD, the 
criterion is to be differentiated from the actual knowledge-standard in Article 14 ECD102, which 
relates to the alleged infringing material or the illegality of the material. 

 

3.3.2 Case law on Article 13 and grey areas 
There exists generally only scarce case law on Article 13 ECD, which has not been subject to 
references to the CJEU. Thus, it seems that Article 13 ECD has not given rise to considerable 
legal uncertainty. In a study by Nordemann performed for the EP, it was noted that Article 13 
ECD lacks practical importance and therefore would not give rise to a pressing need to change 

                                                 

102 For the standard in relation to hosting see e.g. C-324/09, L’Oréal v eBay, para. 120; see also Delfi AS v. Estonia 
(2015) ECtHR 64669/09, para. 117. 
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it.103 This might be explained by the technical developments since the adoption of the ECD as 
described above. It has been noted that Article 13 ECD “clearly targeted one specific 
technology (proxy-servers)”104, which illustrates the architecture-dependent drafting of the 
ECD in this respect.  

Looking at the conditions of Article 13 ECD, there emerge a couple of grey areas where the 
applicability of Article 13 ECD might be in question. A first grey area can be presented in an 
example of Usenet newsgroup providers.105 There exists, for example, lower court 
jurisprudence that qualifies Usenet services either for the liability exemption under Article 13 
ECD (“caching”) or under Article 12 ECD (“mere conduit”).106 In a currently pending reference 
before the CJEU, C-442/19 – Stichting Brein, the referring Dutch court asks for interpretation 
of a Usenet service provider in the context of Article 14 ECD.  

It has also been discussed by some whether “various decentralised content distribution 
systems” such as DNS providers or peer-to-peer networks could fall under Article 13 ECD.107 
In any case, it seems that these kinds of services were not in the intention of the legislator 
when drafting Article 13 ECD. Also the provision of services related to CDNs are an emerging 
area of interest at the borderline of Articles 12, 13 and 14 ECD, which will be discussed in 
detail below. Furthermore, the emerging and prevalent practice of content adaptation could 
be of interest with regard to Articles 12 and 13 ECD. Finally, cloud computing might make 
caching less significant. When computing resources, including storage (i.e. hosting), can be 
“rapidly provisioned and released with minimal management effort or service provider 
interaction” (see definition by NIST above), it may challenge delimitation between Article 13 
and 14 in relation to permanent and non-permanent storage. One result of this rapid elasticity 
and scalability of cloud hosting could be that caching is replaced by temporary “virtual” hosting. 

 

3.4 Article 15 ECD 
Article 15(1) ECD prohibits Member States from imposing a general monitoring obligation 
on providers or obligation to actively search for illegal activity. It reads: 

1. Member States shall not impose a general obligation on providers, when providing the services 
covered by Articles 12, 13 and 14, to monitor the information which they transmit or store, nor a 
general obligation actively to seek facts or circumstances indicating illegal activity. 

Article 15(1) ECD is central to the fundamental rights balance in the context of the ECD’s 
liability exemption regime and also plays a particularly important role in determining the scope 
of injunctions as well as duties of care.108 Some Member States have apparently refrained from 
explicitly implementing Article 15 ECD in the national law, because of the assumption that the 
law complies with the prohibition of general monitoring.109 Recital 47 of the ECD implies a 
distinction between “general” and “specific” monitoring, the latter being permitted under the 
ECD. Despite existing case law by the CJEU on this distinction110, the differentiation between 
                                                 

103 Nordemann (2018), p. 15.  
104 DLA Piper (2009). EU study on the Legal analysis of a Single Market for the Information Society; New rules for 
a new age? Chapter 6. Liability of Online Intermediaries, section “Ambiguities in articles 12 (mere conduit)”. 
105 Usenet has existed since 1979 and constitutes a worldwide platform for exchanging messages in newsgroups, 
as further described in pending Case C-442/19. 
106 See also Nordemann (2018), p. 15 ff. 
107 DLA Piper (2009), Chapter 6. See however in detail below. 
108 See e.g. also in depth Nordemann (2018), p. 16, and van Hoboken et al. (2020), pp. 45-47. 
109 E.g. Denmark. Given the importance of Art. 15 ECD outside the liability exemption framework namely in defining 
the scope of injunctions, this is not entirely convincing. 
110 E.g. C-324/09, L’Oréal v eBay, para. 139; C-360/10, Netlog, para. 38; C-70/10, Scarlet Extended, para. 40. 



 

 
 

prohibited general and acceptable specific monitoring remains uncertain. Notably, service 
providers are not restricted by Article 15(1) ECD to voluntarily perform general monitoring or 
actively seek facts indicating illegal activity.111  

Additionally, Article 15(2) ECD gives MS the option to establish information obligations of 
ISSPs “promptly to inform the competent public authorities of alleged illegal activities 
undertaken or information provided by recipients of their service or obligations to communicate 
to the competent authorities, at their request, information enabling the identification of 
recipients of their service with whom they have storage agreements.” There exists little 
information and academic writing on the existence of such mechanisms, which could indicate 
low relevance of Article 15(2) ECD. 

 

3.5 Injunctions 
Articles 12 and 13 ECD merely shield an ISSP from liability for the use of its service but do not 
restrict a court or administrative authority to issue an injunction with a view to require the 
service provider to terminate or prevent an infringement in accordance with the national legal 
system in the respective MS.112 Some Member States have explicitly implemented Art. 12(3) 
ECD, whereas others did not find it necessary to include the provision but contain a clarification 
in the travaux préparatoires.113 

On the EU level, in the field of protection of intellectual property, Article 11 of the 
Enforcement Directive regarding all forms of intellectual property and Article 8(3) of the InfoSoc 
Directive regarding copyright provide a legal basis for injunctions. This was in a recent study 
related to copyright deemed “a flexible and satisfactory solution with regard to internet 
providers” in the field of copyright.114 With regard to the right of information in Article 8 of the 
Enforcement Directive, the CJEU ruled on 9 July 2020 notably that such information does not 
include a user’s e-mail address, telephone number or IP address.115 

Injunctions are of major practical importance, because the interest of the infringed party is 
often primarily to put an end to the infringing activity before claiming e.g. damages. Thus, 
injunctions rely on the idea of better enforcement by including intermediaries who are in the 
best position to help, “but do not have to, as they did all the law require from them in order to 
avoid liability in tort.”116  

Duties of care play an important role in discussions on liability and injunctions.117, In 
practice, injunctions and liability questions are often combined and the costs related to 
                                                 

111 See also Commission Recommendation of 1 March 2018 on measures to effectively tackle illegal content online, 
COM(2018)1177 final. 
112 Article 12(2) and 13(2) ECD in the same wording, see also recital 45. Article 14 ECD (hosting), in addition to 
injunctions furthermore stipulates that the liability exemption “does [not] affect the possibility for Member States of 
establishing procedures governing the removal or disabling of access to information.” 
113 E.g. Sweden and Denmark, see Sandfeld Jakobsen, S. & C. Petersen (2011). Injunctions Against Mere Conduit 
of Information Protected by Copyright – A Scandinavian Perspective, IIC, p. 154. 
114 Nordemann (2018). 
115 See Case C-264/19 - Constantin Film Verleih, ECLI:EU:C:2020:542, para. 40. 
116 Husovec, M. (2016). Accountable, not liable: injunctions against intermediaries, p. 6. See also Husovec, M. 
(2017). Injunctions Against Intermediaries in the European Union. Accountable but not liable?, Cambridge 
University Press. 
117 In relation to hosting-ISSPs, recital 48 of the ECD clarifies that national duties of care are not affected by the 
liability exemption in Article 14 ECD, see e.g. van Hoboken et al. (2020), pp. 44-45. In 2015, the Commission 

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2773768


 

38 
 

injunctions may themselves have a punitive effect. The ECD regulates, as noted, not liability 
per se, but only specific exemptions of liability. The liability rules themselves are found in 
national law, which is not harmonized. An in-depth analysis of national liability law is beyond 
the scope of this study. The borderline between injunctions and liability will be discussed below 
in Section 5.2, as it has played an important role in connection with WiFi hotspots. 

The scope of injunctions has been subject to several references to the CJEU.118 In this 
context, restrictions of injunctions imposed by Article 15 ECD and fundamental rights, 
notably in relation to the balance between users’ protection of personal data and privacy 
(Articles 7 and 8 CFR) as well as the freedom of expression and information (Article 11 CFR) 
and intermediaries’ freedom to conduct a business vis-a-vis e.g. rights holders’ protection of 
intellectual property (Article 17(2) CFR), are of special interest. 

Dynamic blocking injunctions. Dynamic blocking injunctions are another development in the 
handling of large scale repeat online –often copyright-related– infringements, for example with 
regards to mirror-sites. In 2017, the European Commission referred to dynamic blocking 
injunctions as “injunctions which can be issued for instance in cases in which materially the 
same website becomes available immediately after issuing the injunction with a different IP 
address or URL and which is drafted in a way that allows to also cover the new IP address or 
URL without the need for a new judicial procedure to obtain a new injunction.”119 Such 
injunctions have been granted in e.g. Austria, Sweden, Denmark, United Kingdom, the 
Netherlands and Italy. The CJEU has defined the scope of the dynamic part of injunctions –
either related to the content or related to the infringer– in several judgements.120 

 

3.6 Self-regulation and co-regulation 
The ECD has to a relatively large degree relied on self- and co-regulation.121 Self-regulation 
can take place both with some degree of coordination between several stakeholders at the 
national or EU-level, or at company-level.  

3.6.1 Coordinated measures  
Generally, coordinated initiatives between stakeholders seem to focus on hosting, but 
sometimes these arrangements also include non-hosting service providers such as domain 
names registries or service providers that primarily offer internet access122 but may also offer 

                                                 

contemplated, for example, “whether to require intermediaries to exercise greater responsibility and due diligence 
in the way they manage their networks and systems – a duty of care.”, see Commission, Communication, A Digital 
Single Market Strategy for Europe, 6.5.2015, COM(2015) 192 final 
118 See e.g. Case C-70/10, Scarlet Extended, paras. 36 ff.; C-484/14, McFadden, paras. 75ff,. 87. 
119 Commission, Guidance on certain aspects of Directive 2004/48/EC of the European Parliament and of the 
Council on the enforcement of intellectual property rights, COM(2017) 708 final, p. 21. 
120 See C-324/09, L’Oréal v. eBay; C-70/10, Scarlet Extended; C‑360/10, Sabam v Netlog; C-314/12, UPC 
Telekabel Wien; C-18/18, Glawischnig/Piesczek. See also van der Donk, B. (2020). How dynamic is a dynamic 
injunction? An analysis of the characteristics and the permissible scope of dynamic injunctions under European 
Law after CJEU C-18/18 (Glawischnig-Piesczek). Journal of Intellectual Property Law & Practice jpaa071. 
121 See recital 40 and Article 16 ECD. 
122 In Denmark, for example, there exists an industry collaboration between Teleindustrien, RedBarnet (Safe the 
Children) and the Danish Police, http://www.teleindu.dk/176-nye-blokeringer-i-2019/. The forum between certificate 
authorities and browser vendors (CA/Browser Forum), for example, is –while not dealing with illegal content as 
such– focussed on creating an ecosystem that avoids impersonating websites. 

http://www.teleindu.dk/176-nye-blokeringer-i-2019/


 

 
 

hosting services. Some have introduced broader code of conducts.123Self-regulation in this 
field is also often vertical, that means content-dependent (e.g. CSAM, terrorist content, 
malware) rather than horizontal. One prominent example of this is the Internet Watch 
Foundation (IWF), which started in 1996 and is specialised in the tackling of CSAM and 
consists of a broad group of intermediaries in the UK, including the UK domain name registry 
Nominet.124 There exist several other arrangements that address children's safety on the 
internet125, but it is generally difficult to get an overview of the exact involvement of the specific 
intermediaries. Similarly, also terrorist content is addressed in various fora, where it again, 
however, is difficult to get a picture of the involvement of non-hosting intermediaries.126 

3.6.2 Self-regulation/proactive measures at the company level  
The encouragement of self-regulation/proactive measures forms increasingly part of the EU 
lawmaker’s playbook. Commission Recommendation (EU) 2018/334, for example encourages 
voluntary mechanisms, focusing on hosting127 but opening up for potential application of the 
principles beyond hosting (recital 15) where appropriate. 

Self-regulation and voluntary actions at purely company-level are difficult to get a 
comprehensive overview on and are presumably also less stable than self-regulatory 
arrangements with some degree of coordination because they can be changed unilaterally by 
the service provider.  

As a starting point, ISSPs are not constrained by Article 15 ECD, which addresses Member 
States. Non-hosting intermediaries may in some instances take certain “proactive” 
measures to detect, remove or disable access to illegal content, which is going beyond what 
is legally required from non-hosting intermediaries in order to benefit from a liability exemption. 
A first issue relates to the conceptual understanding of “proactive measures”. A second issue 
relates to the potential loss of the liability privilege of an intermediary because proactive 
measures might qualify that intermediary as active.128  

There exist several examples of trusted notifier arrangements in the non-hosting landscape, 
involving e.g. CDN providers and domain registries. A trusted notifier (also referred to as 
“trusted flagger” or “trusted reporter”) is defined in the Recommendation (EU) 2018/334 in the 
context of hosting129 as “an individual or entity which is considered by a hosting service 
provider to have particular expertise and responsibilities for the purposes of tackling illegal 
content online“. The advantage of such a system is seen in “higher quality notices and faster 
take-downs” and such setup is foreseen both in relation to private and public actors (competent 

                                                 

123 E.g. ISP Association of Ireland: Code of Practice and Ethics, (currently under review) http://www.ispai.ie; see 
also Council of Europe and EuroISPA, Human rights guidelines for Internet service providers (2008), 
https://rm.coe.int/16805a39d5. 
124 See http://www.iwf.org.uk/members/funding-council/code-of-practice; see also INHOPE Netowork, 
https://inhope.org, where inter alia Cloudflare and EuroISPA are members.  
125 See e.g. Commission multi-stakeholder forum “Alliance to Better Protect Minors Online” (February 2017), 
https://ec.europa.eu/digital-single-market/en/alliance-better-protect-minors-online 
126 See e.g. prominently the Christchurch call, which however only appears to cover hosting providers, 
https://www.christchurchcall.com/supporters.html; EU Internet Forum to counter terrorist content online; EU Internet 
Referral Unit of Europol; Global Internet Forum to Counter Terrorism; GSM ETNO Position paper on the proposal 
for a regulation on preventing the dissemination of terrorist content online July 2019. 
127 See points 18, 36–37. 
128 This discussion is more prominent in relation to hosting, Article 14 ECD, where proactive measures may lead to 
“knowledge” thereby not fulfilling conditions set out in Article 14 ECD. See also below. 
129 But see recital 15 of Recommendation, noting that “(...) where appropriate, the recommendations made can also 
be applied, mutatis mutandis, in relation to other affected online services providers”. 

http://www.ispai.ie/
https://rm.coe.int/16805a39d5
http://www.iwf.org.uk/members/funding-council/code-of-practice
https://inhope.org/
https://ec.europa.eu/digital-single-market/en/alliance-better-protect-minors-online
https://www.christchurchcall.com/supporters.html
https://www.gifct.org/
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authorities).130 In areas, where there exists no de lege notice-and-action requirement in the 
first-place (e.g. a DNS registry or i.e. an intermediary falling under Article 12 and 13 ECD), 
such a (voluntary) arrangement introduces a de facto notice-and-action regime.  

3.6.3 Concerns and self- and co-regulation going forward 
Self-regulatory mechanisms may be effective, but may not always be proportionate, if there 
exist incentives for over-blocking. There exist many serious concerns regarding (voluntary) 
blocking arrangements especially in the non-hosting and infrastructure layer of the internet in 
relation to fundamental rights in addition to issues with other secondary legislation e.g. in 
the field of open internet access131 and data protection, which will not be addressed further in 
depth in this report.  

Trusted notifier arrangements, for example, are argued to come with legitimacy concerns and 
a structural principal–agent problem in the balance of taking down “as much as possible” vs. 
“as much as necessary” relating to the risk of rubber-stamping and over-removal in case of 
false positives.132 Furthermore, empirical evidence from hosting service providers points 
regularly to poor quality of notices, an experience which seems to be confirmed by e.g. domain 
registrars.133  

Another question –mainly discussed in the context of hosting– is whether ISSPs loose their 
liability exemption privilege by adopting voluntary mechanisms. In relation to intermediary 
functions falling under hosting, Article 14 ECD, the issue relates primarily to the potential 
acquisition of “actual knowledge” in the sense of Article 14(1) lit. a ECD.134 In relation to non-
hosting ISSPs, the question arises whether voluntary mechanisms could potentially imply that 
an ISSP would not be seen as limited to a “mere technical automatic and passive nature” 
(recital 42 ECD) any longer. Furthermore, it is unclear whether the ISSP could also incur 
liability for taking action with regards to presumed illegal content. In relation to voluntary 
mechanisms by hosting ISSPs, the Commission introduced its idea of “Good Samaritan”135 
actions in 2017.136 The question is whether such clarification encourages and incentivises 
ISSPs to engage in more extensive proactive measures in good faith. Scholars appear to be 

                                                 

130 Counterintuitively in the DNS space, an empirical study found that the reputation of notifiers made no difference 
in the action taking by DNS intermediaries, see: Çetinet O. et al. (2016). Understanding the role of sender reputation 
in abuse reporting and cleanup, Journal of Cybersecurity, 2(1), pp. 83–98. 
131 See recital 10 and 11 Regulation (EU) 2015/2120 on open internet access.  
132 See Schwemer, S.F. (2019). Trusted notifiers and the privatization of online enforcement. Computer Law & 
Security Review, 35(6). 
133 In the current regime, the ECD only addresses the liability exemption of intermediary functions. Depending on 
the varying national regimes on contributory liability, it cannot be excluded that a notifier could be held liable for 
notification of illegal content. This unclarity might disincentivize potential notifiers and could be addressed. Given 
that today a large amount of notices is sent in an automated fashion and against the background of reports of low 
quality of notices, it might be necessary to restrict such a liability privilege to non-automated notices. 
134 See in-depth van Hoboken (2020), pp. 40–42; Kuczerawy, A. (2018). The EU Commission on voluntary 
monitoring: Good Samaritan 2.0 or Good Samaritan 0.5?, KU Leuven. 
135 The Good Samaritan concept is borrowed from U.S-American CDA Section 230(c)(2)(A), which introduces a 
specific “Protection for ‘Good Samaritan’ blocking and screening of offensive material”. 
136 Commission, Tackling Illegal Content Online. Towards an enhanced responsibility of online platforms, 
COM/2017/0555 final. It has been argued in the platform context that these intermediaries may be reluctant to 
proactively address illegal content given the unclarity of their liability for taking down content that is not illegal. 
Already in 2017, the Commission noted that in their view, voluntary proactive measures do not per default lead to 
losing the liability exemption in a non-binding fashion, which has been reiterated in the Recommendation (EU) 
2018/334 on measures to effectively tackle illegal content online. See also Riis, T. & S.F. Schwemer (2019). Leaving 
the European Safe Harbor, Sailing Towards Algorithmic Content Regulation. Journal of Internet Law 22(7), pp. 1–
21; EU Report, Overview of the legal framework of notice-and-action procedures in Member States SMART 
2016/0039, (2018) pp. 4–5. 
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https://www.law.kuleuven.be/citip/blog/the-eu-commission-on-voluntary-monitoring-good-samaritan-2-0-or-good-samaritan-0-5/
https://www.law.kuleuven.be/citip/blog/the-eu-commission-on-voluntary-monitoring-good-samaritan-2-0-or-good-samaritan-0-5/


 

 
 

divided on the matter.137 Even if such clarification would encourage non-hosting ISSPs to go 
beyond the requirements set out by the ECD with a view to combat illegal content, there are 
potentially serious implications from a fundamental rights perspective. This concern is 
aggravated by the fact that fundamental rights only directly oblige MS.  

Today, in any case, there appear to exist significant transparency issues with regards to 
these mechanisms, both in relation to their existence, functioning, redress mechanisms, and 
potential impact on fundamental rights. Given the considerable discretion intermediaries enjoy, 
the introduction of transparency obligations and procedural safeguards might strengthen due 
process. One way to achieve this, could be the establishment of obligations and safeguards 
which apply both to notice-and-action mechanisms concerning hosting services in liability 
exemptions as well as to voluntary arrangements irrespective of the distinction between 
intermediary functions.138  

                                                 

137 See van Hoboken et al. (2020), p. 41 and Nordemann (2020), p. 10. Critical from a consumer protection angle, 
see BEUC (2020). Making the Digital Services Act work for consumers. 
138 See e.g. the framework for actions in relation to transparency and procedure in the context of Recommendation 
(EU) 2018/334 and its applicability to voluntary arrangements; see also: https://santaclaraprinciples.org 

https://www.beuc.eu/publications/beuc-x-2020-031_making_the_digital_services_act_work_for_consumers_-_beucs_recommendations.pdf
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4. PARAMETERS FOR REGULATION 
The objective of this section is to provide an overview of the analytical framework, which forms 
the basis for the further analysis and recommendations. On the basis of the technical typology 
of non-hosting service providers and business models, we propose a number of parameters 
that would arguably play a role for the possible (future) regulation of these services.  

In grey areas, the legislator should develop or adjust adequate categories of 
services/functions, as well as conditions for liability exemptions, taking into account a number 
of basic properties of non-hosting services. Our suggested starting point for this is the above 
description of the services’ technical functioning.139 One drawback is the potentially 
technology-dependent perspective deriving from these descriptions. This should be mitigated 
by deriving general principles from the technology-specific context. 

Services differ in the degree to which they are clearly covered by current liability exemptions, 
partly because some functions and services have emerged more recently than the ECD. More 
recent services might be added by clarifying the scope of the liability exemptions, gaps can be 
filled, and legal uncertainty can be reduced. However, this depends not only on the services’ 
properties, but also on normative considerations for a future framework. We suggest that those 
considerations should be based on a combination of two perspectives, which reflect the aims 
that should be ensured with the intermediary liability exemption framework. Firstly, such 
framework should contribute to an adequate management of risks related to illegal 
content. Secondly, liability exemptions should be drafted to ensure the proportionality of 
measures expected from service providers. In essence, a fair balance140 needs to be struck 
between the various stakeholder interests and rights, with an emphasis on fundamental rights 
of these different stakeholders. 

4.1 Risks associated with illegal content 
A key parameter for regulation is how these services could contribute to mitigate risks, 
especially with respect to illegal content. Information in communication networks can be 
problematic for several reasons. We are especially focusing on information that contains or 
points to content or activity that is illegal in some MS, which also may give rise to liability for 
the service provider. A broad distinction is to be made between content issues (illegal 
material) and cybersecurity issues (e.g. malware), two types of communication content that 
vary significantly in how they are regulated and, accordingly, treated by service providers.141 
Managing all such risks is a relevant consideration, but not all of these issues actually imply 
potential liability for the involved service providers. Therefore, for the purposes of this report 
we will concentrate on “illegal content”. 

Illegal content E.g. child sexual abuse material (CSAM); IP (copyright, trademark); terrorist content; hate 
speech. These types of content are regulated very differently, both because they pertain 
to very different sets of problems, but also due to differences in EU and national law.  

Harmful content Content that may be considered harmful but is not necessarily illegal (not addressed in 
ECD and not considered in this study) 

Abuse of / risk to 
infrastructure 

Malware and similar technical abuse that is harmful or a risk to the infrastructure.  

                                                 

139 Also market-related aspects, e.g. market share or size, may be a relevant factor in determining conditions, which 
are outside the scope of this study. 
140 See, e.g. CJEU C-484/14, McFadden, paras. 83 and 98. 
141 Many service providers are willing to address cybersecurity issues under self-regulatory schemes, while not 
willing to interfere with content issues.  



 

 
 

4.2 Governance of content risks 
Content risks need to be considered in the context of legal risks. The communication of 
illegal content may be seen as a societal risk affecting the respective stakeholders (e.g. 
children when concerning CSAM). A broad variety of liability and sanctions mechanisms exist 
in order to manage these societal risks, thereby leading to potential liability risks for the 
providers. When they take measures to manage their legal (liability) risk, for example by taking 
down illegal content, they ultimately also affect how the societal risks are managed.  

As a first step towards a framework for assessing the role of intermediaries, we will focus on 
the degree of control services can have over content risks. From a regulatory perspective, 
one question is who has some degree of control over these content risks in practice and 
therefore ought to contribute to their mitigation. By “control” we refer to the ability to influence 
or modify risk.142 In our view, at least two factors should be taken into account when assessing 
the control over these risks: 

● Firstly, how proximate is the service to the content or activity, and thereby to the risk, 
and  

● Secondly, what proportionate mechanisms are available for risk management. 

The criterion of degree of control could potentially be used to complement, nuance, or perhaps 
partly substitute the active/passive distinction, which is central to the current regulation in 
the ECD (see above), but which as shown above poses some challenges in view of the recent 
technological developments. This dichotomy has been challenging to apply, as services 
typically combine some activities – while being passive in other respects. Therefore, further 
analytical depth may be needed.  

4.2.1 The service provider’s proximity to the content risk 
First, one needs to assess the proximity of the respective service to the content in question, 
and thereby, to the risk. The criterion of proximity to the risk is inspired by academic literature 
on risk management/governance and economics. For example, in the economic literature it is 
often emphasised that risk should be allocated to the actor who is best suited to avoid it.143 
Moreover, as observed by Weber, in the context of illegal information, liability “gradually 
increases subject to the closeness of the illegal or offensive communication or content to the 
activities of the provider.”144 Proximity to the risk arguably brings the service provider closer to 
liability (which is based on a variety of non-harmonised liability rules), because proximity 
implies a degree of responsibility for the risk. Without any form of proximity to risk, it is difficult 
to imagine any mechanisms for managing it. Proximity or distance between a service provider 
and the infringing content (the risk source) can have various dimensions, including business, 
technical, geographic and temporal. These factors can be used to understand the degree to 
which the service provider may be able to identify and treat the risk. 

                                                 

142 This notion of control is based on ISO, “Guide 73: Risk Management—Vocabulary”, Sections 3.8.1. and 3.8.1.1. 
The vocabulary distinguishes between a control i.e., “a measure that is modifying risk” and risk treatment, which is 
the “process to modify risk”.  
143 E.g. Cheung, S. (2014). Dispute Avoidance Through Equitable Risk Allocation, in Sai On Cheung (ed.) 
Construction Dispute Research Conceptualisation, Avoidance and Resolution (Springer). 
144 Weber R.H. & Staiger D.N. (2014). Cloud Computing: A cluster of complex liability issues, 20(1) Web JCLI.  

http://webjcli.org/article/view/303/418
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The following non-exhaustive list of parameters include factors that might play a role for 
whether the service provider is in a position to identify and potentially manage the risk. 

Technical proximity In a technical perspective, what is the connection between the provided 
service and the information Technical proximity also depends on temporal 
proximity145, so it is important to distinguish at least: 

● Data at rest (actual data – hosting, caching) 
● Data in transit, where there are differences between 

○ Content data (temporary – transmission, ISP); and 
○ Address data (only location – IP address, DNS) 

● It may further be important to differentiate between dynamic and 
static content 

Business proximity Does the risk originate from a person in direct business relationship with the 
service provider? 

Geographical proximity May also play a role, because many services are provided in other MS or 
world-wide. 

 

Proximity is many-faceted and cannot alone be used to understand the scope of liability 
exemptions, which must depend on the availability of proportional measures to treat risks. 

 

4.2.2 Proportional measures for risk treatment and fundamental 
rights 
Risk treatment options depend on what mitigating and proportionate actions can be taken by 
the service provider, to address such risks (dependent on available technical mechanisms in 
section 2.3). Although questions of liability, and exemptions thereof, directly affect the legal 
risk of service providers, they also at least indirectly affect further stakeholders, such as 
internet users and society at large. Therefore, fundamental rights form an essential starting 
point for the liability exemption framework. Benefits in terms of protecting other interests must 
be weighed against the effects of such measures on fundamental rights. Intermediaries should 
be exempted from liability because they fulfil important societal functions which structurally 
limit their ability to take proportionate and effective measures to control risks related to an 
illegal activity or content, without negative effects on an open and free internet. 

The case law of the CJEU clearly points out that a fair balance needs to be struck between 
the rights and interests at stake.146 The rights include, on the one hand the rights of those 
affected by illegal online content, such as the protection of intellectual property rights (Article 
17(2) CFR), as well as several other rights that can be affected by illegal content. On the other 
hand, there are the rights and freedoms of the service provider, such as for the business 
context, the freedom to conduct business (Art. 16 CFR) as well as for the private context 
(e.g. in WiFi context), the right to respect for private and family life, home and 
communications (Art. 7 CFR). In addition, intermediary liability can have an impact on the 
ability of the internet to deliver positive outcome when it comes to freedom of expression and 

                                                 

145 See, e.g. C-484/14, McFadden, para. 63. 
146 C-484/14, McFadden, para 82. 



 

 
 

information. It is generally recognized that freedoms of expression and of information 
(Article 11 CFR) apply to the internet, as they do to all means of communication.147 

Measures imposed on a service provider must balance these rights and be proportionate. 
Strongly simplified, the principle of proportionality requires:148 an appropriate (or suitable) 
measure, in pursuit of a legitimate objective, among the appropriate measures that measure 
which constitutes the least restrictive means; not manifestly disproportionate in terms of a costs 
versus benefits balance.  

Fundamental rights and proportionality play a key role both as a general concern for the 
lawmaker, and as a specific concern related to concrete measures service providers are 
required to carry out in order to avoid liability. The incentives (or disincentives) for measures 
taken by service providers ultimately affect the rights and freedoms of the involved 
stakeholders. In the non-hosting context, the various service providers differ significantly in 
their ability to take measures that could potentially affect content-related risks. It is therefore 
important to take into account, which possible technical measures exist for the respective 
service provider and how “intrusive” these may be in relation to fundamental rights to be 
considered. For hosting providers, the measures include the take-down of infringing material, 
but non-hosting service providers typically cannot take down content. Available measures 
(e.g., website blocking149) need to be assessed with respect to their effectiveness and 
precision (see also section 2.3 above), in order to avoid disproportionate effects on 
fundamental rights. For example, in a recent decision by the ECtHR, it was pointed out that 
the blocking of websites is a measure with significant proportionality problems.150  

The effectiveness and proportionality of available measures should also play a role for the 
selection of actors that are best placed to tackle illegal content. Some intermediaries (e.g. 
domain name registries) may be able to take certain measures against illegal content, but 
these are typically both less effective and more likely to be disproportionate, compared to those 
available to other actors (e.g. hosting providers), who are also more proximate to the content. 
Therefore, measures against illegal content should be targeted primarily to actors who are in 
a position to take proportional action. This would imply a principle whereby more remote 
intermediaries should not be targeted, or only should be targeted as a last resort. 

  

                                                 

147 See, e.g., the Joint declaration on freedom of expression and the Internet, adopted on 1 June 2011 by the UN 
Special Rapporteur on Freedom of Opinion and Expression, the Organization for Security and Co-operation in 
Europe Representative on Freedom of the Media, the Organization of American States Special Rapporteur on 
Freedom of Expression and the African Commission on Human and Peoples’ Rights Special Rapporteur on 
Freedom of Expression and Access to Information. 
148 Sauter, W. (2013). Proportionality in EU Law: A Balancing Act? Cambridge Yearbook of European Legal Studies, 
15, 439-466. 
149 See e.g. Swiss Institute of Comparative Law (2015), p. 786 ff. including country reports, 
https://www.coe.int/en/web/freedom-expression/country-reports; Internet Society (2017). Perspectives on Internet 
Content Blocking: An Overview; See also Lodder, A. & P. Polter (2017). ISP blocking and filtering: on the shallow 
justification in case law regarding effectiveness of measures, European Journal of Law and Technology (8/2).  
150 See ECtHR, application no. 10795/14, Vladimir Kharitonov v. Russia, para. 46: “When exceptional circumstances 
justify the blocking of illegal content, a State agency making the blocking order must ensure that the measure strictly 
targets the illegal content and has no arbitrary or excessive effects, irrespective of the manner of its implementation.” 

https://www.osce.org/fom/78309
https://www.coe.int/en/web/freedom-expression/country-reports
https://www.internetsociety.org/wp-content/uploads/2017/03/ContentBlockingOverview.pdf
https://www.internetsociety.org/wp-content/uploads/2017/03/ContentBlockingOverview.pdf
https://hudoc.echr.coe.int/eng?i=001-203177
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5. ANALYSIS OF SELECTED GREY AREAS 
In the following we provide a brief analysis of selected grey areas, where the applicability of 
Articles 12 and 13 ECD is unclear and of special interest in relation to the revision of the ECD. 
The grey areas have been selected based on input by the Commission. 

 

5.1 Domain name system (DNS) 
As mentioned in section 2.2.4.1, the DNS is a distributed database where the nodes of the 
database are name servers.151  

 

Figure 8: Functioning of the DNS 

An organization running a top-level domain (TLD) is called a “registry operator”, or simply, 
“registry”. An important function of a registry is to maintain a TLD zone file on the 
authoritative name servers (i.e. database of the domain names and associated IP 
addresses), part of the distributed database, as visualised in the left part of the Figure 8 above. 
To be distinguished from registries are registrars, who offer domain names on the market. 
Separate from these DNS-related functions, is the maintenance of a Whois database which 
includes registrant information. This database is not part of the technical DNS system but a 
part of the ecosystem of registries and registrars. The Whois database is of special interest in 
relation to enforcement and its form is currently discussed e.g. in ICANN and has also been 
influenced by the GDPR.152 

IP addresses and domain names play crucial roles for the functioning of the internet, but the 
ECD’s intermediary liability provisions currently do not explicitly cover the addressing and 
naming functions as such. Technically, the domain name registration, in which the registries 
and registrars are involved, includes some element of storage, which might fall under Article 
14 ECD. However, that storage only relates to the storage of the domain name and the related 
IP address(es), not to the storage of the content, for example a website. A domain name may 
itself be infringing (e.g. trademarks), for which there would be a safe harbour benefiting the 
registry/registrar.153  

                                                 

151 See also Art. 4(14) NIS Directive (EU) 2016/1148. 
152 See e.g. report by CENTR (2018). Whois status and impacts from GDPR. See also Hoeren, T., & Völkel, J. 
(2018). Information Retrieval About Domain Owners According to the GDPR. Datenschutz und Datensicherheit. 
153 Disputes about infringing domain names are also addressed in specific procedures focusing on the registrant, 
e.g. ICANN’s Uniform Dispute Resolution Policy.  

https://centr.org/library/library/survey-report/centr-report-whois-status-and-impacts-from-gdpr.html
https://doi.org/10.2139/ssrn.3135280


 

 
 

On the other hand, if the problem is illegal content accessible via a domain name, a registry or 
registrar arguably cannot benefit from the liability exemption in Article 14 ECD, because it is 
not storing information. The raison d’être of Article 12 ECD might fit best for domain name 
services in a teleological reading, but was clearly not drafted with the DNS in mind.154 The 
service of registries and registrars does not consist of the transmission of information in a 
communication network, they only provide pointers to such content through globally-unique, 
location-independent names. Therefore, domain names are sometimes called “signposts in 
cyberspace”155 and the internet standards define the DNS as a support system. It may be 
argued that registries or registrars are too remotely related to infringing content, to risk liability 
for infringing content in accordance with national liability standards. Nevertheless, there exists 
some inconclusive lower court jurisprudence.156 There have so far been no references to the 
CJEU regarding the DNS.  

In the trademark-related case C-521/17 – SNB-REACT157, the Court addressed another question related to the 
addressing function, namely service related to IP addresses. From the judgment, which was rendered without an 
AG’s opinion, it is somewhat unclear exactly what type of service is being considered.158 The CJEU rephrases the 
referring Court’s question in para. 40 essentially addressing the “provider of an IP address rental and registration 
service”, which allowed the defendant’s “customers to use domain names and websites anonymously” (para. 49, 
emphasis added).159 The CJEU held that such service, in any case, can fall under the ECD’s liability exemptions 
provided that the respective provision’s criteria are fulfilled. In the referring case, the defendant had argued to 
provide access to an electronic communications network together with an information transmission service. 
Unfortunately, the CJEU refrained from giving further guidance on whether such service would qualify under Article 
12, 13 or 14 ECD, leaving it for the referring Court to verify and assess the situation (paras. 50 and 52). 

Regrettably, this case does not contribute to clarifying the question of whether DNS services 
are exempted de lege lata, and even for a service consisting of the rental of IP addresses it is 
likely that the conditions of neither exemption would be fulfilled. De lege ferenda, the question 
remains whether there ought to be such an exemption. If we consider DNS actors’ proximity 
to the content risks, we need to distinguish inter alia between business and technical 
proximity, as mentioned above. Indeed, it is possible that the providers of DNS-related 
services are in a business relationship with parties committing an infringement. The problem, 
however, is that registries and registrars are technically removed from infringing content which 
they neither store nor transport. As a result, they usually do not know about any illegal content, 
as they would need to investigate how domain names are used. Moreover, there are significant 
proportionality issues related to the measures DNS actors can take to manage content risks. 
As described in section 2.3.5, registries or registrars can take various domain-name related 
measures, which however, often would be disproportionate, for two reasons. First, the 
precision of such measures is low because a suspension affects all content to which a domain 
name points (for example all of wikipedia.org), which is overly broad. At the same time, the 
suspension of the domain name only removes the “signpost”, but the content itself will typically 
                                                 

154 See Schwemer, S.F. (2018). On domain registries and unlawful website content. Computer Law & Security 
Review, p. 281; Schwemer, S.F. (2020). Report on the workshop on the liability of DNS service providers under the 
E-Commerce Directive, Prepared for Directorate-General for Communications Networks, Content and Technology 
(Unit Next-Generation Internet, E.3); Truyens, M., & van Eecke, P. (2016). Liability of Domain Name Registries: 
Don’t Shoot the Messenger. Computer Law & Security Review, 32(2), 327–344. 
155 National Research Council. (2005). Signposts in cyberspace: the Domain Name System and internet navigation. 
National Academies Press. 
156 See Schwemer (2018). 
157 C-521/17, SNB-REACT v Deepak Mehta, ECLI:EU:C:2018:639. 
158 The plaintiff argued that the defendant had registered the internet domain names that were used to sell 
counterfeit goods, but this was disputed. It has therefore been interpreted by some as addressing domain registrars. 
159 The defendant only rented out IP addresses but not domain names as claimed by the plaintiff (para. 18). This is 
also confirmed by a reading of the preceding Estonian decision, which in para. 17 notes that “[the] Court concluded 
(...) that the defendant was only the owner of IP addresses, not the registrar or owner of websites.”, Tallinna 
Ringkonnakohus, 26.11.2018, case no: 2-14-6942 [Translation using https://neurotolge.ee/]. 

https://neurotolge.ee/
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still be available at the machine identified by the related domain names. Thus, suspension of 
a domain name is not a particularly effective measure for combating illegal content or 
information.  

Historically, technical abuse160, e.g. malware, has been topical in the DNS space and may be 
addressed by actors. Recently, however, also content-related aspects have become more 
topical, as witnessed e.g. at the Internet Governance Forum 2019. In the setting of ICANN, 
there exists no global agreement on content and ICANN’s mission has been described as 
unclear but rightly hesitant in relation to content.161 With respect to gTLDs, ICANN stands in a 
contractual relationship with most registries and registrars via a registrar accreditation 
agreement.162 

Despite the above-mentioned conceptual distance to content, some domain registries have 
engaged in some form of voluntary self-regulation. There exist, for example, trusted notifier 
arrangements163 both with public authorities (e.g. ccTLD Nominet with in the Police Intellectual 
Property Crime Unit) and industry organisations (e.g. gTLD registries with Motion Picture 
Association of America; gTLDs and ccTLDs in Healthy Domain Initiative), but there is generally 
scarce information on their workings. Some registries also address content- or technical 
abuse-related aspects in their ToS and there exist examples of notice-and-actions 
arrangements.164 The role of registration data is of special interest. Some ccTLD registries 
have noted a plausible correlation between domain names that are used for illegal purposes 
(related to content or technical abuse) and the quality of registration data. In this connection, 
several registries have introduced some kind of data validation process.165 Related to 
registration behaviour, several DNS actors have responded to issues such as the potentially 
abusive registrations during the Covid-19 crisis.166 

 

5.2 WiFi hotspots 
Today, internet cafes, hotels, public places and other establishments regularly offer WiFi 
hotspots to their customers. Furthermore, citizens sometimes share their internet access with 
family members, friends or visitors. There exist a variety of business models, including the 
inclusion of advertisement.167 The provision of WiFi hotspots has a key function for connectivity 
                                                 

160 On the differentiation and the notion of abuse on the DNS vs. abuse of the DNS, see Schwemer, S. F. (2020). 
The regulation of abusive activity and content: a study of registries’ terms of service. Internet Policy Review, 9(1) 
and Mahler, T. (2019). Generic Top-Level Domains, A Study of Transnational Private Regulation, Edward Elgar. 
161 See Mahler (2019), Chapter 6. 
162 New gTLD registry agreements contain certain obligations on registries, which inter alia stipulate that registries 
include a provision in registry-registrar agreements regarding prohibiting registrants “from distributing malware, 
abusively operating botnets, phishing, piracy, trademark or copyright infringement, fraudulent or deceptive 
practices, counterfeiting or otherwise en- gaging in activity contrary to applicable law, and providing (consistent with 
applicable law and any related procedures) consequences for such activities including suspension of the domain 
name”, see Mahler (2019), Chapter 11. 
163 See Council of European National Top-Level Domain Registries (CENTR) (2019). Domain name registries and 
online content. Brussels. See also Bridy, A. (2017). Notice and Takedown in the Domain Name System: ICANN’s 
Ambivalent Drift into Online Content Regulation. Washington and Lee Law Review, 74(3), 1345–1388, and 
Schwemer (2019). 
164 In the context of ccTLDs see Schwemer (2020); in the context of gTLDs see Kuerbis, B., Mehta, I., & Mueller, 
M. (2017). In Search of Amoral Registrars: Content Regulation and Domain Name Policy. Internet Governance 
Project, Georgia Institute of Technology. 
165 Schwemer (2020). 
166 See e.g. ICANN (2020), Corona response; CENTR (2020), report on DNS; Moura, G. et al. (2020). Coronavirus 
and DNS: view from the .nl ccTLD, SIDN Labs Technical Report TR-2020-01. 
167 This is technically becoming more difficult as most web browsers gradually are enforcing the use of encrypted 
communication between user and host. 

https://policyreview.info/articles/analysis/regulation-abusive-activity-content-study-registries-terms-service
https://centr.org/library/library/centr-document/domain-name-registries-and-online-content.html
https://centr.org/library/library/centr-document/domain-name-registries-and-online-content.html
https://scholarlycommons.law.wlu.edu/wlulr/vol74/iss3/3/
https://scholarlycommons.law.wlu.edu/wlulr/vol74/iss3/3/
https://www.internetgovernance.org/wp-content/uploads/AmoralReg-PAPER-final.pdf
https://www.icann.org/news/blog/reporting-potential-pandemic-related-domains
https://centr.org/news/blog/the-true-effect-of-corona-on-the-dns.html
https://www.sidnlabs.nl/downloads/SzbDWlJkFgwEv9K8pwSCy/9443d3e686ef9a64f7674b0f05b9fd8d/SIDN-LABS-TR-2020-01.pdf
https://www.sidnlabs.nl/downloads/SzbDWlJkFgwEv9K8pwSCy/9443d3e686ef9a64f7674b0f05b9fd8d/SIDN-LABS-TR-2020-01.pdf


 

 
 

and implies significant benefits for society, particularly as a complement to existing wireless 
offers (such as 4G) and future 5G networks.168 This can be illustrated by the fact that the 
provision of WiFi hotspots and the related intermediary liability question has also been 
mentioned e.g. in the public consultation169 and the Commission’s proposal170 leading to 
Regulation (EU) 2017/1953 as regards the promotion of internet connectivity in local 
communities. 

CJEU jurisprudence on WiFi hotspots has its basis in German cases, so we need to briefly 
present the national legal context, which may differ significantly from other MS. In 2010, the 
German Federal Court of Justice held “that a private person operating a Wi-Fi network with 
internet access may be regarded as an indirect infringer (‘Störer’) where he has failed to 
make his network secure by means of a password and thus enabled a third party to infringe a 
copyright or related right.”171 This indirect liability applies to an actor who –without being a 
perpetrator or participant– contributes in any way, deliberately and adequately causally, to the 
violation of an “absolute right” (e.g. copyright).172 It implies that liability is extended, to some 
extent, to third parties (“interferers”) who have not committed the infringing act. Since the 
indirect liability cannot be extended excessively to third parties who have not carried out the 
unlawful act themselves, this liability presupposes the violation of an obligation / duty of care.173 
The extent of that obligation is determined according to what can reasonably be expected from 
the interferer.174 This indirect liability was applied to owners of WiFi access points. The remedy 
typically included monetary damages, the obligation to cease current and stop future 
infringements, plus enforcement costs. Thus, the remedies combined damages (from which 
intermediaries are exempted), injunctive relief, and certain costs. These costs are significant, 
because they can also have a punitive effect, as discussed below.  

According to the case law of the CJEU, it is now settled that the providers of WiFi hotspots 
benefit from the liability exemption under Article 12 ECD.175 However, in many cases these 
“service providers” do not offer WiFi-based internet access as their main line of business, but 
in their private capacity or ancillary to other businesses, which makes it challenging to achieve 
a fair balance of fundamental rights. As illustrated by the case law before the CJEU, problems 
related to the provision of WiFi hotspots often occur in the context of intellectual property rights 
infringements committed by users of such hotspots. This includes situations in which the 
hotspot is unsecured, thus facilitating the use (and the commission of illegal acts) by potentially 
anonymous third parties.  

What can be expected from WIFI hotspot providers? In the McFadden case, the CJEU 
discussed the different types of measures that could be expected from the provider of a WiFi 
hotspot. Monitoring all information transmitted would be contrary to Art 15(1) ECD176 and 
terminating internet connection would infringe freedom to conduct business.177 Requiring 
                                                 

168 But the possibility exists that they might become less relevant over time with improving 4G or 5G capabilities. 
169 See Commission, Synopsis report on the public consultation on the evaluation and review of the regulatory 
framework for electronic communications, 2016, p. 9. 
170 Commission, Proposal for a Regulation amending Regulations (EU) No 1316/2013 and (EU) No 283/2014 as 
regards the promotion of Internet connectivity in local communities, 14.9.2016, COM/2016/0589 final. 
171 Bundesgerichtshof 12 May 2010, Sommer unseres Lebens (I ZR 121/08), as summarized by AG Szpunar in C-
484/14, McFadden, ECLI:EU:C:2016:689, para 17. 
172 Bundesgerichtshof, 26 June 2018, Dead Island (I ZR 64/17), para 15. 
173 Ibid. 
174 Ibid. Such an obligation may include the securing of a WiFi access point, see Bundesgerichtshof 12 May 2010 
(Sommer unseres Lebens (I ZR 121/08). 
175 C-484/14, McFadden, ECLI:EU:C:2016:689. 
176 C-484/14, McFadden, para. 89, with further references. 
177 C-484/14, McFadden, para. 88. 

https://ec.europa.eu/digital-single-market/en/news/full-synopsis-report-public-consultation-evaluation-and-review-regulatory-framework-electronic
https://ec.europa.eu/digital-single-market/en/news/full-synopsis-report-public-consultation-evaluation-and-review-regulatory-framework-electronic
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52016PC0589
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52016PC0589
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password protection strikes the balance: it is sufficiently effective and targeted to protect 
against further infringements, and does not damage the essence of the right to freedom to 
conduct business or freedom of information.178  

Limits to injunctions in national laws. In 2017, Germany amended its transposition of the 
ECD. Mere conduit service providers are no longer subjected to indirect liability, in the sense 
that they cannot be subjected to an injunctive claim for the elimination or omission of an 
infringement.179 Instead, German law provides a separate remedy to require the blocking of 
access to information (e.g. by securing a WiFi access point with a password), but the service 
provider does not have to pay enforcement costs.180 In the opinion of the Bundesgerichtshof, 
this solution complies with the requirements for injunctions under EU law.181 Regardless, this 
raises the question of whether injunctions on “mere conduit” intermediaries should be delimited 
also at EU level.  

Punitive effect of injunctions. The objective with injunctions is to require the service provider 
to terminate or prevent an infringement. This is different from liability, which may serve 
restitutional and punitive purposes.182  

Nevertheless, especially in the German context, the potential of punitive effects of injunctions have been of concern. 
In the German cases, injunctions were procedurally based on a formal notice (Abmahnung) issued by a lawyer, 
with costs to be borne by the recipient of the notice. In the leading 2010 WiFi case the claimed pre-litigation 
enforcement costs were more than double of the claimed damages. In cases where the infringing action, e.g. 
copyright infringement based on peer-to-peer file sharing, was committed by a third person that could not be 
identified or targeted (e.g. a family member, visitor or business customer), the costs related to the injunction 
were ultimately borne by the WiFi hotspot owner (the intermediary) and could have a punitive effect similar to 
damages for liability. As pointed out by AG Szpunar in the CJEU McFadden case, especially the punitive effect of 
pre-litigation costs related to injunctions may be problematic in light of the objective of the liability exemption.183 
Although the CJEU did not follow the AG’s argument de lege lata (to exclude pre-litigation expenses), the above-
mentioned legislative changes in Germany, where the McFadden case had its origin, illustrate the significance of 
this point.  

                                                 

178 See C-484/14, McFadden para. 100 and 91. The CJEU did not follow AG Szpunar in McFadden, who was of 
the “opinion that the imposition of an obligation to make access to a Wi-Fi network secure, as a means of protecting 
copyright on the Internet, would not be consistent with the requirement for a fair balance to be struck between, on 
the one hand, the protection of the intellectual property rights enjoyed by copyright holders and, on the other, that 
of the freedom to conduct business enjoyed by providers of the services in question.” (147) The AG also noted the 
importance of having open WiFi networks, which is a significant advantage for society, outweighing the 
disadvantages for rights holders.  
179 Section 8 Paragraph 1 Sentence 2 Telemediengesetz, in force since October 13, 2017: Insofar as these [mere 
conduit] service providers are excluded from liability, they cannot be subject to a claim in particular because of an 
illegal act by a user for compensation or the elimination or omission of an infringement; the same applies to all costs 
for the assertion and enforcement of these claims. 
180 Section 7 Paragraph 4 Telemediengesetz: if an information society service has been used by a user in order to 
infringe the intellectual property right of another and there is no other way for the rights-holder to remedy the violation 
of his right, the he can require the service provider concerned (in accordance with § 8 Paragraph 3) to block the 
use of information in order to prevent the repeated infringement. The blocking must be reasonable and 
proportionate. A claim against the service provider for reimbursement of the pre-judicial and extrajudicial costs for 
the assertion and enforcement of the claim according to sentence 1 does not exist except in the cases of § 8 
paragraph 1 sentence 3. 
181 Bundesgerichtshof, 26 June 2018, Dead Island (I ZR 64/17), para. 40 et seq. 
182 The Commission deemed that “large scale use of injunctions as part of a general policy to fight against illegal 
content rather than being used against a specific infringement” is problematic. See Commission's first 
implementation report pointing towards “For example, in 2002, the authorities of North Rhine-Westphalia ordered 
around 90 internet access providers to block access to a number of specified sites.” see First Report on the 
application of Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 
aspects of information society services, in particular electronic commerce, in the Internal Market, Brussels, 
21.11.2003 COM(2003) 702 final, p. 12. 
183 Szpunar in McFadden, para. 77. 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52003DC0702&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52003DC0702&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52003DC0702&from=EN


 

 
 

As mentioned above, “mere conduit” service providers in Germany are no longer required to 
pay the enforcement costs related to the remedy that can be used to require the blocking of 
access to information. The advantage of this legislative solution is that it affords the 
rightsholder with a mechanism to ensure the future blocking of information while avoiding the 
punitive effects of substantial pre-litigation costs. Particularly in the context of WiFi-hotspots 
where service providers may also include private individuals and small businesses, this 
respects the interests and fundamental rights of individuals and entities that offer such 
“services” in the context of the private and family life, or simply as an accessory to other 
business activities. An exhausive comparative analysis is outside the scope of this study, but 
if punitive effects of injunctions targeting WiFi owners are also a problem in other MS, a 
harmonized EU approach may be advisable.  

The obligation to provide information about WiFi users. Under Article 7 of the CFR, 
persons belonging to the same family may, as such, benefit from special protection allowing 
them not to be compelled to comply with an obligation requiring them to incriminate one 
another, where one or another of them is suspected of having committed an illegal act.184 
However, EU law185 precludes national legislation, under which “the owner of an internet 
connection used for copyright infringements through file-sharing cannot be held liable to pay 
damages if he can name at least one family member who might have had access to that 
connection, without providing further details as to when and how the internet was used by that 
family member.”186 

Do all WiFi hotspots fulfil the cumulative ISSP requirements? Although this has not been 
highlighted in the case law, it is not always clear that all providers of WiFi hotspots provide an 
ISS. It is for example questionable, whether private hotspots provided for family members and 
friends fulfil the economic requirement of ISSP or whether a WiFi service is always supplied 
“at a distance”. While these concepts can be (and often are) defined in a way as to include 
WiFi hotspots, this also raises the more general question of the usefulness of the ISSP concept 
for the context of intermediaries (including individuals) facilitating communicaftion in a network.  

 

5.3 Content delivery networks 
A CDN is a geographically distributed network of both (traditional) caching and reverse proxy 
servers and data centers that improves the efficiency of the delivery of content to end users. 
Practically speaking, CDNs solve the need to maintain a large number of specialised caching 
proxy servers in data centers all over the world, and from the need to storage large media 
files, for example video content, on servers either in the same data centers as the caching 
proxy servers or in similar data centers in close physical proximity to users.  

The technical setup of CDNs is complex and can vary. We have already described the basic 
technical functioning of CDNs above in Chapter 2. Two functions of a CDN service provider 
can be distinguished for the technical as well as legal assessment:  

                                                 

184 C‑149/17, Bastei Lübbe, para. 49. 
185 Article 8(1) and (2) of the InfoSoc Directive read in conjunction with Article 3(1) thereof, and Article 3(2) of 
Enforcement Directive. 
186 C‑149/17, Bastei Lübbe, para. 55. 
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● Provide traditional caching service to benefit IAPs based on content requests from 
users; 

● CDN on behalf of content owner, by moving some of the reverse proxy functions from 
the data center of the origin host (hosting in the sense of Article 14)187 to data centers 
at the edge of the network, where CDN equipment is located. The CDN servers become 
surrogate hosts and can offer both caching of unencrypted content as well as 
temporary content hosting at the edge of the network, as a service to the host 
provider; this can also include content adaptation services, including encrypting the 
content using a digital certificate identifying the content owner.  

Thus, in addition to traditional caching of illegal information, functions such as surrogate 
hosting and content adaptation could raise some questions on the applicable conditions of the 
liability exemption, if some part of the content in the CDN is illegal. In the following, we 
concentrate on the CDN service on behalf of a content owner. This aspect relates to the 
question of how the CDN can be integrated in the communication between a content owner 
and end users. The use of a reverse proxy enables a CDN to distribute the requests of end 
users to either the cached or the original content.  

In practice, CDNs use the DNS as the mechanism for this function. A simple way of handling 
this, is for the content owner (registrant of a domain name) to use the authoritative DNS name 
server of the CDN provider. As a result, the reverse proxy used by a CDN is “fronting the host” 
with an IP address of the CDN. This enables the CDN's DNS name server to respond with the 
IP address of the reverse proxy with the shortest distance to the user looking up the IP address 
of the domain name. 

One relevant technical consequence of this setup is that the IP addresses of the CDN’s 
reverse proxy become the IP addresses of the domain name in the look-up. In other words, 
the IP address(es) of the host is not visible for the end user. This can be compared to the “care 
of” (℅) or a post office box in the analogous world of letters, where the sender does not know 
the address of the recipient but is rerouted to a post office. In relation to this consequence, one 
prominent CDN service provider, Cloudflare, was included in the Commission’s Counterfeit 
and Piracy watch list in 2018, because CDNs can “provide anonymity to the operators of 
pirate sites” and “hide the original IP address of the site which actually hosts the content ”.188 

CDN services are often combined with other additional related services such as DNS resolvers, 
cybersecurity services like DDoS protection (a further function of reverse proxy servers), 
hosting or domain registrar services. Today, the use of CDNs is widespread and relied on by 
a large number of lawful as well as unlawful services. Given the range of CDN business models 
consisting of a variety of different complex functions, the CDN notion would not be useful 
as a legal concept. Instead, it is necessary to differentiate between the respective services and 
functions, which may fall under different liability exemption rules. 

Given the increased practical importance of CDNs, it is of interest to assess their role in the 
intermediary liability regime of the ECD. The availability of liability exemptions has also been 

                                                 

187 Sometimes the CDN servers are called edge hosts and the traditional hosts where the content owner uploads 
the information is called the origin host. However, it’s important to note that all hosts are placed at the edge of 
networks, but from the user’s point of view some hosts are placed at the distant edge of the network. Another term 
for a CDN’s hosts is surrogate hosts when compared to the traditional hosts. 
188 European Commission, Counterfeit and Piracy Watch List, Brussels, 7.12.2018 SWD(2018) 492 final. In the 
German Cloudflare case (see below), the court underlines that this business model is not built on the promotion of 
copyright infringements, but that the anonymization of IP addresses is an inevitable technical consequence of the 
integration of Cloudflare’s CDN. 

https://trade.ec.europa.eu/doclib/docs/2018/december/tradoc_157564.pdf


 

 
 

identified to be of major business importance to CDN service providers.189 Generally, there 
exists little jurisprudence on CDNs and the related technical functions. In 2019 and 2020 
respectively, however, Cloudflare has been subject to several lower court proceedings in the 
EU in the context of injunctions.  

• The Italian Cloudflare cases: In the case Mediaset (RTI) vs. Cloudflare, the Italian court ordered 
Cloudflare to terminate the account of “several pirate websites” and to transmit information on its 
customers to the plaintiff in order to enable the identification of hosting providers and operators of the 
websites.190 The Court notes that Cloudflare’s services fall within the scope of the ECD and differentiates 
two aspects: Firstly that Cloudflare requires its customers to name Cloudflare name servers of the CDN 
as the authoritative nameservers for their domain name, which is why a Whois-lookup only shows the 
CDN’s name servers. Secondly, the provision of a CDN, where “in particular, a CDN takes static content 
and stores a copy in the node that is closest to the visitor of the website”. In addition to that, the Court 
evaluates that Cloudflare also provides hosting services which entail the non-temporary storage of 
content through the service known as “Always online” (p.10). In its judgment, however, the Court left aside 
both the caching and mere conduit activities and focused on the transposition of Article 14 ECD in relation 
to the latter “Always online” function. The Court therefore concludes that Cloudflare is falling under Article 
14 ECD and failed to take action after it received notice from the rightsholder.191 

In 2020, the Court of Milan, granted another injunction against Cloudflare, without an assessment of the 
liability exemptions (cf. InfoSoc and Enforcement Directives). In 2020, Cloudflare also launched a test case 
(full merit procedure, not preliminary injunction) against Mediaset before the Tribunal of Milan arguing that 
it is not a hosting provider (case no. 14686/2020). Finally, there exist several administrative orders by the 
Italian Communications Regulatory Authority AGCOM. 

● The German Cloudflare case: The case for a preliminary injunction before the Cologne District Court 
concerned the provision of a CDN for the optimization and speed-improvement of content as well as the 
redirection via DNS-servers to the structurally copyright-infringing website “ddl-music.to”.192 Cloudflare 
claimed that it did not provide a hosting service and merely offered the transient storage of content in the 
sense of Articles 12 and 13 ECD193, which was neither chosen nor adapted in its form. Furthermore, 
Cloudflare noted that the blocking of specific content available under a specific URL is technically not 
possible given the structure of its services and that blocking would be disproportionate. 

The German court deems the conditions of Article 12 ECD not fulfilled, notably because Cloudflare –and 
not the website owner– is performing the selection of addressees of the transmitted information by 
filtering or sorting a part of the users based on the requesting IP address. The service aimed at the 
optimization and acceleration of the website that is performed by Cloudflare as name server via its CDN 
is necessarily coming with interventions in the transmission of information from and to the website of its 
customers, in part because Cloudflare guarantees the availability of the customer’s website even if it is 
temporarily inaccessible. Thus, the Court deems that Cloudflare is not passive and not merely performing 
the intermediate storage with the purpose of acceleration of transmission of information. Furthermore, the 
Court confirms by relating to the existing German case law on IAPs that Cloudflare has no duty to monitor 
or investigate the content of domains, for which it acts as name server and CDN server.  

                                                 

189 In its quarterly report to the SEC, Cloudflare noted in relation to business risks: “Our customers may use our 
platform and products in violation of applicable law or in violation of our terms of service or the customer’s own 
policies. The existing laws relating to the liability of providers of online products and services for activities of their 
users are highly unsettled and in flux both within the United States and internationally”, see Cloudflare, Quarterly 
Report to the United States Securities and Exchange Commission, Form 10-Q, quarterly period ended September 
30, 2019, p. 57. 
190 See Cloudflare (2020), Transparency report. Mediaset (RTI) vs. Cloudflare, order of Rome Commercial Court 
from 13 March 2019, no. 1932/2019 and confirmed in Mediaset (RTI) vs. Cloudflare, order of the Rome Commercial 
Court from 24 June 2019, no. 26942/2019. 
191 See Court of Rome VI 24 June 2019, p. 3. 
192 Cologne District Court, case 14 O 171/19, 30 January 2020, Universal Music GmbH v Cloudflare. 
193 Furthermore, Cloudflare declared in lieu of an oath that only specific static content is temporarily saved on 
servers, whereas audio- and video-content generally is excluded because the amount of data is unsuitable for 
efficiency-raising caching. It is not clear from the judgment, whether the audio- and video-content is routed through 
the Cloudflare infrastructure.  

https://cloudflare.net/files/doc_financials/2019/q3/a88a7976-3110-41e8-8789-8893439a6f0f.pdf
https://cloudflare.net/files/doc_financials/2019/q3/a88a7976-3110-41e8-8789-8893439a6f0f.pdf
https://www.cloudflare.com/transparency/
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Both cases concern structurally copyright-infringing websites and principally deal with the 
problem of identifying the infringing party. In this connection, one question is whether an 
infringed third party’s request for customer information should be answered without a court 
order. 

When assessing the availability of liability exemption for CDNs, it is important to note that 
different CDN service providers may offer different CDN-related functions, which need to be 
analysed separately. The following illustrates the grey areas where the applicability of Articles 
12 to 14 ECD could be in question: 

The guarantee of availability of a website by CDN even when a customer’s website is 
temporarily inaccessible relates to hosting, which is covered under Article 14 ECD and not 
further explored here. With regards to the traditional caching aspects of CDNs (on behalf of 
IAPs), these qualify for the liability exemption in Article 13 ECD. Only if a CDN performs 
content adaptation, the availability of a liability privilege is uncertain, because of the 
requirement not to modify the information (see also below section 5.4). Modifications to the 
representation of information are likely unproblematic,, whereas modifying the content itself 
may void the liability exemption.194 

When the CDN provides a service to the content owner, it functionally becomes a “surrogate 
host” and can offer both caching of unencrypted content as well as temporary content 
hosting at the edge of the network. In addition, the use of a reverse proxy195 enables a CDN 
to distribute the requests of end users to either the cached or the original content, as load 
balancing. As a result, the reverse proxy used by a CDN is “fronting the host” with an IP 
address of the CDN. This enables the CDN's DNS name server to respond with the IP address 
of the reverse proxy with the shortest distance to the user looking up the IP address connected 
to the domain name. This use of a reverse proxy is not covered by Articles 13 or 14 ECD, as 
it is different from storage (although it could be combined with storage). To be exempted under 
Article 12, the service would have to consist of transmission in a communication network. 
However, the reverse proxy is arguably not engaged in the data transmission itself, but rather 
facilitates the content delivery by fronting the host with the IP address of the CDN (which is 
connected to the domain name of the content owner). Even if one conceptualises data 
transmission broadly, such that it would include reverse proxies, a CDN may engage in the 
selection of recipients, which would void Article 12. It could therefore be possibly argued that 
no liability exemption is available de lege lata for the reverse proxy mechanism. This could 
be seen as an unintended consequence, given the significant benefits offered by CDNs, and 
their role as an intermediary between the content owner and the end user. Given that CDNs 
employ various mechanisms for content delivery, it is possible that the same conclusion also 
would apply to other technological solutions not addressed here or developed in the future. 

To address this gap (at least for the use of reverse proxies by CDNs), the lawmaker should 
consider extending the existing safe harbour provisions, taking into account the degree of 
control CDNs have over content risks. CDNs have a high business proximity to the content 
owner, because it is most likely a customer of the CDN. The CDN’s reverse proxy function is 
very closely related to the content owner, even when it does not store the content itself. By 
distributing user requests to various locations where the content is available, the CDN acts as 
                                                 

194 Compare recital 43 ECD. This only exempts manipulations of a technical nature, which take place in the course 
of transmission as they do not alter the integrity of the information contained in the transmission. In this context, the 
distinction between “information” and “data” prevalent in informatics may also play a role. It could be said that all 
content adaptation changes the communicated data (i.e., the signs), but not all content adaptations modify the 
information (the meaning of the data). See further Bygrave, L.A. (2015). Information Concepts in Law: Generic 
Dreams and Definitional Daylight. Oxford Journal of Legal Studies, pp. 91–120. 
195 A reverse proxy can perform many different functions. Reverse proxy used by CDN is different from the reverse 
proxy used by origin-host. A reverse proxy used by an origin-host, the incoming requests (from users) are distributed 
to several servers as a form of load balancing.  



 

 
 

a “surrogate host”. To some extent, the situation of the CDN is similar to the hosting regulated 
in Article 14 ECD, except that the CDN does not (necessarily) store the data. When a CDN is 
employed, users viewing the web page www.example.com are sent to the CDN’s IP address, 
via which the content is delivered or provided. CDNs often also encrypt content using a digital 
certificate identifying the content owner, thereby increasing the business and technical 
proximity. At the same time, CDNs are arguably normally unaware of the possible illegality of 
the content they distribute. If Article 14 were modified to intermediary services that provide 
(rather than store) the information, such CDN services would arguably be covered by an 
amended Article 14. Similarly, Article 13 could be amended to cover the “intermediate and 
temporary provision of content”, which might be more suitable given the temporal dimension. 
As a consequence, the reverse proxy used by CDNs, and similar solutions, would be exempted 
from liability subject to the conditions of either Article 13 or 14. The consequences of the 
respective conditions require further analysis. Two caveats need to be mentioned in respect 
of this solution, however. First, a narrow interpretation of the active/passive criterion might 
inhibit the solution canvassed above, so this would require further analysis. Second, the 
envisaged extension of Article 13 or 14 would also require further scrutiny, as it might have 
unintended side effects for other services not considered here. 

There is generally limited information on the self-regulation of CDN providers. From anecdotal 
evidence it appears that some CDN service providers may also take content- or use-related 
decisions based on the enforcement of the ToS with customers.196 On the company-level, 
Cloudflare has a trusted reporter programme in place in relation to CSAM197, which 
according to the German Cloudflare also exists with music rights holders198. 

 

5.4 Processing in the cloud 
Remote processing operations carried out in cloud computing and other contexts imply the 
possibility that the service provider is involved with processing illegal content.199 Similarly, the 
remote processing of illegal information may be problematic also in other contexts, such 
as with respect to content adaptation, for example in a CDN context. As mentioned in section 
2.2.3.5, content adaptation can be divided into two categories that involve either modifying the 
representation of the content or modifying the content itself. 

“Cloud computing” is used as a label for a variety of business models that primarily offer the 
use of resources in data centers. A “cloud computing service” can be defined as a “digital 
service that enables access to a scalable and elastic pool of shareable computing 
resources.”200 Further characteristics include self-service and metered provision, meaning one 
only pays for the resources one is using. 

                                                 

196 In 2017, Cloudflare for example dropped DDoS protection for the right-wing website The Daily Stormer as a 
customer, following the lead of other intermediaries in light of public pressure against the provision of services to 
the website. See https://www.bbc.com/news/technology-40960053 
197 See https://blog.cloudflare.com/cloudflares-response-to-csam-online/; Cloudflare is also a partner in the 
INHOPE Network.  
198 There appears to be no public information available on this arrangement. 
199 The challenges with processing in a cloud context were also highlighted in van Hoboken et al. (2020), p. 15. 
200 Art. 4 nr. 16 of the NIS Directive. A more precise term than “shareable” might be “multi-tenant”. 

https://www.bbc.com/news/technology-40960053
https://blog.cloudflare.com/cloudflares-response-to-csam-online/
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Within the liability exemptions of the ECD it is not easy to locate all services offered in a cloud 
setting. Under Article 14 ECD201, the service provider is not liable for the information stored 
at the request of a recipient of the service. Storage of information is certainly relevant in cloud 
settings, but the stored information is often encrypted, which makes notice-and-action 
challenging.202 In addition, the relatively complex cloud business models typically go far 
beyond storage of information. Services involving the processing of data, thus going beyond 
storage, include IaaS (infrastructure as a service), PaaS (platform as a service) and SaaS 
(software as a service). Cloud based data processing can have a variety of use cases, 
including IoT and robotics. 

A first question is whether cloud processing services can be seen as separate from the 
storage, in the sense that these would be separate actions for which the service provider could 
be liable. There is no clarity on whether the performance of processing services could be taken 
as an argument for constituting liability, separate from the argument of storage of information. 
It may be argued that the processing is carried out in close relation to the storage service. On 
the other hand, Article 14 does not explicitly include wording that would include other (e.g. 
processing-related) services in the safe harbour it provides.203 Thus, one would have to identify 
a separate liability exemption for such services. This second question depends on an 
interpretation of Articles 12 and 13 ECD, respectively.  

Article 12 ensures that the service provider is not liable for the information transmitted. 
Clearly, cloud computing services involve a considerable degree of transmissions in order to 
facilitate the use of cloud resources, which are provided at a distance. However, liability for 
transmission may be seen as separate from liability for the processing of information. 
Moreover, the processing would arguably not comply with the condition in Article 12 (1) lit. c 
ECD, which is that the service provider does not select or modify the information contained 
in the transmission. When cloud computing involves processing, it is difficult to argue that the 
information is not modified. Recital 43 ECD only exempts manipulations of a technical nature 
which take place in the course of transmission as they do not alter the integrity of the 
information contained in the transmission. Thus, neither processing services included in cloud 
environments, nor content adaptation would arguably benefit from the liability exemption under 
Article 12 ECD. Similarly, Article 13 would not be applicable, because it offers only a safe 
harbour for automatic, intermediate and temporary storage of information, not processing 
thereof.  

As a consequence, none of the specific liability exemptions of the ECD seem to directly 
encompass remote processing operations. Potentially, it could be envisaged that a protection 
may nevertheless be found by interpretation of the ECD’s liability exemptions, e.g. based 
on a general analogy. Alternatively, a teleological interpretation of some of the aims of the 
ECD could lead to an expansive interpretation, encompassing services offered that are similar 
to those covered in Articles 12 to 14, or which are offered in conjunction with such services (in 
particular, Article 14). However, such general arguments for extending the scope of the liability 
exemptions, de lege lata, could be difficult due to the fact that each of these are based on 
specific conditions that are closely related to the respective specified function. It would be 
unclear which conditions would apply to services not explicitly covered currently by the ECD. 
For example, the requirement that the information cannot be modified clearly appears to be of 
limited utility for the context of remote processing (including adaptation of the content itself). 

                                                 

201 Part of the literature sees Article 14 as most appropriate for cloud services, e.g. Sluijs, J. et al. (2012). Cloud 
Computing in the EU Policy Sphere, JIPITEC, 12, N 80. 
202 See, e.g., GSM ETNO Position paper on the proposal for a regulation on preventing the dissemination of terrorist 
content online July 2019. 
203 Weber argues that Article 14 is based on an “inflexible” definition. See Weber, R.H. & Staiger, D.N. (2014). 
"Cloud Computing: A cluster of complex liability issues", 20(1) Web JCL. 

http://webjcli.org/article/view/303/418


 

 
 

Furthermore, such processing is usually not visible for the service provider, particularly if 
encryption is used and when there are several layers of cloud computing. 

Concomitantly, we recommend that the European lawmaker addresses the exemption gap for 
remote processing operations, as well as the possibility that new business models offer 
functions that do not fit into the existing limitations. 

 

5.5 Live-streaming 
Live-streaming has in recent years become more topical both in a commercial context and in 
the context of illegal or harmful content.  

The internet supports multicasting, i.e. one-to-many communication by streaming content to 
a group of receivers in a single transmission. In principle, live-streaming without intermediaries 
storing the content is technically possible. However, in practice live-streaming is a service that 
usually provides simultaneous storing and real time streaming of an event, and live-streaming 
will use the same CDNs that are used for streaming stored content. There are many service 
providers offering a technical platform and hosting service for live-streaming. 

Because live-streaming involves an event that is transmitted in real time, the party initiating the 
streaming will start transmitting when the event starts. The party initiating the streaming may 
decide to publish the recorded event as an ordinary streamed video immediately when the real 
time event terminates. Users get access to the live-stream by requesting to receive the 
transmission. Live-streaming is also part of the content offered by social media services like 
Facebook and Twitter, and live-streaming content may be suggested to anyone using these 
services. Many-to-many live-streaming is also supported by many service providers, and this 
service is usually called video conferencing. 

Live-streaming can be a type of linear audiovisual media service that is regulated in the revised 
AVMSD. This Directive addresses video-sharing platform services, including both non-
linear (on demand) and linear services, which arguably include live-streaming.204 The revised 
AVMSD (Article 28b) requires providers of video-sharing platforms to take appropriate 
measures to address incitement to violence and some forms of hatred against individuals or 
groups. In addition, the providers need to protect the public from content that is illegal under 
Union law (related to terrorism, child abuse images, racism and xenophobia). The AVMSD 
explicitly states in Art. 28a(5) that Articles 12 to 15 ECD apply to video-sharing platform 
providers.205 

                                                 

204 On such a service, videos are shared, and the organisation of the sharing is determined by the provider. The 
wording speaks of a service that is devoted to “providing” programmes, user-generated videos, or both, to the 
general public. In the drafting history of the revised AVMSD, the word “providing” replaced an earlier proposal 
focussing on “storage or live streaming”. While the 2010 AVMSD classified live-streaming as television (recital 27), 
the 2018 AVMSD, emphasises in recital 9 “that the procedures and conditions for restricting freedom to provide and 
receive audiovisual media services should be the same for both linear and non-linear services”. See references in 
N. Feci, Gamers watching gamers: the AVMSD soon the one calling the shots? (18 December 2018). See also 
Commission, Communication from the Commission Guidelines on the practical application of the essential 
functionality criterion of the definition of a ‘video-sharing platform service’ under the Audiovisual Media Services 
Directive 2020/C 223/02, C/2020/4322. 
205 Moreover, according to Art. 28b(3), second subparagraph, such measures shall not lead to any ex-ante control 
measures or upload-filtering of content, which do not comply with Art. 15 of the ECD. 

https://www.law.kuleuven.be/citip/blog/gamers-watching-gamers-the-avmsd-soon-the-one-calling-the-shots/
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In the context of the ECD, live-streaming is difficult to locate and there exists only scarce 
case law. Functionally, live-streaming is similar to hosting, but likely does not qualify as such 
under Article 14, because the streamed content is not stored before the communication, but 
streamed in a linear manner. Technically, live-streaming involves some element of 
transmission in a communications network (mere conduit)206, but the nature of the service may 
be different from the one envisaged by Article 12, because of temporal and functional 
characteristics.207 The default situation for mere conduit is the instantaneous communication 
of data in a network, which is over when the data is communicated. Thus, by the time a notice 
can be issued, the communication is already over. In the case of live-streaming, content is 
continuously streamed for a limited time. This is somewhat comparable to hosting because 
the live-streaming service “hosts” the live-stream, which is not necessarily a stored file (like 
hosting), but a continuous content stream. Thus, notice-and-action may be possible, and 
certain measures are obligatory under the AVMSD. Live-streaming may also involve a 
temporary storage of content (Article 13), but it is uncertain whether the provider does so “for 
the sole purpose of making more efficient the information’s onward transition”.208 Moreover, an 
eventual liability might be based not (only) on the temporary storage, but also on the streaming 
(the provision of access to the streamed content) itself, for which no dedicated exemption 
exists.  

A more principal question is whether live-streaming falls under the ECD regime in the first 
place: the ISS definition requires that such service is “‘at the individual request of a recipient 
of services”. It could be argued that this criterion is not fulfilled in the case of live-streaming, 
which resembles broadcasting.209 On the other hand, the criterion could be fulfilled, if the 
streamer (the person initating the streaming) is seen as the recipient of the service – but this 
makes it difficult to distinguish between streaming and broadcasting. Moreover, the live-
streaming provider itself can select the viewer of the live-stream, that is, the receiver of the 
communications, for example based on algorithms that evaluate the users’ interests. This is 
can be the case with respect to existing live-streaming services such as Facebook and 
YouTube, but it would arguably void the protection afforded by Article 12(1)(b) ECD. Under a 
narrow reading of the ECD, at least some instances of live-streaming may therefore be neither 
protected under Articles 12 or 14 ECD.  

A future regulation could address this gap, taking into account the control the service provider 
reasonably has over the content-related risks. A live-streaming services provider has a 
relatively close proximity to the content, compared to typical mere conduit providers. 
Technically, the live-streaming provider is directly or indirectly connected to the livestream, 
because the streamer is most likely its customer. Moreover, as foreseen in the AVMSD, these 
providers of video services are in a position to manage some aspects of the live-streaming 
they organize. At the same time, a service provider cannot be explected, however, to have 
knowledge of everything happening on its service in real time. 

Live-streaming providers might be able to take certain measures. Providers can be notified of 
an infringing live-stream and react to such live-stream (e.g. take-down), at least while it is still 
continuing. Providers’ failures to react to notices was amongst the criticisms voiced after the 

                                                 

206 See also Nordemann (2018), p. 13.  
207 See on temporal aspect C‑484/14, McFadden, para. 62. 
208 Article 13(1) ECD, emphasis added.  
209 Broadcasting under the AVMSD, may be subject to further requirements, such as e.g. license to operate. The 
Technical Standards Directive indicates in Annex I services, which are not considered to be supplied “at the 
individual request of a recipient of services”, namely “[s]ervices provided by transmitting data without individual 
demand for simultaneous reception by an unlimited number of individual receivers (point to multipoint transmission)” 
including “television broadcasting services (including near-video on-demand services) (...)”, “radio broadcasting 
services”, and “(televised) teletext”. 



 

 
 

Christchurch terrorist attack. There is limited systematic information on the self-regulation of 
live-streaming, which, however, has substantially increased in importance following the 
Christchurch attack.210 

It is unclear whether providers might also be able to engage in ex ante monitoring, which 
would be problematic from a fundamental rights perspective and, if mandated, under Article 
15 ECD. This temporal aspect is challenging from a regulatory perspective because the 
service provider needs to act in a very timely fashion, and it may be very difficult to ascertain 
whether a certain livestream contains illegal material. Therefore, a regulation would need to 
provide for possibilities for the service provider to act expeditiously, while at the same time 
respecting fundamental rights. It is not clear how this challenge can be resolved going forward.  

                                                 

210 See above self- and co-regulation. See on responses also Tech against Terrorism, Analysis: New Zealand attack 
and the terrorist use of the internet. 

https://www.techagainstterrorism.org/2019/03/26/analysis-new-zealand-attack-and-the-terrorist-use-of-the-internet/
https://www.techagainstterrorism.org/2019/03/26/analysis-new-zealand-attack-and-the-terrorist-use-of-the-internet/
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6. RECOMMENDATIONS  
Despite rapid technological developments, the objectives of and the rationales for the 
intermediary liability exemption regime in relation to non-hosting intermediaries have aged 
well. We therefore recommend that the main regulatory approaches of Articles 12 and 13 ECD 
should be kept.; this includes both the specific conditions for services falling under Articles 12 
and 13 ECD as well as basic principles established by the ECD. Based on this study, however, 
we identify several aspects of the current framework that could be updated. We suggest areas 
of codification, clarification and upgrades related to both the scope of the exemption regime 
and the design of the liability exemption rules. 

An upgraded liability exemption regime should be future proof, become even more technology 
neutral and thereby increase its shelf-life. A level playing field and uniform interpretation may 
be ensured by a Regulation or full harmonisation Directive. Appropriate liability exemptions 
should be based on clear criteria. Addressed intermediary functions should be kept 
technology neutral and flexible, while ensuring legal certainty. If possible, focus ought to 
be on abstract criteria, i.e. on “what is done” rather than “how it is done”. Conditions of liability 
exemptions should be differentiated from obligations on service providers.  

 

6.1 Principles 
Structure and scope 

1. Keep the horizontal nature and focus on illegal content for non-hosting, rather than 
on vague notions such as harmful or undesirable content. 

2. Focus on intermediary functions, not actors, similar to the current ECD-regime.  

3. Keep an enumeration of liability exemptions. We suggest keeping the classification 
of intermediary functions and to update the concrete types, as this approach ensures 
legal certainty for service providers. We do not recommend the alternative of liability 
graduated on a “gliding scale” without clear conditions. 

Fair balance  

4. Ensure a fair balance of interests and rights, including fundamental rights. In this 
context, Article 15 ECD is essential. 

5. The law should clarify (in a recital) why intermediaries are exempted from liability: 
They fulfil important societal functions which structurally limit their ability to take 
proportionate and effective measures to control all risks related to illegal content, 
without negative effects on an open and free internet. Such a recital should facilitate a 
teleological interpretation in dubio pro intermediary, that enables intermediaries not 
directly covered by a liability exemption to be covered, given a similar degree of control. 

6. Criteria for assigning conditions and obligations could be based on degree of control. 
Relevant parameters include the service provider’s proximity to the content risk and the 
availability of proportional mechanisms available for managing the risk (see above). 
Actors with limited or no control over the content risk should be exempted with few/no 



 

 
 

conditions. Actors with more control over content risk should be exempted only based 
on more extensive conditions, and subject to specific obligations.211 

7. Introduce a proportionality principle: More remote intermediaries should not be 
targeted, or should only be targeted as a last resort. 

8. Clarify (in a recital) that injunctions (especially against end-users sharing their internet 
connection with others) should be limited to reasonable and proportionate measures to 
terminate or prevent an infringement, and should abstain from punishing for the 
infringement.  

9. Strengthen transparency and due process: Voluntary measures should be subject to 
transparency obligations. Procedural safeguards and effective remedies should be 
available for users in order to safeguard fundamental rights.212 

 

6.2 How can all relevant intermediary functions be covered? 
The above study of the DNS, WiFi hotspots, CDNs, processing in the cloud and live-streaming 
has revealed that clarifications and upgrades are to a varying degree advisable or necessary. 
In the following we provide preliminary ideas, which require further scrutiny. 

1. Introduce a new broad concept of “network intermediary” (and replace / upgrade 
ISSP).  

Currently, “intermediary”213 is not defined in the ECD and the ISSP notion might prove not 
flexible enough to encompass future developments. “Intermediary (network) services” 
facilitate communication in a network, but are not themselves the originator or the ultimate 
recipient of the communicated information. In this sense, a “(network) intermediary” would 
simply be the provider of intermediary network services. 

2. New typology of network intermediary functions 

Grey areas could be resolved by adjusting the existing214 and introducing a new typology of 
network intermediary functions with corresponding specific conditions: 

● Auxiliary network intermediary functions, which resolves current grey areas; 
● Direct network intermediary functions, corresponding to “mere conduit”; 
● Temporary storage and processing, corresponding to “caching”; 
● Remote processing, as explained below; 
● [Search (not addressed here)];  
● [Hosting (not addressed here but adjusted to address live-streaming)]; 

 

                                                 

211 This could also be part of a recital that helps solving future unclear cases. 
212 Consider the framework for actions in relation to transparency and procedure of Recommendation (EU) 2018/334 
and its applicability to voluntary arrangements, see also https://santaclaraprinciples.org. 
213 See e.g. definition of internet intermediaries by OECD: “Internet intermediaries bring together or facilitate 
transactions between third parties on the Internet. They give access to, host, transmit and index content, products 
and services originated by third parties on the Internet or provide Internet-based services to third parties.” 
Organisation for Economic Cooperation and Development, The Economic and Social Role of Internet 
Intermediaries, 2010, p. 9. 
214 I.e. “mere conduit”, “caching”, hosting. 
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We suggest including a non-exhaustive list of examples for each category in a clarifying 
recital.215 This may contribute to technological neutrality while maintaining legal certainty. 

3. Liability exemption for auxiliary network intermediary functions. 

The liability exemption regime for more remote network intermediaries (e.g. related to 
provision of domain names and domain-name related services, of IP addresses, of client 
software etc.216), is currently unclear. This could be resolved either by introducing a general 
liability exemption principle (for all network intermediaries outside existing categories), by 
introducing a specific exemption, or in a hybrid approach, a combination of both. 

● Option 1: Introduction of a new general clause, with a broad principle that all “Network intermediaries” are 
exempted from liability based on general conditions such as non-collusion with infringer (sweeping clause), 
unless more specific conditions are set out in the concrete function-based exemptions (e.g. mere conduit, 
caching or hosting). 

● Option 2: Introduction of a specific exemption for the provision of auxiliary network intermediary 
functions, which could be based on Article 12 ECD and take into account the low degree of control of 
these functions. 

● Option 3: Clarify that auxiliary network intermediary functions fall within the scope of Article 12 ECD. 

4. Clarify liability exemption for “provision” (other than storage) of information. 

Certain CDN and live-streaming services appear to fall outside the scope of current liability 
exemptions, inter alia because they might not store the information. This should be remedied. 

● Option 1: Extend the current hosting exemption under Article 14 to the “provision of information” 
irrespective of whether that content is stored or provided in a linear fashion or otherwise. 

● Option 2: Address temporary functions of CDNs in conjunction with Article 13 (extended to “intermediate 
and temporary provision of content”). 

5. Introduce a liability exemption for remote (cloud) processing, including content 
adaptation. 

Remote (cloud) processing appears currently not to be covered by existing exemptions. This 
also applies to “content adaptation” where the content as such is modified. Modifying the 
representation of content, in the context of caching, might be covered by Article 13 ECD 
(consider clarifying this point). These services are desirable in the digital society and enable 
new innovations and business opportunities, also with a focus on IoT. 

● Option 1: Introduce a new liability exemption with appropriate conditions depending on the degree of 
control, e.g. inspired by current Article 14 ECD, for remote cloud processing and content adaptation in 
form of modification of content as such. 

● Option 2: As option 1, but inspired by Article 13, expand to “temporary storage or processing”. In this 
case, the processing would replace the “transmission” context in the current Article 13.  

It may be considered whether this recommendation can be combined with recommendation 
4 above, in a single article addressing “temporary provision” and “processing” of information.  

                                                 

215 E.g. mention WiFi hotspot, IAPs, IXPs, etc. in the context of direct network intermediaries. 
216 Search raises specific issues and should not be included here. 
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