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Unlawful / unwanted content



e.g. Recital 59 InfoSoc Directive
In the digital environment, in particular, the services of intermediaries may 
increasingly be used by third parties for infringing activities. In many cases 
such intermediaries are best placed to bring such infringing activities to 
an end.



Liability Liability
Exemption



Minimum harmonisation

Horizontal (criminal, civil and administrative liability for all kinds of 
illegal activities initiated by third parties – not injunctions)

Scope: Activity is “of a mere technical, automatic and passive 
nature, which implies that the information society service provider 
has neither knowledge of nor control over the information which is 
transmitted or stored.” (recital 42)
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Hosting (Article 14)

1. Where an information society service is provided that consists of the storage of 
information provided by a recipient of the service, MS shall ensure that the service 
provider is not liable for the information stored at the request of a recipient of the 
service, on condition that:
(a) the provider does not have actual knowledge of illegal activity or information 

and, as regards claims for damages, is not aware of facts or circumstances 
from which the illegal activity or information is apparent; or

(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously 
to remove or to disable access to the information.

Current regime



No general obligations (Article 15)

1. Member States shall not impose a general obligation on providers, when 
providing the services covered by Articles 12, 13 and 14, to monitor the 
information which they transmit or store, nor a general obligation actively to 
seek facts or circumstances indicating illegal activity.

2. Member States may establish obligations for information society service 
providers promptly to inform the competent public authorities of alleged illegal 
activities (…)

Current regime



No general obligations (Article 15)
Specific case (e.g. court order)… recital 47

Scarlet v SABAM C-360/10 (Internet access)
CJEU: an ISP cannot be ordered by national court (injunction) to install a filtering 
system of all electronic communications and blocking certain content passing via 
its services (for copyright enforcement purposes).
Balancing test (freedom of communication, freedom to conduct business, right to 
privacy <--> IP protection); Charter of Fundamental Rights

SABAM v Netlog C-70/10 (Hosting)
CJEU: cannot be ordered to install a filtering system for all or most of the 
information which is stored on its servers by its service users

…which applies to all users, as preventive measure, exclusively at its expense and 
for an unlimited period.

Current regime
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EU Parlament 
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1 March 2018

EU Commission:
Recommendation (EU) 

2018/334
12 September 2018

EU Commission:
Proposal for Regulation

on terrorist content



Article 13 
Use of protected content by information society service providers storing and

giving access to large amounts of works and other subject-matter uploaded by
their users

1.Information society service providers that store and provide to the public access
to large amounts of works or other subject-matter uploaded by their users shall, in 
cooperation with rightholders, take measures to ensure the functioning of
agreements concluded with rightholders for the use of their works or other subject-
matter or to prevent the availability on their services of works or other subject-
matter identified by rightholders through the cooperation with the service providers. 
Those measures, such as the use of effective content recognition technologies, 
shall be appropriate and proportionate. The service providers shall provide
rightholders with adequate information on the functioning and the deployment of the
measures, as well as, when relevant, adequate reporting on the recognition and use
of the works and other subject-matter.

Copyright phantasies proposal



Article 13
Use of protected content by online content sharing service providers

1. Member States shall provide that an online content sharing service provider
performs an act of communication to the public or an act of making available to
the public for the purposes of this Directive when it gives the public access to
copyright protected works or other protected subject matter uploaded by its users.
An online content sharing service provider shall therefore obtain an authorisation
from the rightholders referred to in Article 3(1) and (2) of Directive 2001/29/EC, for
instance by concluding a licencing agreement, in order to communicate or make
available to the public works or other subject matter.

Copyright phantasies trilogue



3. When an online content sharing service provider performs an act of
communication to the public or an act of making available to the public, under the
conditions established under this Directive, the limitation of liability established in 
Article 14(1) of Directive 2000/31/EC shall not apply to the situations covered by
this Article. This shall not affect the possible application of Article 14(1) of Directive
2000/31/EC to these service providers for purposes falling outside the scope of this
Directive.

Copyright phantasies trilogue



4. If no authorisation is granted, online content sharing service providers shall be
liable for unauthorised acts of communication to the public of copyright protected
works and other subject matter, unless the service providers demonstrate that they
have:
(a) made best efforts to obtain an authorisation, and
(b) made, in accordance with high industry standards of professional diligence, best
efforts to ensure the unavailability of specific works and other subject matter for
which the rightholders have provided the service providers with the relevant and
necessary information, and in any event
(c) acted expeditiously, upon receiving a sufficiently substantiated notice by the
rightholders, to remove from their websites or to disable access to the notified
works and subject matters, and made best efforts to prevent their future uploads in 
accordance with paragraph (b).

Copyright phantasies trilogue



5. The cooperation between online content service providers and rightholders shall
not result in the prevention of the availability of works or other subject matter 
uploaded by users which do not infringe copyright and related rights, including
where such works or subject matter are covered by an exception or limitation.
Member States shall ensure that users in all Member States(*) are able to rely on the
following existing exceptions and limitations when uploading and making
available content generated by users on online content sharing services:

(a) quotation, criticism, review;
(b) use for the purpose of caricature, parody or pastiche.

8. (...) This Directive shall in no way affect legitimate uses, such as uses under
exceptions and limitations provided for in Union law, (...)

Copyright phantasies trilogue



7. The application of the provisions in this article shall not lead to any general
monitoring obligation.

(...)

8. Member States shall provide that an online sharing service provider puts in place
an effective and expeditious complaint and redress mechanism that is available
to users of the service in case of disputes over the removal of or disabling access to
works or other subject matter uploaded by them.
When rightholders request to remove or disable access to their specific works or
other subject matter, they shall duly justify the reasons for their requests. 
Complaints submitted under this mechanism shall be processed without undue
delay and decisions to remove or disable access to uploaded content shall be
subject to human review.

Copyright phantasies trilogue
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Communication: 
Tackling Illegal Content 

Online, Towards an 
enhanced responsibility 

of online platforms

September 2017

1 March 2018

Recommendation of 
1.3.2018 on measures 
to effectively tackle 

illegal content online

“set of guidelines and principles for online platforms to 
step up the fight against illegal content online“

“Online platforms should do their utmost to proactively 
detect, identify and remove illegal content online“

Soft law

Chapter 2: General 
recommendations 

relating to all types 
of illegal content

Chapter 3: Specific 
recommendations 
relating to terrorist

content



Scope of Recommendation (EU) 2018/334 

“Providers of hosting services play a particularly important role in tackling illegal 
content online, as they store information provided by and at the request of their 
users and give other users access thereto, often on a large scale. This 
Recommendation therefore primarily relates to the activities and responsibilities of 
those providers. However, where appropriate, the recommendations made can also 
be applied, mutatis mutandis, in relation to other affected online services 
providers. (…)“ (recital 15)

(NB: online services providers not defined in Recommendation)

Soft law



Proactive measures

“Hosting service providers should be encouraged to take, where appropriate, 
proportionate and specific proactive measures in respect of illegal content. Such 
proactive measures could involve the use of automated means for the detection 
of illegal content only where appropriate and proportionate and subject to effective 
and appropriate safeguards, in particular the safeguards referred to in points 19 and 
20.“

Chapter 2, point 18

Soft law



Mitigating means

Provisions on safeguards and protection against abusive behavior (points 19–21)  
only in chapter 2;

Human oversight and verifications, where appropriate and, in any event, where a 
detailed assessment of the relevant context is required in order to determine 
whether or not the content is to be considered illegal content (point 20).

(Commission has fewer concerns as to the use of automated content recognition 
technologies when it comes to terrorist content…)

Soft law safeguards



Jean-Claude Juncker’s State of the Union speech: 
the recommendations from March 2018 “have
brought positive results, overall progress has not 
been sufficient.”

Terrorist content

Communication: 
Tackling Illegal Content 

Online, Towards an 
enhanced responsibility 

of online platforms

September 2017

1 March 2018

Recommendation of 
1.3.2018 on measures 
to effectively tackle 

illegal content online

12 September 2018

Proposal for 
Regulation on terrorist 

content



Institutes a duty of care obligation for all platforms to ensure they are not misused
for the dissemination of terrorist content online. 

Terrorist content

Article 3 (1) stipulates, on the one
hand, that hosting service providers
shall take appropriate, reasonable, 
and proportionate actions against the
dissemination of terrorist content and
to protect users from terrorist content. 

On the other hand, they shall act in a 
diligent, proportionate and non-
discriminatory manner, and with due 
regard to the fundamental rights of the
users and take into account the fun-
damental importance of the freedom
of expression and information in an 
open and democratic society. 



Article 6 
Proactive measures

1. Hosting service providers shall, where appropriate, take proactive measures to
protect their services against the dissemination of terrorist content. The 
measures shall be effective and proportionate, taking into account the risk and
level of exposure to terrorist content, the fundamental rights of the users, and
the fundamental importance of the freedom of expression and information in an 
open and democratic society.

2. (In some instances) the competent authority referred to in Article 17(1)(c) shall
request the hosting service provider to submit a report, within three months
after receipt of the request and thereafter at least on an annual basis, on the
specific proactive measures it has taken, including by using automated tools, 
with a view to:

(a) preventing the re-upload of content which has previously been
removed or to which access has been disabled because it is considered
to be terrorist content;
(b) detecting, identifying and expeditiously removing or disabling access
to terrorist content.

Terrorist content



Transparency obligation, Article 8

Specific safeguards regarding proactive measures, Article 9
Where hosting service providers use automated tools in respect of content that they
store, they shall provide effective and appropriate safeguards to ensure that
decisions taken concerning that content, in particular decisions to remove or
disable content considered to be terrorist content, are accurate and well-founded
(Article 9(1)). 

Furthermore, safeguards shall consist, in particular, of human oversight and
verifications where appropriate and, in any event, where a detailed assessment of
the relevant context is required in order to determine whether or not the content is
to be considered terrorist content (Article 9(2)).

Terrorist content safeguards





Private entities have more freedom to implement such measures without being in 
conflict with fundamental rights.

Private procedures and their use: significant lack of transparency unless specific 
regulation is adopted to that effect (how effective? Accuracy? Fair process? Impact 
on rights holders, ISPs, and internet users?)

Standards of due process: summary nature of automated take down measures 
makes them comparable to provisional (sometimes protective) measures such as ex 
parte preliminary injunctions. But no requirement for automated measures to offer 
procedural safeguards comparable to those usually related to the granting of a 
preliminary injunction. 

Over-enforcement: commercial profit seeking entity to avoid litigation and other 
disputes. More likely to apply an algorithm that takes down too much rather than 
too little

How to reconcile proactive measures with Art. 15? (Scarlet extended / Netlog)

Common concerns



From liability to responsibility (Frosio) – Will platforms lose their safe harbour 
when using pro-active measures (voluntarily)? 

Recommendation (EU) 2018/334, Recital 26: No! 
Terror content regulation: Recital 5: No!

But by erosion? implementation may gradually influence the standard of liability. 
“Active” or “aware”? CJEU in Case C-324/09 (eBay), exemption of liability under 
Article 14 requires that an intermediary should not have been aware of facts or 
circumstances on the basis of which a diligent economic operator should have 
identified the illegality in question. When more and more intermediaries implement 
voluntary proactive measures there is a risk that, at a certain time, a court will find 
that a diligent economic operator will implement proactive measures.

Common concerns



Reliance on proactive measures regulation represents a significant departure from 
the traditional intermediary liability regime

…and copyright at the forefront (most-expansive, least safe-guards)

Common concerns
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