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Part 1 Part 2 Part 3

The characteristics
of domain registries

as intermediaries

Analysis of the legal 
framework relevant 

for domain registries
as intermediaries

Solutions: Models for 
domain registries’ role

in the fight against
unlawful content

Horizontal analysis, legal 
dogmatic

Legal dogmatic Comparative



Clarify to what extent the existing legal framework / research for other 
intermediaries applies to domain registries

Clarify the legal role of domain registries regarding obligations and 
rights/capacity as intermediary

Identify solutions for the role of domain registries in the fight against 
unlawful content



Unlawful / unwanted content

A



But is there / what is the role of domain registries?



Part I
Intermediaries 

and content



Intermediaries

Current developments

Liability exemptions



Internet intermediaries bring together or facilitate transactions between 
third parties on the Internet. They give access to, host, transmit and index 
content, products and services originated by third parties on the Internet or 
provide Internet-based services to third parties

OECD 2010



E.g. Recital 59 InfoSoc Directive
(59) In the digital environment, in particular, the services of intermediaries 
may increasingly be used by third parties for infringing activities. In many 
cases such intermediaries are best placed to bring such infringing 
activities to an end.



What is an intermediary?
Not defined in the legal framework
(see however Art. 8(3) InfoSoc Directive and Art. 11 IPRED)



LSG v Tele2 C-557/07
”[a]ccess providers which merely provide users with Internet access, 
without offering other services such as email, FTP or file-sharing services or 
exercising any control, whether de iure or de facto, over the services which
users make use of, must be regarded as ‘intermediaries’ within the 
meaning of Article 8(3) of Directive 2001/29.”



UPC Telekabel Wien C-314/12 para. 32
”(…) it must be held that an internet service provider, (…) which allows its
customers to access protected subject-matter made available to the public 
on the internet by a third party is an intermediary whose services are used
to infringe a copyright or related right within the meaning of Article 8(3) of 
Directive 2001/29.” 



Liability Liability
Exemption

focus

B



E-Commerce 
Directive



E-Commerce 
Directive

2000 2001

(InfoSoc 
Directive)

Proposal

1998 2016

Commission:
Fit for purpose!

2017

Parliament:
Clarification 

needed!



Minimum harmonisation

Horizontal (criminal, civil and administrative liability for all kinds of 
illegal activities initiated by third parties – not injunctions)

Scope: Activity is “of a mere technical, automatic and passive 
nature, which implies that the information society service provider 
has neither knowledge of nor control over the information which is 
transmitted or stored.” (recital 42)

Liability
Exemption
Art. 12-15



Autonomous concept from Technical Standards Directive:
“any service normally provided for remuneration, at a 
distance, by electronic means and at the individual request 
of a recipient of services” (Art. 1(1) lit. b)

Recital 18: “ISSs span a wide range of economic activities 
which take place on-line; these activities can, in particular, 
consist of selling goods on-line; activities such as the delivery 
of goods as such or the provision of services off-line are not 
covered; (…)

Information 
society
service
provider



Mc Fadden v Sony Music C-484/14 – Unsecure WiFi to 
general public free of charge:
“The remuneration of a service (…) does not require the 
service to be paid for by those for whom it is performed” (para 
41, also Bond van Adverteerders Case 352/85)

“That is the case, inter alia, where the performance of a service 
free of charge is provided by a service provider for the 
purposes of advertising the goods sold and services provided 
by that service provider, since the cost of that activity is 
incorporated into the price of those goods or services” 
(para 42)

£ $ €
Free of
charge?



Mere
conduit

(Article 12)

Caching
(Article 13)

Hosting
(Article 14)

intermediate

storage to 

accelerate data 

transmission

transmission of 

information

Storage of 

information



Mere conduit (Article 12)

1. Where an ISS is provided that consists of the transmission in a communication 
network of information provided by a recipient of the service, or the provision of 
access to a communication network, MS shall ensure that the service provider is 
not liable for the information transmitted, on condition that the provider:
(a) does not initiate the transmission;
(b) does not select the receiver of the transmission; and
(c) does not select or modify the information contained in the transmission.

2. Include the automatic, intermediate and transient storage of information (if it takes 
place for the sole purpose of carrying out the transmission in the communication 
network, and the information is not stored for any period longer than is reasonably 
necessary for the transmission.)



Hosting (Article 14)

1. Where an information society service is provided that consists of the storage of 
information provided by a recipient of the service, MS shall ensure that the service 
provider is not liable for the information stored at the request of a recipient of the 
service, on condition that:
(a) the provider does not have actual knowledge of illegal activity or information 

and, as regards claims for damages, is not aware of facts or circumstances 
from which the illegal activity or information is apparent; or

(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously 
to remove or to disable access to the information.

2. Paragraph 1 shall not apply when the recipient of the service is acting under the 
authority or the control of the provider.



Of the alleged infringing material or of the illegality of the material? 
Who determines illegality?

National implementation and court practice varies (from requiring a 
formal procedure and an official notification by authorities; to leaving it 
to the courts to determine; others provide mechanisms like notice and 
take down procedures)

Actual
knowledge

Acts 
expeditously

What if the material is not infringing after all?



Monitoring
(Article 15)



No general obligations (Article 15)

1. Member States shall not impose a general obligation on providers, when 
providing the services covered by Articles 12, 13 and 14, to monitor the 
information which they transmit or store, nor a general obligation actively to 
seek facts or circumstances indicating illegal activity.

2. Member States may establish obligations for information society service 
providers promptly to inform the competent public authorities of alleged illegal 
activities (…)



No general obligations (Article 15)
Specific case (e.g. court order)… recital 47

Scarlet v SABAM C-360/10 (Internet access)
CJEU: an ISP cannot be ordered by national court (injunction) to install a filtering 
system of all electronic communications and blocking certain content passing via 
its services (for copyright enforcement purposes).
Balancing test (freedom of communication, freedom to conduct business, right to 
privacy <--> IP protection); Charter of Fundamental Rights

SABAM v Netlog C-70/10 (Hosting)
CJEU: cannot be ordered to install a filtering system for all or most of the 
information which is stored on its servers by its service users

…which applies to all users, as preventive measure, exclusively at its expense and 
for an unlimited period.



Current
developments



(Voluntary) Industry self-regulation

Child pornography (Red Barnet), Tele-Industry in Denmark

Codes of conduct via EU Internet Forum on terrorist content online, the Code of 
Conduct on Countering Illegal Hate Speech Online and the Memorandum of 
Understanding on the Sale of Counterfeit Goods



Article 13 Proposal copyright in the DSM
Use of protected content by information society service providers storing and giving 
access to large amounts of works and other subject-matter uploaded by their users

(1) Information society service providers that store and provide to the public access 
to large amounts of works or other subject-matter uploaded by their users shall, in 
cooperation with rightholders, take measures to ensure the functioning of 
agreements concluded with rightholders for the use of their works or other subject-
matter or to prevent the availability (...) Those measures, such as the use of 
effective content recognition technologies, shall be appropriate and 
proportionate. (...)



Communication: 
Tackling Illegal Content 

Online, Towards an 
enhanced responsibility 

of online platforms

September 2017 1 March 2018

Recommendation of 
1.3.2018 on 
measures to 

effectively tackle 
illegal content online



Recommendation (EU) 2018/334

Directed towards Member States and hosting providers
Only hosting service providers (i.e. Article 14 E-Commerce Directive)
Horizontal approach: “Different types of illegal content” + “Terrorist content”

Chapter 2: General 
recommendations 

relating to all types of 
illegal content

Chapter 3: Specific 
recommendations relating to 

terrorist content



Proactive measures

“Hosting service providers should be encouraged to take, where appropriate, 
proportionate and specific proactive measures in respect of illegal content. Such 
proactive measures could involve the use of automated means for the detection 
of illegal content only where appropriate and proportionate and subject to effective 
and appropriate safeguards, in particular the safeguards referred to in points 19 and 
20.“

Chapter 2, point 18



Trusted notifiers / flaggers

‘trusted flagger’ = “an individual or entity which is considered by a hosting service 
provider to have particular expertise and responsibilities for the purposes of tackling 
illegal content online;“ (see Chapter 1, point 4 lit. (g))

“Cooperation between hosting service providers and trusted flaggers should be 
encouraged. In particular, fast-track procedures should be provided to process 
notices submitted by trusted flaggers.“ (Chapter 2 point 25)

“Those conditions should aim to ensure that the individuals or entities concerned 
have the necessary expertise and carry out their activities as trusted flaggers in a 
diligent and objective manner, based on respect for the values on which the Union is 
founded.“ (Chapter 2 point 27)

C



Scope of Recommendation (EU) 2018/334 

“Providers of hosting services play a particularly important role in tackling illegal 
content online, as they store information provided by and at the request of their 
users and give other users access thereto, often on a large scale. This 
Recommendation therefore primarily relates to the activities and responsibilities of 
those providers. However, where appropriate, the recommendations made can also 
be applied, mutatis mutandis, in relation to other affected online services 
providers. (…)“ (recital 15)

NB: online services providers not defined in Recommendation



Conclusions

Winds are changing. 

Trend to pro-active and privatized measures (despite E-Commerce Directive).

“Practical” approach but does it make sense?



Part II
Domain names

and content



Liability of domain registries for content?

Liability exemptions?



Domain name system is a “hierarchial distributed naming 
system in a network which refers queries for domain names”
Art. 4 nr. 14 NIS Directive



173.194.73.94 google.com



0. level: root
”.” (ICANN)

1. level: TLD
”dk” (DK Hostmaster)

2. level: TLD
Registrant

IP address
of ciir.dk.

?

?

?

Ask DK Hostmaster…

Ask KU…

91.134.32.32











Lawful
domain name Unlawful content



Liability of
domain registries

for content?

Not harmonised by EU law

Tested in cases in e.g. UK, Belgium, 
Germany, Sweden

Tendencies?



Examples from Germany

”Störerhaftung” liability concept: An interferer is a party that –without
being perpretrator or participant– willfully makes a sufficently causal
contribution to the direct infringement of a protected right



Examples from Germany

- Regarding domain name as such: liability only conceivable if the registry has been 
made aware of a ”blatant and for its employees easily identifiable infringements 
of rights referring to the name” and rejects to act upon such notice (regierung-
oberfranken.de)

- r-e-y.de: interferer liability requires that registry can prevent infringement; LG 
Wiesbaden argues that registry can merely delete domain name not the content, 
thus no liability.



Examples from Germany

- Registrars are quite a different story! Several recent cases (inconsistent)

- H33t.com: OLG Saarbrücken confirmed interferer liability, because “registrar had 
via registering the domain name contributed in “adequate causative” ways so that 
the registrants and visitors of the domain infringe copyright; even if content 
continues to be available directly via the IP-address.

- Liable for not acting upon notice of alleged infringements, which were “blatant” and 
could be ascertained without further ado.



Tendencies

- Sparse national (mostly lower courts) case law (for now)
- Focus on “public service” functions of national ccTLD registries (Sweden 

“important public function”, Germany)
- No obligation to monitor domain names as such, a maiore ad minus inconsistent to 

think about content monitoring
- Obligation to act on on own initiative: highly unlikely
- In most blatant cases, liability for not acting on notice conceivable? (Belgium, 

Germany); tendencies from registrar liability?



Liability
exemptions?



E-Commerce Directive 

Recital 42: activity of the service provider is “of a mere 
technical, automatic and passive nature, which implies 
that the information society service provider has neither 
knowledge of nor control over the information which is 
transmitted or stored.”



Registries as information society service providers?

Not directly addressed, domain registries as “information society services”?
Technical Standards Directive: “any service normally provided for remuneration, 
at a distance, by electronic means and at the individual request of a recipient 
of services”

DNS queries free of charge – problematic?



Mere
conduit

(Article 12)

Caching
(Article 13)

Hosting
(Article 14)

intermediate

storage to 

accelerate data 

transmission

transmission of 

information

Storage of 

information



Article 12: mere conduit

“transmission in a communication network of information provided by a recipient of the 
service” or “provision of access to a communication network” 

- Alt. 1 – Transmission of information: name server and registry services 
(assignment of domain names to IP addresses); WHOIS database

- “provide access to the use of information provided by third parties on a 
server by assigning domain names to IP addresses” (VG Düsseldorf)

- But purely technical activity of resolving domain names to IP addresses 
covered by Art. 12?



Article 12: mere conduit

- Alt. 2 – Provision of access to a communications network: 
- “access to the hosts described by the answer to a DNS query” (Riordan 

2017)
- Operators of essential services of digital infrastructure (NIS Directive)

Raison d’être: exemption for network operators which provide technical facilities 
for transmission but no control over the data flowing through their network

- Telelogical (or analogy): If registries were not covered, effectively more extensive 
liability than intermediaries who are much “closer” to content!

- (Support by case law e.g. OLG Saarbrücken and VG Düsseldorf: evaluations are to 
be consulted)

- Consequence: exempt from liability when knowing of content-related 
infringements!



Article 14: Hosting

- Different regime (actual knowledge and notice-and-takedown)
- Content hosted: WHOIS-data, far fetched?



Conclusions: Domain registries and content

- Far fetched, but is being tested
- Domain-name related remedies as toothless tiger?
- Safe harbour regime did not foresee domain registries, but potentially 

teleological reading of Article 12
- Clarification desirable; further decentralization etc. – review of liability 

regime as such! 



Discussion
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